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1st Change
6.5.3.4
UE requested bearer resource allocation procedure not accepted by the network

If the bearer resource allocation requested cannot be accepted by the network, the MME shall send a BEARER RESOURCE ALLOCATION REJECT message to the UE. The message shall contain the PTI and an ESM cause value indicating the reason for rejecting the UE requested bearer resource allocation.

The ESM cause value typically indicates one of the following:

#26:
insufficient resources;

#30:
request rejected by Serving GW or PDN GW;

#31:
request rejected, unspecified;

#32:
service option not supported;

#33:
requested service option not subscribed;

#34:
service option temporarily out of order;

#35:
PTI already in use;

#37:
EPS QoS not accepted;

#41:
semantic error in the TFT operation;

#42:
syntactical error in the TFT operation;

#43:
invalid EPS bearer identity;

#44:
semantic error(s) in packet filter(s);

#45:
syntactical error(s) in packet filter(s);

#56:
collision with network initiated request; 
#59:
unsupported QCI value;
#60:
bearer handling not supported; or
#95 – 111:
protocol errors.
If the bearer resource allocation requested is for an established LIPA PDN connection, then the network shall reply with a BEARER RESOURCE ALLOCATION REJECT message with ESM cause #60 "bearer handling not supported".
If the requested new TFT is not available, then the BEARER RESOURCE ALLOCATION REJECT message shall be sent.

The TFT in the request message is checked by the network for different types of TFT IE errors as follows:

a)
Semantic errors in TFT operations:

1)
When the TFT operation is an operation other than "Create a new TFT".

The network shall reject the allocation request with ESM cause #41 "semantic error in the TFT operation".

b)
Syntactical errors in TFT operations:

1)
When the TFT operation = "Create a new TFT" and the packet filter list in the TFT IE is empty.

2)
When there are other types of syntactical errors in the coding of the TFT IE, such as a mismatch between the number of packet filters subfield, and the number of packet filters in the packet filter list.


The network shall reject the allocation request with ESM cause #42 "syntactical error in the TFT operation".

c)
Semantic errors in packet filters:


When a packet filter consists of conflicting packet filter components which would render the packet filter ineffective, i.e. no IP packet will ever fit this packet filter. How the network determines a semantic error in a packet filter is outside the scope of the present document.


The network shall reject the allocation request with ESM cause #44 "semantic errors in packet filter(s)".

d)
Syntactical errors in packet filters:

1)

When the TFT operation = "Create a new TFT" and two or more packet filters among all TFTs associated with the PDN connection would have identical packet filter precedence values.
2)
When there are other types of syntactical errors in the coding of packet filters, such as the use of a reserved value for a packet filter component identifier.

In case 1, if the old packet filters do not belong to the default EPS bearer context, the network shall not diagnose an error, shall further process the new request and, if it was processed successfully, shall delete the old packet filters which have identical filter precedence values. Furthermore, the network shall perform an EPS bearer context deactivation request procedure to deactivate the dedicated EPS bearer context(s) for which it has deleted the packet filters.

In case 1, if one or more old packet filters belong to the default EPS bearer context, the network shall release the relevant PDN connection using the EPS bearer context deactivation procedure.If it is the last PDN connection, the network shall detach the UE using detach type "re-attach required".


Otherwise the network shall reject the allocation request with ESM cause #45 "syntactical errors in packet filter(s)".
Upon receipt of a BEARER RESOURCE ALLOCATION REJECT message, the UE shall stop the timer T3480, release the traffic flow aggregate description associated to the PTI value, and enter the state PROCEDURE TRANSACTION INACTIVE.

The further actions to be performed by the UE are implementation dependent as part of upper layers responsibility.

Next Change
6.5.4.4
UE requested bearer resource modification procedure not accepted by the network

If the bearer resource modification requested cannot be accepted by the network, the MME shall send a BEARER RESOURCE MODIFICATION REJECT message to the UE. The message shall contain the PTI and an ESM cause value indicating the reason for rejecting the UE requested bearer resource modification.

The ESM cause value typically indicates one of the following:

#26:
insufficient resources;

#30:
request rejected by Serving GW or PDN GW;

#31:
request rejected, unspecified;

#32:
service option not supported;

#33:
requested service option not subscribed;

#34:
service option temporarily out of order;

#35:
PTI already in use;

#37:
EPS QoS not accepted;

#41:
semantic error in the TFT operation;

#42:
syntactical error in the TFT operation;

#43:
invalid EPS bearer identity;

#44:
semantic error(s) in packet filter(s);

#45:
syntactical error(s) in packet filter(s);

#56:
collision with network initiated request;
#59:
unsupported QCI value; 
#60:
bearer handling not supported; or
#95 – 111:
protocol errors.
If the bearer resource modification requested is for an established LIPA PDN connection, then the network shall reply with a BEARER RESOURCE MODIFICATION REJECT message with ESM cause #60 "bearer handling not supported".
If the requested new TFT is not available, then the BEARER RESOURCE MODIFICATION REJECT message shall be sent.

The TFT in the request message is checked by the network for different types of TFT IE errors as follows:

a)
Semantic errors in TFT operations:

1)
When the TFT operation is an operation other than "Replace packet filters in existing TFT", "Add packet filters to existing TFT", "Delete packet filters from existing TFT" or "No TFT operation".
2)
When the TFT operation is "Replace packet filters in existing TFT", "Add packet filters to existing TFT" or "Delete packet filters from existing TFT" and there is no TFT for the default EPS bearer context.

3)
TFT operation = "Delete packet filters from existing TFT" when it would render the TFT empty.


In case 1 the network shall reject the modification request with ESM cause #41 "semantic error in the TFT operation".

In case 2, if the TFT operation is "Delete packet filters from existing TFT", the network shall further process the new request and, if no error according to items b, c, and d was detected, shall perform an EPS bearer context modification procedure including the value of EPS bearer identity for packet filter IE in the EPS bearer identity IE and a TFT IE with TFT operation = "Delete existing TFT" in the MODIFY EPS BEARER CONTEXT REQUEST message.


In case 2, if the TFT operation is "Replace packet filters in existing TFT" or "Add packet filters to existing TFT", the network shall process the new request as a request with TFT operation = "Create a new TFT".

In case 3, if the packet filters belong to a dedicated EPS bearer context, the network shall process the new deletion request and, if no error according to items b, c, and d was detected, delete the existing TFT. After successful deletion of the TFT, the network shall perform an EPS bearer context deactivation request procedure to deactivate the dedicated EPS bearer context between the UE and the network.

In case 3, if the packet filters belong to the default EPS bearer context, the network shall process the new deletion request and if no error according to items b, c, and d was detected then perform an EPS bearer context modification procedure to remove the existing TFT of the default EPS bearer context, this corresponds to using match-all packet filter for the default EPS bearer context.
b)
Syntactical errors in TFT operations:

1)
When the TFT operation = "Replace packet filters in existing TFT", "Add packet filters to existing TFT" or "Delete packet filters from existing TFT", and the packet filter list in the TFT IE is empty.

2)
TFT operation = "No TFT operation" with a non-empty packet filter list in the TFT IE.

3)
TFT operation = "Replace packet filters in existing TFT" when the packet filter to be replaced does not exist in the original TFT.

4)
TFT operation = "Delete packet filters from existing TFT" when the packet filter to be deleted does not exist in the original TFT.

5)
TFT operation = "Delete packet filters from existing TFT" with a packet filter list also including packet filters in addition to the packet filter identifiers.

6)
When there are other types of syntactical errors in the coding of the TFT IE, such as a mismatch between the number of packet filters subfield, and the number of packet filters in the packet filter list.


In case 3 the network shall not diagnose an error, shall further process the replace request and, if no error according to items c and d was detected, shall perform an EPS bearer context modification procedure using TFT operation = "Add packet filters to existing TFT" to include the packet filters received to the existing TFT.


In case 4 the network shall not diagnose an error, shall further process the deletion request and, if no error according to items c and d was detected, shall perform an EPS bearer context modification procedure including the value of EPS bearer identity for packet filter IE in the EPS bearer identity IE and a TFT IE with TFT operation = "Delete packet filters from existing TFT" and the received packet filter identifier(s) in the MODIFY EPS BEARER CONTEXT REQUEST message.


Otherwise the network shall reject the modification request with ESM cause #42 "syntactical error in the TFT operation".

c)
Semantic errors in packet filters:


When a packet filter consists of conflicting packet filter components which would render the packet filter ineffective, i.e. no IP packet will ever fit this packet filter. How the network determines a semantic error in a packet filter is outside the scope of the present document.


The network shall reject the modification request with ESM cause #44 "semantic errors in packet filter(s)".

d)
Syntactical errors in packet filters:

1)
When the TFT operation = "Replace packet filters in existing TFT" and two or more packet filters in all TFTs associated with the PDN connection would have identical packet filter precedence values.

2)
When there are other types of syntactical errors in the coding of packet filters, such as the use of a reserved value for a packet filter component identifier.


In case 1, if the old packet filters do not belong to the default EPS bearer context, the network shall not diagnose an error, shall further process the new request and, if it was processed successfully, shall delete the old packet filters which have identical filter precedence values. Furthermore, the network shall perform an EPS bearer context deactivation procedure to deactivate the dedicated EPS bearer context(s) for which it has deleted the packet filters.

In case 1, if one or more old packet filters belong to the default EPS bearer context, the network shall release the relevant PDN connection using the EPS bearer context deactivation procedure. If the relevant PDN connection is the last one, the network shall detach the UE using detach type "re-attach required".

Otherwise the network shall reject the modification request with ESM cause #45 "syntactical errors in packet filter(s)".
Upon receipt of a BEARER RESOURCE MODIFICATION REJECT message, the UE shall stop the timer T3481, release the traffic flow aggregate description associated to the PTI value, and enter the state PROCEDURE TRANSACTION INACTIVE. If the ESM cause included in the BEARER RESOURCE MODIFICATION REJECT message is #43 "invalid EPS bearer identity", the UE locally deactivates the EPS bearer context(s) without peer-to-peer ESM signalling.
The further actions to be performed by the UE are implementation dependent as part of upper layers responsibility.

Next Change
9.9.4.4
ESM cause

The purpose of the ESM cause information element is to indicate the reason why a session management request is rejected.

The ESM cause information element is coded as shown in figure 9.9.4.4.1 and table 9.9.4.4.1.

The ESM cause is a type 3 information element with 2 octets length.

	8
	7
	6
	5
	4
	3
	2
	1
	

	ESM cause IEI
	octet 1

	Cause value
	octet 2


Figure 9.9.4.4.1: ESM cause information element
Table 9.9.4.4.1: ESM cause information element
	Cause value (octet 2)

	

	Bits

	8
	7
	6
	5
	4
	3
	2
	1
	
	

	0
	0
	0
	0
	1
	0
	0
	0
	
	Operator Determined Barring

	0
	0
	0
	1
	1
	0
	1
	0
	
	Insufficient resources

	0
	0
	0
	1
	1
	0
	1
	1
	
	Unknown or missing APN

	0
	0
	0
	1
	1
	1
	0
	0
	
	Unknown PDN type

	0
	0
	0
	1
	1
	1
	0
	1
	
	User authentication failed

	0
	0
	0
	1
	1
	1
	1
	0
	
	Request rejected by Serving GW or PDN GW

	0
	0
	0
	1
	1
	1
	1
	1
	
	Request rejected, unspecified

	0
	0
	1
	0
	0
	0
	0
	0
	
	Service option not supported

	0
	0
	1
	0
	0
	0
	0
	1
	
	Requested service option not subscribed

	0
	0
	1
	0
	0
	0
	1
	0
	
	Service option temporarily out of order

	0
	0
	1
	0
	0
	0
	1
	1
	
	PTI already in use

	0
	0
	1
	0
	0
	1
	0
	0
	
	Regular deactivation

	0
	0
	1
	0
	0
	1
	0
	1
	
	EPS QoS not accepted

	0
	0
	1
	0
	0
	1
	1
	0
	
	Network failure

	0
	0
	1
	0
	0
	1
	1
	1
	
	Reactivation requested

	0
	0
	1
	0
	1
	0
	0
	1
	
	Semantic error in the TFT operation

	0
	0
	1
	0
	1
	0
	1
	0
	
	Syntactical error in the TFT operation

	0
	0
	1
	0
	1
	0
	1
	1
	
	Invalid EPS bearer identity

	0
	0
	1
	0
	1
	1
	0
	0
	
	Semantic errors in packet filter(s)

	0
	0
	1
	0
	1
	1
	0
	1
	
	Syntactical errors in packet filter(s)

	0
	0
	1
	0
	1
	1
	1
	0
	
	Unused (see NOTE 2)

	0
	0
	1
	0
	1
	1
	1
	1
	
	PTI mismatch

	0
	0
	1
	1
	0
	0
	0
	1
	
	Last PDN disconnection not allowed

	0
	0
	1
	1
	0
	0
	1
	0
	
	PDN type IPv4 only allowed

	0
	0
	1
	1
	0
	0
	1
	1
	
	PDN type IPv6 only allowed

	0
	0
	1
	1
	0
	1
	0
	0
	
	Single address bearers only allowed

	0
	0
	1
	1
	0
	1
	0
	1
	
	ESM information not received

	0
	0
	1
	1
	0
	1
	1
	0
	
	PDN connection does not exist

	0
	0
	1
	1
	0
	1
	1
	1
	
	Multiple PDN connections for a given APN not allowed

	0
	0
	1
	1
	1
	0
	0
	0
	
	Collision with network initiated request

	0
	0
	1
	1
	1
	0
	1
	1
	
	Unsupported QCI value

	0
	0
	1
	1
	1
	1
	0
	0
	
	Bearer handling not supported

	0
	1
	0
	1
	0
	0
	0
	1
	
	Invalid PTI value

	0
	1
	0
	1
	1
	1
	1
	1
	
	Semantically incorrect message

	0
	1
	1
	0
	0
	0
	0
	0
	
	Invalid mandatory information

	0
	1
	1
	0
	0
	0
	0
	1
	
	Message type non-existent or not implemented

	0
	1
	1
	0
	0
	0
	1
	0
	
	Message type not compatible with the protocol state

	0
	1
	1
	0
	0
	0
	1
	1
	
	Information element non-existent or not implemented

	0
	1
	1
	0
	0
	1
	0
	0
	
	Conditional IE error

	0
	1
	1
	0
	0
	1
	0
	1
	
	Message not compatible with the protocol state

	0
	1
	1
	0
	1
	1
	1
	1
	
	Protocol error, unspecified

	0
	1
	1
	1
	0
	0
	0
	0
	
	APN restriction value incompatible with active EPS bearer context

	
	
	
	
	
	
	
	
	
	

	Any other value received by the UE shall be treated as 0010 0010, "service option temporarily out of order". Any other value received by the network shall be treated as 0110 1111, "protocol error, unspecified".

	

	NOTE 1:
The listed cause values are defined in annex B.

NOTE 2: 
This value was allocated in earlier versions of this protocol, but there is no situation where this value can be used. If received by the network, it shall be treated as 0110 1111, "protocol error, unspecified".


Next Change
Annex B (informative):
Cause values for EPS session management

B.1
Causes related to nature of request

Cause #8 – Operator Determined Barring


This ESM cause is used by the network to indicate that the requested service was rejected by the MME due to Operator Determined Barring.

Cause #26 – Insufficient resources


This ESM cause is used by the UE or by the network to indicate that the requested service cannot be provided due to insufficient resources. 

Cause #27 – Unknown or missing access point name


This ESM cause is used by the network to indicate that the requested service was rejected by the external packet data network because the access point name was not included although required or if the access point name could not be resolved.

Cause #28 – Unknown PDN type


This ESM cause is used by the network to indicate that the requested service was rejected by the external packet data network because the PDN type could not be recognised.

Cause #29 – User authentication failed


This ESM cause is used by the network to indicate that the requested service was rejected by the external packet data network due to a failed user authentication.

Cause #30 – Request rejected by Serving GW or PDN GW


This ESM cause is used by the network to indicate that the requested service or operation or the request for a resource was rejected by the Serving GW or PDN GW.

Cause #31 – Request rejected, unspecified


This ESM cause is used by the network to indicate that the requested service or operation or the request for a resource was rejected due to unspecified reasons.

Cause #32 – Service option not supported


This ESM cause is used by the network when the UE requests a service which is not supported by the PLMN.

Cause #33 – Requested service option not subscribed


This ESM cause is sent when the UE requests a service option for which it has no subscription.

Cause #34 – Service option temporarily out of order


This ESM cause is sent when the network cannot service the request because of temporary outage of one or more functions required for supporting the service.

Cause #35 – PTI already in use


This ESM cause is used by the network to indicate that the PTI included by the UE is already in use by another active UE requested procedure for this UE.

Cause #36 – Regular deactivation


This ESM cause is used to indicate a regular UE or network initiated release of EPS bearer resources. 

Cause #37 – EPS QoS not accepted


This ESM cause is used by the network if the new EPS QoS cannot be accepted that was indicated in the UE request. 

Cause #38 – Network failure


This ESM cause is used by the network to indicate that the requested service was rejected due to an error situation in the network.

Cause #39 – Reactivation requested

This ESM cause is used by the network to request a PDN connection reactivation.
Cause #41 – Semantic error in the TFT operation.


This ESM cause is used by the network or the UE to indicate that the requested service was rejected due to a semantic error in the TFT operation included in the request.

Cause #42 – Syntactical error in the TFT operation.


This ESM cause is used by the network or the UE to indicate that the requested service was rejected due to a syntactical error in the TFT operation included in the request.

Cause #43 – Invalid EPS bearer identity

This ESM cause is used by the network or the UE to indicate that the EPS bearer identity value provided to it is not a valid value for the received message or the EPS bearer context identified by the linked EPS bearer identity IE in the request is not active.

Cause #44 – Semantic errors in packet filter(s)


This ESM cause is used by the network or the UE to indicate that the requested service was rejected due to one or more semantic errors in packet filter(s) of the TFT included in the request.

Cause #45 – Syntactical error in packet filter(s)


This ESM cause is used by the network or the UE to indicate that the requested service was rejected due to one or more syntactical errors in packet filter(s) of the TFT included in the request.

Cause #47 – PTI mismatch

This ESM cause is used by the UE to indicate that the PTI value which is included in the ESM message that the UE receives does not match a PTI in use.
Cause #49 – Last PDN disconnection not allowed


This ESM cause is used by the network to indicate that the UE requested PDN disconnection procedure on the last remaining PDN connection is not allowed.

Cause #50 – PDN type IPv4 only allowed


This ESM cause is used by the network to indicate that only PDN type IPv4 is allowed for the requested PDN connectivity.

Cause #51 – PDN type IPv6 only allowed


This ESM cause is used by the network to indicate that only PDN type IPv6 is allowed for the requested PDN connectivity.

Cause #52 – single address bearers only allowed


This ESM cause is used by the network to indicate that the requested PDN connectivity is accepted with the restriction that only single IP version bearers are allowed.

Cause #53 – ESM information not received


This ESM cause is used by the network to indicate that the PDN connectivity procedure was rejected due to the ESM information was not received.

Cause #54 – PDN connection does not exist


This ESM cause is used by the network at handover from a non-3GPP access network to indicate that the MME does not have any information about the requested PDN connection.

Cause #55 – Multiple PDN connections for a given APN not allowed


This ESM cause is used by the network to indicate that the PDN connectivity procedure was rejected due to multiple PDN connections for a given APN are not allowed.
Cause #56 – Collision with network initiated request

This ESM cause is used by the network to indicate that the network has already initiated the activation, modification or deactivation of bearer resources which was requested by the UE.
Cause #59 – Unsupported QCI value

This ESM cause is used by the network if the QCI indicated in the UE request cannot be supported.
Cause #60 – Bearer handling not supported

This ESM cause is used by the network to indicate that the procedure requested by the UE was rejected because the bearer handling is not supported.
Cause #81 – Invalid PTI value


This ESM cause is used by the network or UE to indicate that the PTI provided to it is unassigned or reserved.

Cause #112 – APN restriction value incompatible with active EPS bearer context.


This ESM cause is used by the network to indicate that the EPS bearer context(s) have an APN restriction value that is not allowed in combination with a currently active EPS bearer context. Restriction values are defined in 3GPP TS 23.060 [4].

�PAGE \# "'Page: '#'�'"  �� � HYPERLINK "http://www.3gpp.org/ftp/Information/DocNum_FTP_structure_V3.zip" ��Document numbers� are allocated by the Working Group Secretary.   Use the format of document number specified by the � HYPERLINK "http://www.3gpp.org/About/WP.htm" ��3GPP Working Procedures�.


�PAGE \# "'Page: '#'�'"  �� Enter the specification number in this box. For example, 04.08 or 31.102. Do not prefix the number with anything . i.e. do not use "TS", "GSM" or "3GPP" etc.


�PAGE \# "'Page: '#'�'"  �� Enter the CR number here. This number is allocated by the 3GPP support team.  It consists of at least four digits, padded with leading zeros if necessary.


�PAGE \# "'Page: '#'�'"  �� Enter the revision number of the CR here. If it is the first version, use a "-".


�PAGE \# "'Page: '#'�'"  �� Enter the version of the specification here. This number is the version of the specification to which the CR was written and (normally) to which it will be applied if it is approved. Make sure that the latest version of the specification (of the relevant release) is used when creating the CR. If unsure what the latest version is, go to � HYPERLINK "http://www.3gpp.org/3G_Specs/3G_Specs.htm" ��� � HYPERLINK "http://www.3gpp.org/specs/specs.htm" ��http://www.3gpp.org/specs/specs.htm�.


�PAGE \# "'Page: '#'�'"  �� For help on how to fill out a field, place the mouse pointer over the special symbol closest to the field in question.


�PAGE \# "'Page: '#'�'"  �� Mark one or more of the boxes with an X.


�PAGE \# "'Page: '#'�'"  �� SIM / USIM / ISIM applications.


�PAGE \# "'Page: '#'�'"  �� Enter a concise description of the subject matter of the CR. It should be no longer than one line, but if this is not possible, do not enter hard new-line characters.  Do not use redundant information such as "Change Request number xxx to 3GPP TS xx.xxx".


One or more organizations (3GPP Individual Members) which drafted the CR and are presenting it to the Working Group.


For CRs agreed at Working Group level, the identity of the WG.  Use the format "xn" where �	x = "C" for TSG CT, "R" for TSG RAN, "S" for TSG SA, "G" for TSG GERAN; �PAGE \# "'Page: '#'�'"  ���	n = digit identifying the Working Group; for CRs drafted during the TSG meeting itself, use "P". �Examples: "C4", "R5", "G3new", "SP".


�PAGE \# "'Page: '#'�'"  �� Enter the acronym for the work item which is applicable to the change. This field is mandatory for category F, A, B & C CRs for Release 4 and later. A list of work item acronyms can be found in the 3GPP work plan. See �� HYPERLINK "http://www.3gpp.org/ftp/Specs/html-info/WI-List.htm" ��http://www.3gpp.org/ftp/Specs/html-info/WI-List.htm� .


�PAGE \# "'Page: '#'�'"  �� Enter the date on which the CR was last revised.  Format to be interpretable by English version of MS Windows ® applications, e.g. 19/02/2006.


�PAGE \# "'Page: '#'�'"  �� Enter a single letter corresponding to the most appropriate category listed. For more detailed help on interpreting these categories, see Technical Report �HYPERLINK "http://www.3gpp.org/ftp/Specs/html-info/21900.htm"��21.900� "TSG working methods".


�PAGE \# "'Page: '#'�'"  �� Enter a single release code from the list below.


�PAGE \# "'Page: '#'�'"  �� Enter text which explains why the change is necessary.


�PAGE \# "'Page: '#'�'"  �� Enter text which describes the most important components of the change. i.e. How the change is made.


�PAGE \# "'Page: '#'�'"  �� Enter here the consequences if this CR were to be rejected. It is mandatory to complete this section only if the CR is of category "F" (i.e. correction), though it may well be useful for other categories.


�PAGE \# "'Page: '#'�'"  �� Enter the number of each clause which contains changes.   Be as specific as possible (ie list each subclause, not just the umbrella clause).


�PAGE \# "'Page: '#'�'"  �� Tick "yes" box if any other specifications are affected by this change.  Else tick "no".  You MUST fill in one or the other.


�PAGE \# "'Page: '#'�'"  �� List here the specifications which are affected or the CRs which are linked.


�PAGE \# "'Page: '#'�'"  �� Enter any other information which may be needed by the group being requested to approve the CR. This could include special conditions for it's approval which are not listed anywhere else above.





