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8.2
Protocol Specification

8.2.1
General

The SWx reference point shall be Diameter based. This is defined as an IETF vendor specific Diameter application, where the Vendor ID is 3GPP. The Application Id used shall be 16777265.

* * * * Next Change * * * *

8.2.3
Information Elements
8.2.3.0
General
The following table describes the Diameter AVPs defined for the SWx interface protocol, their AVP Code values, types, possible flag values and whether or not the AVP may be encrypted.

Table 8.2.3.0/1: Diameter SWx AVPs

	
	AVP Flag rules
	

	Attribute Name
	AVP Code
	Section defined
	Value Type
	Must
	May
	Should not
	Must not
	May Encr.

	Non-3GPP-User-Data
	1500
	8.2.3.1
	Grouped
	M, V
	
	
	
	No

	Non-3GPP-IP-Access
	1501
	8.2.3.3
	Enumerated
	M, V
	
	
	
	No

	Non-3GPP-IP-Access-APN
	1502
	8.2.3.4
	Enumerated
	M, V
	
	
	
	No

	ANID
	1504
	5.2.3.7
	UTF8String
	M, V
	
	
	
	No

	Trace-Info
	1505
	8.2.3.13
	Grouped
	V
	
	
	M
	No


The following table describes the Diameter AVPs re-used by the SWx interface protocol from existing Diameter Applications, including a reference to their respective specifications and when needed, a short description of their use within SWx. Other AVPs from existing Diameter Applications, except for the AVPs from Diameter Base Protocol, do not need to be supported. 

Table 8.2.3.0/2: SWx re-used Diameter AVPs

	Attribute Name
	Reference
	Comments

	User-Name
	IETF RFC 3588 [7]
	

	Session-Timeout
	IETF RFC 3588 [7]
	

	Subscription-ID
	IETF RFC 4006 [20]
	

	MIP6-Agent-Info
	IETF RFC 5447 [6]
	

	MIP6-Feature-Vector
	IETF RFC 5447 [6]
	

	Service-Selection
	IETF RFC 5778 [11]
	

	3GPP-Charging-Characteristics
	3GPP TS 29.061 [31]
	

	RAT-Type
	3GPP TS 29.212 [23]
	

	Visited-Network-Identifier
	3GPP TS 29.229 [24]
	

	SIP-Number-Auth-Items
	3GPP TS 29.229 [24]
	

	SIP-Item-Number
	3GPP TS 29.229 [24]
	

	SIP-Auth-Data-Item
	3GPP TS 29.229 [24]
	

	SIP-Authentication-Scheme
	3GPP TS 29.229 [24]
	

	SIP-Authenticate
	3GPP TS 29.229 [24]
	

	SIP-Authorization
	3GPP TS 29.229 [24]
	

	Confidentiality-Key
	3GPP TS 29.229 [24]
	

	Integrity-Key
	3GPP TS 29.229 [24]
	

	Server-Assignment-Type
	3GPP TS 29.229 [24]
	

	Deregistration-Reason
	3GPP TS 29.229 [24]
	

	Supported-Features
	3GPP TS 29.229 [24]
	

	Feature-List-ID
	3GPP TS 29.229 [24]
	

	Feature-List
	3GPP TS 29.229 [24]
	

	APN-Configuration
	3GPP TS 29.272 [29]
	

	Context-Identifier
	3GPP TS 29.272 [29]
	

	Terminal-Information
	3GPP TS 29.272 [29]
	

	AMBR
	3GPP TS 29.272 [29]
	

	APN-OI-Replacement
	3GPP TS 29.272 [29]
	

	Trace-Data
	3GPP TS 29.272 [29]
	

	3GPP-AAA-Server-Name
	3GPP TS 29.234 [33]
	


Only those AVP initially defined in this reference point or AVP with values initially defined in this reference point and for this procedure are described in the following subchapters.
8.2.3.1
Non-3GPP-User-Data

The Non-3GPP-User-Data AVP is of type Grouped. It contains the information related to the user profile relevant for EPS.

AVP format:

Non-3GPP-User-Data ::=

< AVP Header: 1500 10415 >

[ Subscription-ID ]

[ Non-3GPP-IP-Access ]
[ Non-3GPP-IP-Access-APN ]
*[ RAT-Type ]

[ Session-Timeout ]
[ MIP6-Feature-Vector ]
[ AMBR ]

[ 3GPP-Charging-Characteristics ] 
[ Context-Identifier ]

[ APN-OI-Replacement ]
*[ APN-Configuration ]

[ Trace-Info ]

*[ AVP ]
The AMBR included in this grouped AVP shall include the AMBR associated to the user’s subscription (UE-AMBR). 
The Non-3GPP-IP-Acess AVP, the Non-3GPP-IP-Access-APN AVP, the Context-Identifier AVP and at least one item of the APN-Configuration AVP shall always be included, except when the Non-3GPP-User-Data AVP is used for downloading trace activation or deactivation information on the SWx interface, for an already registered user. In that specific case, the Trace-Info AVP shall be included and the presence of any further AVPs is optional.
* * * * Next Change * * * *

8.2.3.13
Trace-Info

The Trace-Info AVP is of type Grouped. This AVP shall contain the information related to subscriber and equipment trace function and the required action, i.e. activation of deactivation  

AVP format

Trace-Info ::= < AVP header: 1505 10415>


[Trace-Data]


[Trace-Reference]


*[AVP]

Either the Trace-Data or the Trace-Reference AVP shall be included. When trace activation is needed, Trace-Data AVP shall be included, while the trace deactivation request shall be signalled by including the Trace-Reference directly under the Trace-Info.

* * * * Next Change * * * *

9.1.2.1.3
3GPP AAA Server Detailed Behaviour

For S6b, on receipt of the DER message, the 3GPP AAA Server shall process the DER message according to 3GPP TS 33.402 [19]. For H2, the 3GPP AAA server shall process the DER message according to 3GPP TS 33.234 [10].

Upon successful completion, a DIAMETER_SUCCESS shall be returned to indicate successful authentication procedure and authentication information shall be returned. The AAA server shall also include, among others, the MIP6-Feature-Vector AVP, including the subscriber profile of the UE in terms of DSMIPv6 feature the UE is authorized to use.

If the HSS indicates that the user is currently being served by a different PDN GW, the 3GPP AAA Server shall respond to to the PDN GW with the Result-Code set to DIAMETER_SUCCESS_RELOCATE_HA and include the new assigned PDN GW identity in the MIP6-Agent-Info AVP.
If the HSS indicates that the user is currently being served by a different 3GPP AAA Server, the 3GPP AAA Server shall respond to the PDG-GW with the Result-Code set to DIAMETER_REDIRECT_INDICATION and Redirect-Host set to the Diameter identity of the 3GPP AAA Server currently serving the user (as indicated in the 3GPP-AAA-Server-Name AVP returned in the SWx authentication response from the HSS).

The 3GPP AAA Server shall run EAP-AKA as specified in 3GPP TS 33.402 [19]. Exceptions shall be treated as error situations and the result code shall be set to DIAMETER_UNABLE_TO_COMPLY.
* * * * Next Change * * * *

9.2.3.1
S6b DSMIPv6 procedures

9.2.3.1.1
General

The following table describes the Diameter AVPs defined for the S6b interface protocol in DSMIPv6 mode, their AVP Code values, types, possible flag values and whether or not the AVP may be encrypted.

Table 9.2.3.1.1/1: Diameter S6b AVPs for DSMIPv6

	
	AVP Flag rules
	

	Attribute Name
	AVP Code
	Section defined
	Value Type
	Must
	May
	Should not
	Must not
	May Encr.

	MIP6-Agent-Info
	486
	9.2.3.2.2
	Grouped
	M
	
	
	V
	No

	MIP6-Feature-Vector
	124
	9.2.3.2.3
	Unsigned64
	M
	
	
	V
	No

	Visited-Network-Identifier
	600
	9.2.3.1.2
	UTF8String
	M, V
	
	
	
	No

	QoS-Capability
	578
	9.2.3.2.4
	Grouped
	M
	
	
	V
	No

	QoS-Resources
	508
	9.2.3.2.5
	Grouped
	M
	
	
	V
	No

	Trace-Info
	1505
	8.2.3.13
	Grouped
	V
	
	
	M
	No


* * * * Next Change * * * *

9.2.3.2
S6b PMIPv6 procedures

9.2.3.2.1
General
The following table describes the Diameter AVPs defined for the S6b interface protocol in PMIPv6 mode, their AVP Code values, types, possible flag values and whether or not the AVP may be encrypted.
Table 9.2.3.2.1/1: Diameter S6b AVPs for PMIPv6

	
	AVP Flag rules
	

	Attribute Name
	AVP Code
	Section defined
	Value Type
	Must
	May
	Should not
	Must not
	May Encr.

	MIP6-Agent-Info
	486
	9.2.3.2.2
	Grouped
	M
	
	
	V
	No

	MIP6-Feature-Vector
	124
	9.2.3.2.3
	Unsigned64
	M
	
	
	V
	No

	QoS-Capability
	578
	9.2.3.2.4
	Grouped
	M
	
	
	V
	No

	QoS-Resources
	508
	9.2.3.2.5
	Grouped
	M
	
	
	V
	No

	Trace-Info
	1505
	8.2.3.13
	Grouped
	V
	
	
	M
	No


* * * * End of Changes * * * *
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