Page 1



3GPP TSG-CT WG1 Meeting #61
(C1-094447
Phoenix, AZ (USA), 12-16 October 2009


	CR-Form-v9.6

	CHANGE REQUEST

	

	(

	24.301
	CR
	0580
	(

rev
	-
	(

Current version:
	9.0.0
	(


	

	For HELP on using this form look at the pop-up text over the (
 symbols. Comprehensive instructions on how to use this form can be found at http://www.3gpp.org/specs/CR.htm.

	


	Proposed change affects:
(

	UICC apps(

	
	ME
	X
	Radio Access Network
	
	Core Network
	X


	

	Title:
(

	Integrity protection of DETACH REQUEST

	
	

	Source to WG:
(

	Nokia Siemens Networks

	Source to TSG:
(

	C1

	
	

	Work item code:
(

	SAES
	
	Date: (

	5/10/2009

	
	
	
	
	

	Category:
(

	A
	
	Release: (

	Rel-9

	
	Use one of the following categories:
F  (correction)
A  (corresponds to a correction in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
R99
(Release 1999)
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)
Rel-7
(Release 7)
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)

	
	

	Reason for change:
(

	At CT1#59, when discussing the LS on "Integrity protection of NAS messages that alter the allowed CSG list" (S3-091167/C1-092334) from SA3, CT1 could not find a scenario in which DETACH REQUEST is sent by the network without integrity protection. Furthermore, CT1 noted that DETACH REQUEST is not among the messages that TS 24.008 lists as acceptable without integrity protection in Iu mode. 
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	The DETACH REQUEST message is removed from the list of NAS messages the UE is allowed to process without integrity checking.
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not approved:
	Without the change, the UE would be vulnerable to a DoS attack where a malicious eNB can detach the UE from the network by sending a not integrity protected DETACH REQUEST message.
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4.4.4.2
Integrity checking of NAS signalling messages in the UE

Except the messages listed below, no NAS signalling messages shall be processed by the receiving EMM entity in the UE or forwarded to the ESM entity, unless the secure exchange of NAS messages has been established for the NAS signalling connection:

-
EMM messages:

-
IDENTITY REQUEST (if requested identification parameter is IMSI);

-
AUTHENTICATION REQUEST;

-
AUTHENTICATION REJECT;

-
ATTACH REJECT;


-
DETACH ACCEPT (for non switch off);

-
TRACKING AREA UPDATE REJECT;

-
SERVICE REJECT.

NOTE:
These messages are accepted by the UE without integrity protection, as in certain situations they are sent by the network before security can be activated.

All ESM messages are integrity protected.

Once the secure exchange of NAS messages has been established, the receiving EMM or ESM entity in the UE shall not process any NAS signalling messages unless they have been successfully integrity checked by the NAS. If NAS signalling messages, having not successfully passed the integrity check, are received, then the NAS in the UE shall discard that message. If any NAS signalling message is received as not integrity protected even though the secure exchange of NAS messages has been established by the network, then the NAS shall discard this message.
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