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3.2
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TS 21.905 [1] and 3GPP TS 23.060 [5], and the following apply:

ABM
Asynchronous Balanced Mode

ACK
ACKnowledgement

ADM
Asynchronous Disconnected Mode

CNF
CoNFirm

DISC
DISConnect

DM
Disconnected Mode

FRMR
FRaMe Reject

GMM
GPRS Mobility Management

GRR
GPRS Radio Resources service access point

I
Information

IND
INDication

IOV
Input Offset Value

Kc
64-bit ciphering key

Kc128
128-bit ciphering key

LAPD
Link Access Procedure on the D-channel

LCS
Location Services
LL
Logical Link

LLC
Logical Link Control

LLE
Logical Link Entity

LLGMM
LLC to GPRS Mobility Management service access point

LLM
Logical Link Management

LLME
Logical Link Management Entity

REQ
REQuest

RES
RESponse

RNR
Receive Not Ready

RR
Receive Ready

RRLP
Radio Resource LCS Protocol

S
Supervisory

SABM
Set Asynchronous Balanced Mode

SACK
Selective ACKnowledgement

TIA
Telecommunications Industry Association

TOM
Tunnelling Of Messages

UA
Unnumbered Acknowledgement

UI
Unconfirmed Information

XID
eXchange IDentification
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7.1.2
LLC layer service primitives

A service primitive specifies the activity that the identified layer should perform. Table 7 lists the primitives defined in the present document.

Table 7: LLC layer service primitives

	Generic Name
	Location
	Type
	Parameters

	
	MS
	SGSN
	REQ
	IND
	RES
	CNF
	

	GMM ( LLME

	LLGMM-ASSIGN
	X
	X
	X
	
	
	
	TLLI Old, TLLI New, Ciphering Key, Ciphering Algorithm

	LLGMM-RESET
	
	X
	X
	
	
	X
	TLLI

	LLGMM-TRIGGER
	X
	
	X
	
	
	
	TLLI, Cause

	LLGMM-SUSPEND
	X
	
	X
	
	
	
	TLLI

	LLGMM-SUSPEND
	
	X
	X
	
	
	
	TLLI, Page

	LLGMM-RESUME
	X
	X
	X
	
	
	
	TLLI

	LLGMM-PAGE
	
	X
	
	X
	
	
	TLLI

	LLGMM-IOV
	
	X
	X
	
	
	X
	TLLI

	LLGMM-STATUS
	X
	X
	
	X
	
	
	TLLI, Cause

	LLGMM-PSHO
	X
	
	
	X
	
	
	TLLI, Ciphering Algorithm

	LLGMM-PSHO
	
	X
	X
	
	
	
	TLLI, Ciphering Key, Ciphering Algorithm 

	LLGMM-PSHO
	
	X
	
	
	
	X
	TLLI, IOV-UI, old XID indicator

	GMM ( LLE, SNDCP ( LLE, SMS ( LLE, and TOM ( LLE

	LL-RESET
	X
	X
	
	X
	
	
	TLLI, old XID indicator

	LL-ESTABLISH
	X
	X
	X
	
	
	
	TLLI, XID Req

	LL-ESTABLISH
	X
	X
	
	X
	
	
	TLLI, XID Req, N201‑U, N201‑I

	LL-ESTABLISH
	X
	X
	
	
	X
	
	TLLI, XID Neg

	LL-ESTABLISH
	X
	X
	
	
	
	X
	TLLI, XID Neg, N201‑U, N201‑I

	LL-RELEASE
	X
	X
	X
	
	
	
	TLLI, Local

	LL-RELEASE
	X
	X
	
	X
	
	
	TLLI, Cause

	LL-RELEASE
	X
	X
	
	
	
	X
	TLLI

	LL-XID
	X
	X
	X
	
	
	
	TLLI, XID Req

	LL-XID
	X
	X
	
	X
	
	
	TLLI, XID Req, N201‑U, N201‑I

	LL-XID
	X
	X
	
	
	X
	
	TLLI, XID Neg

	LL-XID
	X
	X
	
	
	
	X
	TLLI, XID Neg, N201‑U, N201‑I

	LL-DATA
	X
	
	X
	
	
	
	TLLI, L3‑PDU, Reference, QoS Parameters, Radio Priority

	LL-DATA
	
	X
	X
	
	
	
	TLLI, L3‑PDU, Reference, QoS Parameters

	LL-DATA
	X
	X
	
	X
	
	
	TLLI, L3‑PDU

	LL-DATA
	X
	X
	
	
	
	X
	TLLI, Reference

	LL-UNITDATA
	X
	
	X
	
	
	
	TLLI, L3‑PDU, QoS Parameters, Radio Priority, Cipher

	LL-UNITDATA
	
	X
	X
	
	
	
	TLLI, L3‑PDU, QoS Parameters, Cipher

	LL-UNITDATA
	X
	X
	
	X
	
	
	TLLI, L3‑PDU, Cipher

	LL-STATUS
	X
	X
	
	X
	
	
	TLLI, Cause

	LLE ( RLC/MAC

	GRR-DATA
	X
	
	X
	
	
	
	TLLI, LL‑PDU, SAPI, Cause, QoS Parameters, Radio Priority

	GRR-DATA
	X
	
	
	X
	
	
	TLLI, LL‑PDU

	GRR-UNITDATA
	X
	
	X
	
	
	
	TLLI, LL‑PDU, SAPI, QoS Parameters, Radio Priority

	GRR-UNITDATA
	X
	
	
	X
	
	
	TLLI, LL‑PDU

	LLE ( BSSGP

	BSSGP-DL-UNITDATA
	
	X
	X
	
	
	
	TLLI, LL‑PDU, QoS Parameters, RLC Confirm, SAPI

	BSSGP-UL-UNITDATA
	
	X
	
	X
	
	
	TLLI, LL‑PDU, Cell Id
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7.2.1.1
LLGMM-ASSIGN

The LLGMM-ASSIGN primitive shall be used by the GPRS mobility management entity to assign, change, or unassign the TLLI, the ciphering key (Kc or Kc128) and the ciphering algorithm.

The TLLI Old and TLLI New parameters shall be interpreted as follows:

-
If TLLI Old = all 1's and TLLI New ( all 1's then TLLI New shall be assigned and used when (re‑)transmitting LLC frames. If a TLLI Old ( all 1's was assigned to the LLME, then TLLI Old is unassigned. Only TLLI New shall be accepted when received from the peer. It shall be treated as a TLLI change according to subclause 8.3.2. If TLLI Old = all 1's was assigned to the LLME, then this shall be treated as a TLLI assignment according to subclause 8.3.1, and the LLGMM-ASSIGN-REQ shall be the first primitive sent by GMM in order to enable LLC to process requests from layer 3.

-
If TLLI Old ( all 1's and TLLI New ( all 1's then TLLI Old and TLLI New are assigned, and TLLI New shall be used when (re‑)transmitting LLC frames. Both TLLI Old and TLLI New shall be accepted when received from the peer. It shall be treated as a TLLI change according to subclause 8.3.2.

-
If TLLI Old ( all 1's and TLLI New = all 1's then TLLI Old shall be unassigned. It shall be treated as a TLLI unassignment according to subclause 8.3.3, and the LLGMM-ASSIGN-REQ shall be the last primitive sent by GMM in order to disable LLC to not any longer process requests from layer 3.

An LLC frame received with a DLCI belonging to an unassigned TLLI shall be discarded without any further actions, with the following exception: UI and XID frames with TLLI = unassigned and SAPI = 1 received in the SGSN shall be handled according to the LLC protocol.

Ciphering Keyand Ciphering Algorithm are associated with TLLI New (and with TLLI Old if assigned):

-
If Ciphering Algorithm indicates no ciphering, then the ciphering function shall be disabled.

-
Otherwise, the ciphering function shall be enabled. If a Ciphering Algorithm was already associated with TLLI New or TLLI Old, then the new Ciphering Key shall replace the previous Ciphering Key, and Ciphering Algorithm shall replace the previous algorithm selection. All I frames, and UI frames with the E bit set to 1, shall use the new Ciphering Key and algorithm for ciphering. All unacknowledged I frames shall be ciphered using the new Ciphering Key and algorithm before retransmission. As an implementation option, the previous Ciphering Key and algorithm may be used to decipher received frames.

Next Change

7.2.1.9
LLGMM-PSHO

The LLGMM-PSHO primitives shall be used in the SGSN during PS Handover (see 3GPP TS 43.129 [26]) as follows:

· LLGMM-PSHO-REQ shall be used by GMM to provide LLC with the local TLLI to be associated with the mobile station in the new cell. It is used to order LLC in the SGSN to select an IOV‑UI. The LLC layer shall randomly select the value of IOV‑UI. It is further used to assign the ciphering key (Kc or Kc128) and the ciphering algorithm. 

· LLGMM-PSHO-CNF shall be used by LLC to confirm the local TLLI allocation. It is used to indicate whether each LLE shall use the default configuration for the LLC layer parameters and layer‑3 parameters or shall re-initialize the latest negotiated configuration for the LLC layer parameters and layer‑3 parameters after PS Handover. It is further used to provide the selected IOV-UI value to use after PS Handover.

The LLGMM-PSHO primitives shall be used in the MS during PS Handover (see 3GPP TS 43.129 [26]) as follows:

· LLGMM-PSHO-IND shall be used by LLC to indicate the Ciphering Algorithm.

Next Change

8.9.2
Input Offset Value (IOV)

The Input Offset Value (IOV) is an LLC layer parameter used for ciphering. IOV is a random 32 bit value, generated by the SGSN. See also annex A.

The value for IOV can be different for I frames and UI frames. IOV‑UI is IOV for UI frames. IOV‑I is IOV for I frames.

The default values of IOV are given in table 9. The following rules apply to default IOV values:

-
After a change of ciphering key to a different value, negotiation of IOV‑I may be omitted and the default value applied. If ABM is re-established for an LLE, and ciphering key is not changed to a different value since ABM was last (re‑)established for this LLE, then a random IOV‑I value shall be negotiated.

-
After a change of ciphering key to a different value, negotiation of IOV‑UI may be omitted and the default value applied. If the unconfirmed send state variable V(U) is reset for an LLE, and ciphering key is not changed to a different value since V(U) was last reset for this LLE, then a random IOV‑UI value shall be negotiated.

Next Change

Annex A (normative):
Ciphering

A.1
General

This annex specifies how LLC shall interface with the GPRS ciphering algorithm. The requirements for the GPRS ciphering algorithm are contained in 3GPP TS 41.061 [2] (for GEA algorithms which require 64-bit ciphering key or Kc), and in 3GPP TS 43.020 [27] (for GEA algorithms which require 128-bit ciphering key or Kc128).

A.2
Ciphering algorithm interface

The ciphering algorithm has three input parameters:

-
the ciphering key (Kc or Kc128);

-
the frame-dependent input (Input); and

-
the transfer direction (Direction).

The ciphering algorithm has one output parameter:

-
Output.

The relationship between the input and output parameters and the ciphering algorithm is illustrated in figure A.1.
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Figure A.1: GPRS ciphering environment

The input and output parameters and the other elements from figure A.1 are defined in table A.1.

Table A.1: Ciphering parameters and frames

	Parameter
	Length
	Description

	Kc
	64 bits
	The LLGMM-ASSIGN-REQ Ciphering Key parameter received from GMM.

	Kc128
	128 bits
	The LLGMM-ASSIGN-REQ Ciphering Key parameter received from GMM.

	Input
	32 bits
	A modulo counter as defined in subclause A.2.1.

	Direction
	1 bit
	Set to 0 if the direction of LLC frame transmission is from the MS to the SGSN.
Set to 1 if the direction of LLC frame transmission is from the SGSN to the MS.

	Ciphering Algorithm
	-
	A GPRS ciphering algorithm as determined by the LLGMM-ASSIGN-REQ Ciphering Algorithm parameter received from GMM.

	Output
	maximum 1 523 octets
	The output of Ciphering Algorithm — a sequence of octets.

	Unciphered Frame
	maximum 1 523 octets
	An LLC layer I or UI frame to be ciphered.

	Ciphered Frame
	maximum 1 523 octets
	A ciphered LLC layer I or UI frame. Only the information field and the FCS field shall be ciphered. Ciphered Frame shall be generated by XORing the octets of Output and the Information Field and FCS Field of Unciphered Frame, starting with the lowest numbered octet of Unciphered Frame.

	Deciphered Frame
	maximum 1 523 octets
	A deciphered LLC layer I or UI frame. Deciphered Frame shall be generated by XORing the octets of Output and the ciphered part of Ciphered Frame, starting with the lowest numbered octet of Ciphered Frame. When transmitting an LLC frame, Deciphered Frame shall be identical to Unciphered Frame if no transmission errors have occurred.


It is an implementation option to optimise the ciphering algorithm by for example producing only as many Output octets as is needed to cipher Unciphered Frame.

A.2.1
Generation of Input

The Input parameter shall be generated according to the following algorithm if the frame is a UI frame:

Input = ( ( IOV‑UI ( SX ) + LFN + OC ) modulo 232
The Input parameter shall be generated according to the following algorithm if the frame is an I frame:

Input = ( IOV‑I + LFN + OC ) modulo 232
where:

-
IOV‑UI is a 32 bit random value generated by the SGSN.

-
IOV‑I is a 32 bit random value generated by the SGSN.

-
LFN is the LLC frame number in the LLC frame header. LFN is a binary value with a length of nine bits. For I frames, N(S) shall be used as the LFN. For UI frames, N(U) shall be used as the LFN.

-
OC is a binary overflow counter that is calculated and maintained independently at the sending and receiving sides. The length of OC is 32 bits. There are four OC counters associated with each DLCI; two for unacknowledged information transfer (one for each direction of transmission), and two for acknowledged information transfer (one for each direction of transmission). An OC for acknowledged operation shall be set to 0 whenever ABM operation is (re‑)established for the corresponding DLCI. OC shall be incremented by 512 every time when the corresponding LFN rolls over, i.e., when LFN exhausts its modulo and restarts counting from 0, so that OC and LFN when added together in effect is a 32 bit modulo 232 counter.

-
SX is a 32 bit SAPI XOR mask calculated as follows: SX = 227 x SAPI + 231.

-
+ is the binary addition operation.

-
( is the bitwise XOR operation.
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