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4.4.4.2
Integrity checking of NAS signalling messages in the UE
Except the messages listed below, no NAS signalling messages shall be processed by the receiving EMM entity in the UE or forwarded to the ESM entity, unless the secure exchange of NAS messages has been established for the NAS signalling connection:

-
EMM messages:

-
IDENTITY REQUEST (if requested identification parameter is IMSI);

-
AUTHENTICATION REQUEST;

-
AUTHENTICATION REJECT;

-
ATTACH REJECT;

-
DETACH REQUEST;

-
DETACH ACCEPT (for non switch off);

-
TRACKING AREA UPDATE REJECT;

-
SERVICE REJECT.

NOTE:
These messages are accepted by the UE without integrity protection, as in certain situations they are sent by the network before security can be activated.


Once the secure exchange of NAS messages has been established, the receiving EMM or ESM entity in the UE shall not process any NAS signalling messages unless they have been successfully integrity checked by the NAS. If NAS signalling messages, having not successfully passed the integrity check, are received, then the NAS in the UE shall discard that message. If any NAS signalling message is received as not integrity protected even though the secure exchange of NAS messages has been established by the network, then the NAS shall discard this message.

4.4.4.3
Integrity checking of NAS signalling messages in the MME

Except the messages listed below, no NAS signalling messages shall be processed by the receiving EMM entity in the MME or forwarded to the ESM entity, unless the secure exchange of NAS messages has been established for the NAS signalling connection:

-
EMM messages:

-
ATTACH REQUEST;

-
IDENTITY RESPONSE (if requested identification parameter is IMSI);

-
AUTHENTICATION RESPONSE;

-
AUTHENTICATION FAILURE;
-
SECURITY MODE REJECT;
-
DETACH REQUEST;

-
DETACH ACCEPT;

-
TRACKING AREA UPDATE REQUEST.

NOTE 1:
The TRACKING AREA UPDATE REQUEST message is sent by the UE without integrity protection, if the tracking area updating procedure is initiated due to an inter-system change in idle mode and no cached EPS security context is available in the UE. The other messages are accepted by the MME without integrity protection, as in certain situations they are sent by the UE before security can be activated.


Once a current EPS security context exists, until the secure exchange of NAS messages has been established for the NAS signalling connection, the receiving EMM entity in the MME shall process the following NAS signalling messages, even if the MAC included in the message fails the integrity check or cannot be verified, as the EPS security context is not available in the network:

-
ATTACH REQUEST;

-
IDENTITY RESPONSE (if requested identification parameter is IMSI);

-
AUTHENTICATION RESPONSE;

-
AUTHENTICATION FAILURE;
-
SECURITY MODE REJECT;
-
DETACH REQUEST (if sent before security has been activated);

-
DETACH ACCEPT;

-
TRACKING AREA UPDATE REQUEST;

-
SERVICE REQUEST;

-
EXTENDED SERVICE REQUEST.

NOTE 2:
These messages are accepted by the MME even when the MAC that fails the integrity check or cannot be verified, as in certain situations they can be sent by the UE protected with an EPS security context that is no longer available in the network.

If an ATTACH REQUEST message fails the integrity check, the MME shall authenticate the subscriber before processing the attach request any further.

If a TRACKING AREA UPDATE REQUEST message fails the integrity check, the MME shall initiate a security mode control procedure to take a new mapped EPS security context into use, if the UE provided a KSISGSN, P-TMSI and RAI in the TRACKING AREA UPDATE REQUEST message; otherwise the MME shall reject the request with EMM cause value #9, "UE identity cannot be derived by the network".

If a SERVICE REQUEST or EXTENDED SERVICE REQUEST message fails the integrity check, the MME shall reject the request with EMM cause value #9, "UE identity cannot be derived by the network".

Once the secure exchange of NAS messages has been established for the NAS signalling connection, the receiving EMM or ESM entity in the MME shall not process any NAS signalling messages unless they have been successfully integrity checked by the NAS. If any NAS signalling message, having not successfully passed the integrity check, is received, then the NAS in the MME shall discard that message. If any NAS signalling message is received, as not integrity protected even though the secure exchange of NAS messages has been established, then the NAS shall discard this message.
************************** NEXT MODIFIED SECTION **************************

5
Elementary procedures for EPS mobility management 

5.1
Overview

5.1.1
General

This clause describes the procedures used for mobility management for EPS services (EMM) at the radio interface (reference point "LTE-Uu").

The main function of the mobility management sublayer is to support the mobility of a user equipment, such as informing the network of its present location and providing user identity confidentiality.

A further function of the mobility management sublayer is to provide connection management services to the session management (SM) sublayer and the short message services (SMS) entity of the connection management (CM) sublayer.


All the EMM procedures described in this clause can only be performed if a NAS signalling connection has been established between the UE and the network. Else, the EMM sublayer has to initiate the establishment of a NAS signalling connection (see 3GPP TS 36.331 [22]).


************************** NEXT MODIFIED SECTION **************************

5.1.3
EMM sublayer states

5.1.3.1
General

In the following subclauses, the EMM protocol of the UE and the network is described by means of two different state machines. In subclause 5.1.3.2, the states of the EMM entity in the UE are introduced. The behaviour of the UE depends on an EPS update status that is described in subclause 5.1.3.3. The states for the MME side are described in subclause 5.1.3.4.

NOTE:
The names for the EMM sublayer states in the present document can be different from the names used in stage 2 specifications (e.g. 3GPP TS 36.300 [20]). E.g. the state LTE_DETACHED in 3GPP TS 36.300 [20] corresponds to EMM-DEREGISTERED in the present document, and the states LTE_IDLE and LTE_ACTIVE correspond to the combinations EMM-REGISTERED / EMM-IDLE mode and EMM-REGISTERED / EMM-CONNECTED mode, respectively.


************************** NEXT MODIFIED SECTION **************************

5.2.2
UE behaviour in state EMM-DEREGISTERED

5.2.2.1
General

The state EMM-DEREGISTERED is entered in the UE, when:

-
the detach or combined detach is performed either by the UE or by the MME (see subclause 5.5.2);

-
the attach request is rejected by the MME (see subclause 5.5.1);

-
the tracking area update request is rejected by the MME (see subclause 5.5.3);

-
the UE is switched on; or
-
when an inter-system change from S1 mode to S101 mode is completed.


In state EMM-DEREGISTERED, the UE shall behave according to the substate as explained in subclause 5.2.2.3.

5.2.2.2
Primary substate selection

5.2.2.2.1
Selection of the substate after power on

When the UE is switched on, the substate shall be PLMN-SEARCH if the USIM is available and valid. See 3GPP TS 23.122 [6] for further details.

The substate chosen after PLMN-SEARCH, following power on is:

-
if no cell can be selected, the substate shall be NO-CELL-AVAILABLE;

-
if no USIM is present, the substate shall be NO-IMSI;

-
if a suitable cell has been found and the PLMN or tracking area is not in the forbidden list, then the substate shall be NORMAL-SERVICE;

-
if the selected cell is in a forbidden PLMN or a forbidden tracking area, then the UE shall enter the substate LIMITED-SERVICE;

-
if the UE is in manual network selection mode and no cell of the selected PLMN has been found, the UE shall enter the substate NO-CELL-AVAILABLE; and
-
if the selected cell is a non-3GPP cell, the substate shall be NO-CELL-AVAILABLE.

5.2.2.3
Detailed description of UE behaviour in state EMM-DEREGISTERED

5.2.2.3.1
NORMAL-SERVICE

The UE shall perform an attach procedure.

5.2.2.3.2
LIMITED-SERVICE

The UE shall perform an attach procedure when entering a cell which provides normal service.

5.2.2.3.3
ATTEMPTING-TO-ATTACH

The UE shall:

-
perform an attach procedure on the expiry of timers T3411 or T3402; and
-
perform an attach procedure when the serving cell has changed and the tracking area this cell is belonging to is not in the list of forbidden tracking areas.


************************** NEXT MODIFIED SECTION **************************

5.2.3
UE behaviour in state EMM-REGISTERED 

5.2.3.1
General

The state EMM-REGISTERED is entered at the UE, when:

-
the attach procedure is performed by the UE (see subclause 5.5.1).

In state EMM-REGISTERED, the UE shall behave according to the substate as explained in subclause 5.2.3.2.

5.2.3.2
Detailed description of UE behaviour in state EMM-REGISTERED

5.2.3.2.1
NORMAL-SERVICE

The UE:

-
shall perform normal and periodic tracking area updating (see subclause 5.5.3); and

-
shall respond to paging.

5.2.3.2.2
ATTEMPTING-TO-UPDATE

The UE:

-
shall not send any user data;

-
shall perform tracking area updating on the expiry of timers T3411 or T3402; and
-
shall perform tracking area updating when the tracking area of the serving cell has changed and this tracking area is not in the list of forbidden tracking areas.


************************** NEXT MODIFIED SECTION **************************

5.5.3
Tracking area updating procedure (S1 mode only)
5.5.3.1
General

The tracking area updating procedure is always initiated by the UE and is used for the following purposes:

-
normal tracking area updating to update the registration of the actual tracking area of a UE in the network;

-
periodic tracking area updating to periodically notify the availability of the UE to the network;

-
Iu mode to S1 mode inter-system change and A/Gb mode to S1 mode inter-system change;

-
S101 mode to S1 mode inter-system change;

-
NAS signalling connection recovery;

-
MME load balancing;

-
to update the network of a change of the UE core network capability information or the UE specific DRX parameter or both;

-
to indicate to the network that the UE radio capability information has changed.


During the tracking area updating procedure, the MME may initiate an authentication procedure and setup security mode.

A UE initiating the tracking area updating procedure in EMM-IDLE mode may request the network to re-establish the radio and S1 bearers for all active EPS bearer contexts during the procedure.

In a shared network, the UE shall choose one of the PLMN identities as specified in 3GPP TS 23.122 [6]. The UE shall construct the TAI of the cell from this chosen PLMN identity and the TAC received on the broadcast system information. The chosen PLMN identity shall be indicated to the E-UTRAN (see 3GPP TS 36.331 [22]). Whenever a TRACKING AREA UPDATING REJECT message with the cause "PLMN not allowed" is received by the UE, the chosen PLMN identity shall be stored in the "forbidden PLMN list". Whenever a TRACKING AREA UPDATING REJECT message is received by the UE with the cause "Roaming not allowed in this tracking area", "Tracking area not allowed", or "No suitable cells in tracking Area", the constructed TAI shall be stored in the suitable list.

A tracking area updating attempt counter is used to limit the number of subsequently rejected tracking area update attempts. The tracking area updating attempt counter shall be incremented as specified in subclause 5.5.3.2.6. Depending on the value of the tracking area updating attempt counter, specific actions shall be performed. The tracking area updating attempt counter shall be reset when:

-
a normal or combined attach procedure is successfully completed;

-
a normal or periodic tracking area updating or a combined tracking area updating procedure is successfully completed; or

-
a normal or periodic tracking area updating or a combined tracking area updating procedure is rejected with cause value #11, #12, #13, #14, #15 or #25.

Additionally the tracking area updating attempt counter shall be reset when the UE is in substate EMM-REGISTERED.ATTEMPTING-TO-UPDATE and:

-
a new tracking area is entered; or

-
timer T3402 expires.

************************** NEXT MODIFIED SECTION **************************

5.6.1
Service request procedure

5.6.1.1
General

The purpose of the service request procedure is to transfer the EMM mode from EMM-IDLE to EMM-CONNECTED mode and establish the radio and S1 bearers when uplink user data or signalling is to be sent. Another purpose of this procedure is to invoke MO/MT CS fallback procedures.
This procedure is used when:

-
the network has downlink signalling pending;

-
the UE has uplink signalling pending;

-
the UE or the network has user data pending and the UE is in EMM-IDLE mode;

-
the UE in EMM-IDLE or EMM-CONNECTED mode has requested to perform mobile originating/terminating CS fallback; or
-
the UE has uplink cdma2000® signalling pending.

The service request procedure is initiated by the UE, however, for the downlink transfer of signalling or user data in EMM-IDLE mode, the trigger is given by the network by means of the paging procedure (see subclause 5.6.2).
The UE shall invoke the service request procedure when:

a)
the UE receives a paging request from the network in EMM-IDLE mode;
b)
the UE, in EMM-IDLE mode, has pending user data to be sent;
c)
the UE, in EMM-IDLE mode, has uplink signalling pending;
d)
the UE, in EMM-IDLE or EMM-CONNECTED mode, has a mobile originating CS fallback request;
e)
the UE, in EMM-IDLE or EMM-CONNECTED mode, has a CS fallback response to be sent to the network; or
f)
the UE, in EMM-IDLE mode, has uplink cdma2000® signalling pending.

************************** NEXT MODIFIED SECTION **************************

8.2
EPS mobility management messages



************************** NEXT MODIFIED SECTION **************************

8.3
EPS session management messages
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