List of comments on 3GPP TS 24.229 v7.14.0 (2008-12)
General:

Comment:

During the test phase the common understanding was the SUBCRIBE message for reg-event should contain a P-charging-vector header on the interface between P-CSCF of the visited network and S-CSCF in order to transport the icid value.
General:

Comment:
Our understanding is that RFC 4301 obsoletes the RFC 2401. TS 24.229 is currently referring to RFC 2401. Is it correct assuming as a reference the RFC 4301?

Clause 3.2:

Comment:

The abbreviation "AVP" is extensively used, e .g., in clause 5.3, but it is not defined in Vocabulary 21.905-900 
Clause 4.1 paragraph 16:

Quote:

The AS, acting as terminating UA, or redirect server (as defined in 3GPP TS 23.218

[5] subclause 9.1.1.1), shall provide the UA role, with the exceptions and additional capabilities as described in subclause 5.7.2, and with the exceptions and additional capabilities to SDP as described in subclause 6.6.

Comment:

The referenced section should be 6.7 instead of 6.6.

Clause 5.2.1 paragraph 19, clause 5.3.2.2 paragraph 7, clause 5.4.3.3 paragraph 94, clause 5.6.1 paragraph 3:

Example Quote:

With the exception of 305 (Use Proxy) responses, the P-CSCF shall not recurse on 3xx responses.

Comment:

The term "recurse" has been used straight from RFC 3261. It is not clearly explained in the IMS spec or the RFC. It is assumed to mean that a message is not simple resent with a new "To" field but is completely reprocessed as if it has been requested to be sent to the redirection location. We are still not certain that this is the correct interpretation. Could you please clarify?

Clause 5.2.2 paragraph 2:

Quote:

When the P-CSCF receives a REGISTER request from the UE, the P-CSCF shall: 

1)
insert a Path header in the request including an entry containing: 

-
the SIP URI identifying the P-CSCF;"

Comment:

Should this text not be extended to allow also the SIP URI of the IBCF in case of topology hiding in the visiting network?

Clause 5.2.2 paragraph 12:

Comment:

In item 6)b) of the first numbered list in this paragraph it seems that this section discusses behavior of the second REGISTER, i.e., the protected REGISTER, which is received after the 401. That second REGISTER however is also discussed 3 lists later and the list with 6)b) is starting out referring the receipt of the first (unprotected REGISTER). This makes the whole section and the understanding of handling of security associations quite hard to understand.
Clause 5.2.2 paragraph 18:

Quote:

8) if the P-CSCF is located in the visited network, and local policy requires the application of IBCF capabilities in the visited network towards the home network, forward the request to an IBCF in the visited network .

... (snip)  ...

9) determine the entry point of the home network and forward the request to that entry point.
Comment:

The entry point is not clear (is it the IBCF or home network or both?) – see previous comment. Should maybe be corrected to “either the IBCF or the home network entry point”.
Clause 5.2.2 paragraph 22, clause 5.2.2 paragraph 29, clause 5.4.1.8, clause 5.4.3.3. clause 5.10.2.1, clause 5.10.3.1:

Example quote:

If the selected entry point:

- does not respond to the REGISTER request and its retransmissions by the P-CSCF; or

- sends back a 3xx response or 480 (Temporarily Unavailable) response to a REGISTER request; the P-CSCF shall select a new entry point and forward the original REGISTER request. 

Comment: 

The meaning of “original” should be clarified. Is it the first register sent?
Clause 5.2.2 paragraph 24:

Quote:

If the P-CSCF fails to forward the REGISTER request to any exit point, the P-CSCF shall send back a 504 (Server Time-Out) response to the user, in accordance with the procedures in RFC 3261 [26] unless local policy allows omitting the exit point;
Comment:

It should be clarified what "unless local policy allows omitting the exit point" means more concretely.

Clause 5.2.2 paragraph 25 (point 9), clause 5.2.3 paragraph 10:
Example quote:

2) if the P-CSCF is located in the visited network, and local policy requires the application of IBCF capabilities in the visited network towards the home network, then the P-CSCF shall forward the request to an IBCF in the visited network; and
3) determine the entry point of the home network (e.g., by using DNS services) and send the SUBSCRIBE request

to that entry point, according to the procedures of RFC 3261 [26].

Comment:

When sending through the “new” IBCF, the paragraph end with an “and” should end with “or”
Clause 5.2.2 paragraph 42:

Comment:

The third numbered list in this paragraph discusses handling of the 200 OK received from the S-CSCF without ever mentioning that it is eventually forwarded to the UE.

this should be added.

Clause 5.2.3 paragraph 11:

Quote:
2) if the P-CSCF is located in the visited network, and local policy requires the application of IBCF capabilities in the visited network towards the home network, then the P-CSCF shall forward the request to an IBCF in the visited network; and

3) determine the entry point of the home network (e.g., by using DNS services) and send the SUBSCRIBE request to that entry point, according to the procedures of RFC 3261 [26]."

Comment:

The placing of the "and" at the end of bullet point 2 specifies that the request could be forwarded to both the IBCF and the home network entry point. An alternative interpretation could be that the request should only be forwarded to one destination, i.e., either an IBCF or the home network entry point. We have so far assumed that the message should not be duplicated. If that is correct the text should be modified to be clearer on this issue.

Clause 5.2.5.1 paragraph 1:

Comment:

This clause discusses handling of the 200 OK during user de-registration received from the S-CSCF without ever mentioning that this 200 OK is eventually forwarded to the UE. This should be added.

Clause 5.3.1.2 paragraph 16:

Quote:

When the I-CSCF receives a 2xx response to a REGISTER request, the I-CSCF shall proxy the 2xx response to the PCSCF.

Comment:

The term "proxy" has been used as a verb and it is, thus, not clear what it is supposed to mean.
Clause 5.4.2.1.1 paragraph 1, clause 5.10.4.1/2 paragraph 1:

Quote:

1) check if, based on the local policy, the request was generated by a subscriber who is authorised to subscribe to the registration state of this particular user. The authorized subscribers include:

 - all public user identities this particular user owns, that the S-CSCF is aware of, and which are not-barred;

- all the entities identified by the Path header (i.e. the P-CSCF to which this user is attached to); and

- all the ASs listed in the initial filter criteria that are part of the trust domain; and

NOTE 1: The S-CSCF finds the identity for authentication of the subscription in the P-Asserted-Identity header
received in the SUBSCRIBE request.

Quote:

The IBCF shall apply network topology hiding to all headers which reveal topology information, such as Via, Route, Record-Route, Service-Route, and Path.

Comment:

There seems to be a conflict in the requirement to encrypt Path header content and to use it in the S-CSCF to authenticate SUBSCRIBE requests against P-Asserted-Identity header content in the case that the visited network has topology hiding enabled. Another question is why the P-Asserted-identity header is not within the scope of topology hiding since it does contain also topology information.
Clause 5.10.2.3 and 5.10.3.3:

Comment:

When describing the behaviour of initial SIP requests received at the IBCF, the document specifies (clause 5.10.2.2) that having modified the request, it forwards it to an entry point in the home network (point 5). For subsequent requests (clause 5.10.2.3) it just defines how to modify the message but never says to forward it. Can we assume that it will forward the message using the same criteria as for initial requests? Similar wording exists for the handling of subsequent requests in clause 5.10.3.3
Annex K

Comment:

Throughout Annex K there are statements which say something like "the behaviour is according to clause 5.x.x.x with the following exceptions". In no case is there any indication of how the original text and modifications fit together.

Annex K.2.2.2 paragraph 11 & 12:
Comment:

The Security-Client "mode" parameter value "UDP-enc-tun" is referred to but no reference to 3GPP TS 33.203 is made in the paragraph. This is the document where the parameter value is defined. We suggest to put a reference to "[19]" immediately after the value.

Annex K.2.2.2 paragraph 30:
Comment:

Bullet item 4 says that "the set of temporary security associations" shall be set up between the UE and the P-CSCF without really defining what “the set" means in this context.

Comment:
Bullet item 4 says that the P-CSCF shall "leave the value for port-Uenc unspecified in each temporary security association" and that "For further details see 3GPP TS 33.203 and RFC 3329." Neither of these documents makes any mention of "port- Uenc". Further study shows that port-Uenc should actually be port_Uenc but this is only referred to in TS 33.203 as a label ("When the UE sends an UDP encapsulated packet towards the P-CSCF with the ports as described in the previous paragraph, the NAT will change the source port to a port different from 4500. This port is called port_Uenc"). Why is this left unspecified?
Annex K.2.2.5.3 paragraph 2:
Quote:

When the P-CSCF receives from the UE a request method other than a REGISTER request, and matches one of the emergency service identifiers in any of these lists, ... the P-CSCF shall follow the procedures described in subclause K.2.2.3.1 and subclause 5.2.7.2. 
Comment:

Clause K.2.2.3.1 deals with initial requests and calls up the procedures in 5.2.6.4 with some modifications. Clause 5.2.7.2 deals only with INVITE requests. There is no indication whatsoever how all these clauses combine to produce the behaviour required. This should be explicitly defined.

Annex K.2.3.1:
Comment:

Subclause K.2.2.1 (P-CSCF NAT traversal) states "This subclause describes the SIP procedures for supporting hosted NAT scenarios" which sets the remainder of the

subclauses in K.2.2 into context. No such text exists in K.2.3.1 to establish the context for S-CSCF requirements. We would propose a similar wording.
Annex K.2.3.3.3 paragraph 8:

Comment: 

The abbreviation "AOR" is not defined in Vocabulary 21.905-900 

Annex K.3.2.4 paragraph 1 & 5:

Comment:

Paragraph 1 introduces the following bullet list as applying to "SDP offer/answer". The 3rd bullet point (paragraph 5) indicates that when no changes have been made to the IP addresses or port numbers, the procedure of K.3.2.2 apply.

These only relate to SDP offers. It should be made clear whether the point applies to offers only or the procedures of K.3.2.3 (SDP answers) should be also be applied.

Comment:

Paragraph 5 (3rd bullet point) in K.3.2.4 says that the procedures described in K.3.2.2 should be applied "using the previously stored IP address(es) and Port number(s) ". It is not at all clear where and when these have been previously stored.

Annex K.5.2.1 paragraph 1:

Comment:

The abbreviations "ICE" and "STUN" are not defined in Vocabulary 21.905-900 

List of comments on 3GPP TS 24.503 v2.5.2 
(former ETSI ES 283 003 v2.5.1)
General

Comment:

The endorsement renames HSS to UPSF. The endorsement however has missed a lot of replacements text of HSS in 24.229 with UPSF. The end result is that overlaying 24.229 with endorsement changes of this standard both terms HSS and UPSF appear.

Endorsement Notice:

Comment:

Annexes D, E, H and K are neither explicitly endorsed nor excluded by the endorsement. So do they apply? If so they should be explicitly stated here. Also looks strange that TS 24.229 Annex L is replaced by endorsement.

Comment:

It is unclear if the ETSI endorsement of the IMS standard requires security associations or not, i.e., sections 5.1.1.2A, 5.2.2A. An explicit statement should be added.

Abbreviations:

Comment:

S-CSCF is replaced by S-CCF (also throughout the standard). This does not seem right.

Clause §5.4.1.1 paragraph 6:

Comment:

This paragraph refers to annex K ("In case a device performing address and/or port number conversions is provided by a NA(P)T or NA(P)T-PT, the S CCF may need to modify the SIP signalling according to the procedures described in Annex K if both a reg-id and instance ID parameter are present in the received contact header as described in draft-ieft-outbound [92].") which is not officially endorsed in endorsement notice.

Clause 5.2.6.3:

Quote:

3) verify that the list of URIs received in the Record-Route header of the request corresponding to the same dialog is included, preserving the same order, as a subset of the Record-Route header list of this response. This verification is done on a per URI basis, not as a whole string. If the verification fails, then the P CSCF shall either:

a) discard the response; or

b) replace the Record-Route header values with those received in the request, if a security association exists add the port number of its own Record-Route entry with its own SIP URI with the port number where it awaits subsequent requests from the

calling party and either:

Comment:

The text in bold differs from 24.229 v7.9.0 but is not marked as a change!

Clause 5.2.8.1.2:

Quote:

Upon receipt of an indication that the radio/bearer interface resources are no longer available or the signalling bearer as indicated by the PCRF is lost to the UE for a session (e.g. abort session request PCRF), or of an indication that bearer resources are no longer available for a multimedia session currently being established (e.g. abort session request received from SPDF over the Gq' interface) or upon detecting that the

SDP offer conveyed in a SIP response contained parameters which are not allowed according to the local policy (as specified in the subclause 6.2), the P CSCF shall release the respective dialog by applying the following steps:

Comment:

The text in bold is in 24.229 v7.9.0 but is not marked as deleted in the endorsement!
Clause 5.2.10.1 (last paragraph):

Quote:

For all SIP transactions identified as relating to an emergency, the P CSCF shall give priority over other transactions. This allows special treatment (e.g. with respect to filtering, higher priority, routeing) of emergency sessions. The exact meaning of priority is not defined further in this document, but is left to national regulation and network configuration.

Comment:

The bold text differs in style and presentation but not meaning and this document from the same text section in TS 24.229 v7.9.0. This text has not been modified with the 3GPP text which states 

"… of such transactions or dialogs.

NOTE 5: This special treatment can include filtering, higher priority processing, routeing, call gapping. The exact meaning of priority is not defined further in this document, but is left to national regulation and network configuration."

Clause 5.1.1.2A and 5.2.2A, Annex A:
Comment:

It is not clear how these sections fit in with the establishment and use of security associations. There are no references, e.g., to security client and verify headers. Also even the authorization header is only optional. At the same time according to Annex A the use of the security mechanism agreement is mandatory for the UE (item A4/37) and the P-CSCF (item A162/47)! One of the two sections has to be corrected.

Table A.4

Comment:

In option explanation section in bottom of table "o.1 At least one of these capabilities is supported." is missing and not marked as deleted either.

Annex A:

Comment:

The actual changes from 24.229 are quite hard to locate in the endorsement
Annex L.1:

Comment:
This clause refers to an unknown subclause L.3.
List of comments on 3GPP TS 33.203 v7.9.0
Clause 7.1:

Quote:

The P‑CSCF associates two ports, called port_ps and port_pc, with each pair of security assocations established in an authenticated registration. … 

      UDP case: the P‑CSCF receives requests and responses protected with ESP from any UE on the port port_ps (the"protected server port"). The P‑CSCF sends requests and responses protected with ESP to a UE on the port port_pc (the "protected client port").”
…

The UE associates two ports, called port_us and port_uc, with each pair of security assocations established in an authenticated registration. …

      UDP case: the UE receives requests and responses protected with ESP on the port port_us (the"protected server port"). The UE sends requests and responses protected with ESP on the port port_uc (the "protected client port").”

Comment:
We assume that the protected REGISTER is sent from port-uc to port-ps and that the 200 OK response is sent from port-pc to port-us. Is this correct?

Clause 6.2 paragraph 2:

Quote:

As a result of an authenticated registration procedure, two pairs of unidirectional SAs between the UE and the P CSCF all shared by TCP and UDP, shall be established in the P CSCF and later in the UE. One SA pair is for traffic between a client port at the UE and a server port at the P CSCF and the other SA is for traffic between a client port at the P CSCF and a server port at the UE.

Comment:
Why is the document referring to two _pairs_ of security associations. Does this mean 2 or 4 security associations in total?

Clause 7.1, clause 7.2:

Quote:

The SPI is allocated locally for inbound SAs. The triple (SPI, destination IP address, security protocol) uniquely identifies an SA at the IP layer. The UE shall select the SPIs uniquely, and different from any SPIs that might be used in any existing SAs (i.e. inbound and outbound SAs). The SPIs selected by the P CSCF shall be different than the SPIs sent by the UE, cf. clause 7.2. In an authenticated registration, the UE and the P CSCF each select two SPIs, not yet associated with existing inbound SAs, for the new inbound security associations at the UE and the P CSCF respectively.

…

SPI_U is the symbolic name of a pair of SPI values (cf. clause 7.1) (spi_uc, spi_us) that the UE selects. spi_uc is the SPI of the inbound SA at UE’s the protected client port, and spi_us is the SPI of the inbound SA at the UE’s protected server port.”

…

SPI_P is the symbolic name of the pair of SPI values (cf. clause 7.1) (spi_pc, spi_ps) that the P CSCF selects. spi_pc is the SPI of the inbound SA at the P CSCF’s protected client port, and spi_ps is the SPI of the inbound SA at the P CSCF’s protected server port.

Comment:
Why in both cases is an “inbound SA” associated with a port for sending? (see marking)

Figure 9 

Comment:

This figure shows an example of message exchange where two SAs are used.

Which of the 4 SPIs identify SA1 and which identify SA2? This should be clarified in the figure.

Clause 7.4.1a:

… The UE then sends its response (SM7) to the P CSCF, which shall be protected with the new outbound SA. …

… The UE receives an authentication successful message (SM12) from the P CSCF. It shall be protected with the new inbound SA. …

… For further SIP messages sent from UE, the new outbound SAs are used ...

Comment:

Which SA is used when?

Are there any rules, e.g. 

-
requests from the UE use SA1 and requests from the P-CSCF use SA2

-
messages sent via UDP use SA1 and messages sent via TCP use SA2?

Which SPI identifies the outbound SA?

Is an outbound SA of the UE identified by the inbound SA’s SPI of the P CSCF?

An example message flow with registration and session establishment (incoming and outgoing call) including port numbers, SA numbers, and SPI identifiers in use for each message would clearly help to better understand the whole procedure in this document.
