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Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
Domain Name System as defined in IETF RFC 1034 [2], IETF RFC 1035[3], and as used in 3GPP in 3GPP TS 23.003 [4] and GSMA PRD IR.67 [5]
The phrase "operators shall provision" in this document is intended to convey what is required to provision in DNS to provide DNS based selection for the corresponding function documented here.  If there is a non-DNS procedure in an operator's network for that function then there is no functional requirement for the operator to provision such DNS records.
3.2
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905[1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1]. 
DNS
Domain Name System

DDDS
Dynamic Delegation Discovery Service
FQDN
Fully Qualified Domain Name

GUTI
Globally Unique Temporary Identity
PGW
PDN Gateway

SGW
Serving Gateway

TAI
Tracking Area Identity

TAU
Tracking Area Update


4
General DNS Based Node Selection Description
4.1
Resource Records
4.1.1
A and AAAA

The A resource record is used to define IPv4 host address corresponding to fully qualified name of the host as defined in IETF RFC 1035 [3]. The AAAA resource record is used to define IPv6 host address corresponding to fully qualified name of the host as defined in IETF RFC 3596 [6].

It should be noted that in DNS A or AAAA record names, in general, represent a host and its "equivalent" interface. Host names, in general, cannot be used as node names. A node may need to have more than one host name for the simple reason that it can have multiple interfaces for different purposes. 
4.1.2
NAPTR

The NAPTR resource record is defined in IETF RFC 3403 [7] and is a powerful tool that allows DNS to be used to lookup services for a wide variety of resource names, which are not in domain name syntax. NAPTR would be used by a client program to rewrite a string into a domain name. The rewrite process is controlled by flags that provide information on how to communicate with the host at the domain name that was the result of the rewrite. If DNS returns multiple NAPTR resource records those can be prioritized using embedded order and preference values defined by the DNS administrator.
The S-NAPTR procedure i.e., the "Straightforward-NAPTR" procedure, is defined in IETF RFC 3958 [9] and describes a Dynamic Delegation Discovery System (DDDS) [10] application procedures on how to resolve a domain name, application service name, and application protocol dynamically to target server and port by using both NAPTR and SRV (see IETF RFC 2782 [8]) resource records. The S-NAPTR also simplifies the use of NAPTR by limiting the NAPTR flags only to "a", "s" and "". Furthermore, only NAPTR "replacement" expressions are allowed, not "regular expressions", during the rewrite process. The changes compared to IETF RFC 3403 [7] NAPTR usage are procedural and are limited only to the resolver. The S-NAPTR use of the NAPTR resource record is exactly the same as defined in IETF RFC 3403 [7] from the DNS server and DNS infrastructure point of view. Additional information on S-NAPTR usage is provided in Annex B and Annex C.
4.1.3
SRV

The SRV resource record is defined in IETF RFC 2782 [8] and allows DNS administrators to use pool of servers for a single domain with static load balancing to each server, to move services from host to host, and to designate some hosts as primary servers for a service from a pool of hosts. A resolver can ask for a specific service/protocol combination for a specific domain name and get back a Fully Qualified Domain Names (FQDN) of any available servers.
4.2
Selecting Domain Names
When using the S-NAPTR procedure under the DDDS framework, it becomes essential which domain name gets used for querying the actual NAPTR records.  In the S-NAPTR procedure, the Application-Unique String used by the DDDS algorithm is the starting domain name for which the information of the services, protocols and actual canonical node names are sought. Related to the Application-Unique String, the First well-Known Rule of the DDDS algorithm in the S-NAPTR procedure outputs the same domain name that constitutes the Application-Unique String. For each node type in EPC that can be queried for information using the S-NAPTR procedure, the authoritative DNS server for the given domain should be provisioned with unique domain name for each EPC node or  other identifier that is explicitly specified by a procedure in this specification (for example one based on APN, TAI,GUTI, etc) and corresponding NAPTR records. The authoritative DNS server for a given domain shall provision at least the EPC node names that may be exposed to the inter-operator roaming interfaces.

* * * Second Change * * * *

5.1.2
Discovering a PGW for a non-3GPP Access with Network Based Mobility Management 

5.1.2.1
Discovering a PGW for a non-3GPP Access – S2a/S2b initial attach for roaming and non-roaming
The MAG functionality within the trusted non-3GPP IP access or the e-PDG shall use the S-NAPTR procedure with "Service Parameters" of

"x-3gpp-pgw:x-s2a-pmip", "x-3gpp-pgw:x-s2b-pmip", "x-3gpp-pgw:x-s2a-mipv4" 
and the APN-FQDN  as the Application-Unique String.
<APN-NI>.apn.epc.mnc<MNC>.mcc<MCC>.3gppnetwork.org 

The S-NAPTR procedure logically outputs a list of host names each with a service, protocol, port and a list of IPv4 and IPv6 addresses. This is a "candidate" list of PGW for that APN (see Annex B for S-NAPTR procedure and see Annex C.2 for an informative description of a candidate list).


There is no requirement for selection for a collocated PGW/SGW in this procedure. In the above procedure the selected PGW node name, port and selected type (PMIPv6, MIPv4) shall be stored in the MAG so it can be accessed on a PDN basis.

5.1.2.2
Discovering a PGW for a non-3GPP Access – S2a/S2b initial attach and chained S2a/S2b with GTP or PMIPv6 based S8

The MAG functionality within the trusted non-3GPP IP access or the e-PDG shall use the S-NAPTR procedure with the "Service Parameters" of

"x-3gpp-pgw:x-s2a-pmip", "x-3gpp-pgw:x-s2b-pmip"

and the APN-FQDN  as the Application-Unique String.
<APN-NI>.apn.epc.mnc<MNC>.mcc<MCC>.3gppnetwork.org 

The S-NAPTR procedure logically outputs a list of host names each with a service, protocol, port and a list of IPv4 and IPv6 addresses. This is a "candidate" list of PGW for that APN (see Annex B for S-NAPTR procedure and see Annex C.2 for an informative description of a candidate list).


The MAG selects a PGW based on the protocol type (GTP v/s PMIPv6) supported over the S5/ S8 interface based on information received over STa and SWm interfaces.

The PGW and SGW cannot be collocated in this case since the SGW and PGW are in different operator networks.
The DNS records in the order returned are then used to contact the PGW node (

* * * Second Change * * * *

5.2.1
General

These procedures are employed when an SGW needs to be selected by an EPC core node and a PGW has already been selected. In particular for the tracking area update procedure with SGW change.


The SGW is selected based on the target cell where the UE has moved into. The MME has the new target eNodeB cell ID (eCID) and TAI available . The MME shall construct the TAI FQDN as defined in subclause 19.4.2.3 of 3GPP TS 23.003 [4].
Operators shall provision, for each TAI value in their network, NAPTR records under the TAI FQDN corresponding to each valid SGW interfaces from the following "Service Parameters" 

"x-3gpp-sgw:x-s8-gtp", "x-3gpp-sgw:x-s8-pmip", "x-3gpp-sgw:x-s5-gtp", "x-3gpp-sgw:x-s5-pmip"
where additional "Service Parameters" may be included optionally. 
For each RAI value that is served by a S4-SGSN the same records would be provisioned under the RAI FQDN (see sub-clause 5.5.2 for the RAI FQDN).
The S-NAPTR procedure employed by an MME for finding a candidate set of SGW nodes shall use the TAI FQDN as the Application-Unique String.
For the purposes of this document the NAPTR record-set at that location will be called the TAI NAPTR record-set.
The MME selects the S11 interface of the SGW from the SGW's canonical node record (see subclause 4.3.3) if it is not obtained from the TAI records. 


NOTE:
If an operator does not use the "a" and "s" flags in the TAI NAPTR records (i.e. they use the "" flag) and they are using SGW service areas it is strongly recommended that the TAI NAPTR records point directly to NAPTR records representing the SGW service areas. This is to facilitate possible future use in the SGW Load Re-balancing procedure.



For the case of an S4-SGSN making the SGW selection the RAI FQDN (see sub-clause 5.5.2) is used instead of the TAI FQDN to select the SGW but is otherwise the same as the MME handling TAU.. The S4-SGSN selects the S4 interface of the SGW from the SGW's canonical node record (see subclause 4.3.3) if it is not obtained from the RAI records. 
S-GW selection when SGW that acts as a local anchor for non-3GPP access in the case of S8-S2a/b chained roaming is outside the scope of this specification.
* * * Third Change * * * *

5.3
Procedures for Discovering and Selecting a PGW and SGW
This scenario applies to the UE initial attach case, where the MME or S4-SGSN has not yet assigned a PGW or a SGW to the UE. During the attach procedures, the MME shall select the SGW and the PGW. 

The selected SGW shall serve the UE's cell. During the attach procedure the MME receives the eNodeB cell ID, which has the TAI value. 

The S-NAPTR procedure to obtain a list of "candidate" SGW shall be used with "Service Parameters" of 

"x-3gpp-sgw:x-s5-gtp", "x-3gpp-sgw:x-s5-pmip" 

as defined in subclause 19.4.3 of 3GPP TS 23.003 [4], and set the Application-Unique String set to the TAI FQDN as defined in subclause 19.4.2.3 of 3GPP TS 23.003 [4].  

The S-NAPTR procedure logically outputs a list of host names each coupled with a service, a protocol, a port, and a list of IPv4 and IPv6 addresses. This is the "candidate" list of SGWs for a specific TAI (see Annex B for S-NAPTR procedure and see Annex C.2 for an informativedescription of the candidate list). 

The list of "candidate" PGW is obtained as follows:

The S-NAPTR procedure to get the list of "candidate" PGW shall use "Service Parameters" of 

"x-3gpp-pgw:x-s5-gtp", "x-3gpp-pgw:x-s5-pmip", "x-3gpp-pgw:x-gn" 
as defined in subclause 19.4.3 of 3GPP TS 23.003 [4], and the Application-Unique String set to the APN FQDN as defined in subclause 19.4.2.2 of 3GPP TS 23.003 [4].
The S-NAPTR procedure logically outputs a list of host names each coupled with a service, a protocol, a port, and a list of IPv4 and IPv6 addresses.  This is the "candidate" list of PGWs for a specific APN (see Annex C.2 for a detailed description of a candidate list).
 The two candidate lists shall be used in the procedure described in Annex C.4 with the SGW as an "A" node type and the PGW as a "B" node type in the procedure.
The procedure described in Annex C.4 results in a selection of a SGW and a PGW along with the protocol, the IP address and the port. In the case of a failure to contact the SGW or the PGW, the  required gateway reselection procedures are described in  Annex C.4.
The MME selects the S11 interface of the SGW from the SGW's canonical node record (see subclause 4.3.3) if it is not obtained from the TAI records. 
NOTE:
The MME (S4-SGSN) sends a GTPv2 Create Session Request to the SGW over the S11 (S4) with the IPv4/IPv6 address of the PGW. After the SGW has been successfully contacted over the S11 (S4), the SGW can try to contact the PGW over S5/S8.

Once the SGW has successfully been contacted, the selected SGW host name, the used SGW IP address, the port number and the selected protocol type shall be stored in the MME per PDN.
Once the PGW has successfully been contacted, the selected PGW host name, the used PGW IP address, the port number and the selected protocol type shall be stored in the MME per PDN.

For the case of an S4-SGSN making the selection the RAI FQDN is used instead of the TAI FQDN to select the SGW but is otherwise the same as an MME doing the selection. The S4-SGSN selects the S4 interface of the SGW from the SGW's canonical node record (see subclause 4.3.3) if it is not obtained from the RAI records.
5.4 
Procedures for Discovering and Selecting an MME
These procedures can be used as part of the 'Inter eNodeB handover with MME relocation' procedure to select an MME.  

The MME is selected based on the target cell where the UE has just moved into. The MME has the new target eNodeB cell ID (eCID) and TAI available . The TAI includes the TAC, the MNC and the MCC.  


The S-NAPTR procedure for finding a candidate set of MME nodes for a target TAI is always started at the TAI FQDN as defined in subclause 19.4.2.3 of 3GPP TS 23.003 [4]. The S-NAPTR procedure performed at the source MME for finding a candidate set of target MME nodes is started with at least the "Service Parameters" of 

"x-3gpp-mme:x-s10" 

as defined in subclause 19.4.3 of 3GPP TS 23.003 [4].
The S-NAPTR procedure logically outputs a list of host names each with a service, protocol, port and a list of IPv4 and IPv6 addresses. This is a "candidate" list of MME for that TAI (see Annex C.2 for a more detailed description of a candidate list). 

Topological closeness shall not be used for the MME selection so the MME candidate list would be used in the order given to try to contact a MME.  
NOTE 1:
The source MME may wish to preferentially select a target MME that is co-located with a SGSN function based on an operator policy. The S-NAPTR procedure using the canonical node name (sub-clause 4.3.3) may be used to find any co-located SGSN interfaces in the candidate list. Optionally an operator may provision NAPTR records with "x-3gpp-sgsn:x-gn" and/or "x-3gpp-sgsn:x-s4" at the TAI FQDN to allow an MME to directly get a candidate list for the co-located SGSN and hence for the source MME to match node names from the hostnames in the two candidate lists.

NOTE 2:
If an operator does not use the "a" and "s" flags in the TAI NAPTR records (i.e. they use the "" flag) it is strongly recommended that the TAI NAPTR records point directly to NAPTR records at mmegi<MMEGI>.mme.epc.mnc<mnc>. mcc<mcc>.3gppnetwork.org  (i.e. an MME pool )
Annex C (Informative):
DNS Pseudo-Code

C.1
S-NAPTR procedure base pseudo-code

The primary purpose of sub-clause C.1 is to show practically any differences that are normatively documented in subclause B.2. The changes to the IETF RFC 3958 [9] pseudo-code make this much clearer and self-contained than the normative text from subclause B.2.  

The pseudo-code immediately following is the pseudo-code from IETF RFC 3958 [9] Appendix A.1 modified to incorporate the clarifications from subclause B.2.

  target = [initial domain]
; Next line is changed from Appendix A.1 of RFC 3958
  usable-service-protocol-set  = [initial desired service and protocol pairs]
naptr-done = false
   while (not naptr-done)
    {
     NAPTR-RRset = [DNSlookup of NAPTR RRs for target]
; Next two lines are changed from Appendix A.1 of RFC 3958
     NAPTR weight := 65535 - NAPTR order for each RR
     [sort NAPTR by ORDER, and by PREF within each ORDER and by statistical weight within each PREF]
     rr-done = false
     cur-rr = [first NAPTR RR]
     while (not rr-done)
; Next three lines are changed from Appendix A.1 of RFC 3958
        compatable-service-protocol-set =[ [usable-service-protocol-set] set intersection with
                                           [SERVICE field of cur-rr] ]
        if ([compatable-service-protocol-set] is not empty)
           rr-done = true
           target= [REPLACEMENT target of NAPTR RR]
; Next line is changed from Appendix A.1 of RFC 3958
           usable-service-protocol-set  = [compatable-service-protocol-set]
        else
           cur-rr = [next rr in list]
        if (not empty [FLAG in cur-rr])
           naptr-done = true
    }
port = -1
   if ([FLAG in cur-rr is "S"])
    {
     SRV-RRset = [DNSlookup of SRV RRs for target]
; Next line is changed from Appendix A.1
[Sort SRV RRset using the algorithm described on page 4 of IETF RFC 2782 [8]]
     target = [target of first RR of SRV-RRset]
     port = [port in first RR of SRV-RRset]
    }
   ; now, whether it was an "S" or an "A" in the NAPTR, we
   ; have the target for an A record lookup
;  Remaining lines are changed from Appendix A.1 of RFC 3958

   ; or AAAA record lookup

   IPv4_hosts = [DNSlookup of A RRs for target]
   IPv6_hosts = [DNSlookup of AAAA RRs for target]

   randomized order of IPv4_hosts and IPv6_hosts

   hostname = [target]

   return (hostname, usable-service-protocol-set, IPv4_hosts, IPv6_hosts, port)
The significant differences in the above Pseudo-Code and the IETF RFC 3958 [9] Pseudo-Code  are : 

A)
[Sort SRV RRset using the algorithm described on page 4 of IETF RFC 2782 [8]] 
which was changed from
[sort SRV-RRset based on PREF]
The Pseudo-Code in IETF RFC 3958 [9] simply has an error.  There isn't even a PREF in a SRV record. Again see page 4 of IETF RFC 2782 [8] for the proper procedure.
The NAPTR weight is defined to be 65535 - NAPTR preference and is handled analogously to the SRV case.
B)
IETF RFC 3958 [9] Appendix A.1 starts with "Assuming the client supports 1 protocol for a particular application" so the pseudo-code obviously was designed for one protocol at a time. The lines with usable-service-protocol-set and compatable-service-protocol-set above are the most important change to support multiple service/protocol combinations and are really the primary reason for providing the above Pseudo-Code. 
There are two possible ways to interpret the last paragraph of section 2.2.5 of IETF RFC 3958 [9] when a list of multiple services/protocols is desired. One is the above interpretation using "set intersection" which allows multiple services/protocols. The other is to run the above procedure for one service and protocol at a time from the "desired service_and_protocol_set" and get a separate list for each service and protocol. In both approaches the relative ordering within a particular service and protocol is identical.  If the proper interpretation of IETF RFC 3958 [9] is one service and protocol at a time, then the IETF RFC 3958 [9] does not define order between different service or protocols. Thus 3GPP is free to order between different 3GPP service and protocol types so long as the order within a service and protocol is respected. The above method does respect the order within a service and protocol therefore it is valid in either interpretation of section 2.2.5 of IETF RFC 3958 [9] and also valid in IETF RFC 3402 [14]).

The remaining changes in Pseudo-Code above are minor and mostly intended to show that the S-NAPTR procedure logically outputs following:

(hostname, usable-service-protocol-set, IPv4_hosts, IPv6_hosts, port) 
where the returned hostname is the FQDN of the topologically aware node name with topon/topoff and interface information. 
NOTE:
Lookup of the A and AAAA records to get the IPv4 and IPv6 addresses may be deferred until they are needed to contact a selected server as an optional optimization.
In the 3GPP scope, a full implementation of RFC 3958 SHALL implement "backtracking" as described by IETF RFC 3958 [9] section 2.2.4 as required in subclause B.2. 


For simplicity of the presentation in this Annex we assume a full IETF RFC 3958 [9] implementation with a call back interface as described in Appendix A.2 of the IETF RFC 3958 [9].

procedure S_NAPTR_to_callback(targetFQDN,

                              desired_service_and_protocol_set,
                              call_back_function)
where the call_back_function has interface

call_back_function (hostname, usable_service_and_protocol_set, port, IPv4_list,IP6_list)
The call_back_function returns "stop" if it does not want more records otherwise it returns "looking" and will be called with the next record. 
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