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**************** 1st change ****************
8.2
Protocols

Diameter EAP application is used for authentication and optionnaly authorization of the user. In this case, the PDG shall act as the NAS, as described in 3GPP TS 33.234 [18]. For authorization only procedure and other Wm functionalities, NASREQ  and base protocol procedures are used.

The Application-Id to be advertised over Wm reference point corresponds to the EAP, NASREQ or Diameter Base Protocol Application-Id, depending on the command sent over Wm.
8.3
Procedures Description

8.3.1
Authentication and Authorization Procedures

According to the requirements specified in chapter 8.1, Wm reference point shall enable:

· Messaging for service authentication between WLAN UE and 3GPP AAA Server/Proxy.
-
Carrying messages for service authorization between PDG and 3GPP AAA Server/Proxy.

-
Allow the 3GPP AAA Server/Proxy to retrieve tunnelling attributes and WLAN UE's IP configuration parameters from/via Packet Data Gateway.
The authentication and authorization procedure is used between the PDG and 3GPP AAA Server/Proxy.  It is invoked by the PDG, on receipt from the WLAN-UE of a "tunnel establishment request" message. This takes the form of forwarding an IKE v2 (3GPP TS 33.234 [18]) exchange with the purpose of authenticating in order to set up an IKE Security Association (SA) between the UE and the PDG. The PDG may optionnaly request for Authorization in the same procedure by indicating so in the Authentication-Request-Type AVP. In this case, additional AVPs may be sent in the request. Once the IKE SA has been authenticated, more than one tunnel IPSec SA can be negotiated inside the IKE SA. Hence additional (IPSec) tunnels between the UE and PDG do not need to trigger further Diameter_EAP authentication messaging to the 3GPP AAA Server. 
The UE may attempt to set up additional accesses (IKE SA) via the IKE_SA procedure. In such cases, the authentication procedure is triggered over the Wm interface. Each new additional IKE SA shall be handled in a different Diameter session.

The Wm reference point performs authentication based on the reuse of the DER/DEA command set defined in Diameter_EAP (3GPP TS 33.234 [18]).

Table 8.3.1.1: Authentication and Authorization Request

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	User Identity
	 User-Name
	M
	This information element contains the identity of the user.

	EAP payload
	EAP payload
	M
	Encapsulated EAP payload used for UE - 3GPP AAA Server mutual authentication

	Authentication Request Type
	Auth Req Type
	M
	Defines whether authentication only or authentication and authorization are required.  AUTHENTICATION_ONLY is required in this case. Optionnaly AUTHORIZE_AUTHENTICATE may be used to indicate that Authorization is requested in the same procedure.

	Visited Network Identifier
	Visited-Network-Identifier
	C
	Identifier that allows the home network to identify the Visited Network.

This AVP shall be present if the PDG is not in the WLAN-UE's home network i.e. the WLAN-UE is roaming.

	Access Type
	NAS-Port-Type
	M
	This AVP shall contain the value 5 (Virtual) to indicate that the user accessed the I-WLAN network by WLAN 3GPP IP Access, according to IETF RFC 2865 [17].

	W-APN-ID
	3GPP-WLAN-APN-Id
	C
	This information element contains the W-APN which the UE is requesting authorization. 

This AVP is present when Authentication-Request-Type AVP is set to AUTHORIZE_AUTHENTICATE.

	PDG Charging Identifier
	PDG-Charging-Id
	C
	The PDG charging identifier is generated by PDG and used to correlate PDG and WLAN AN charging data.

This AVP is present when Authentication-Request-Type AVP is set to AUTHORIZATION_AUTHENTICATE.

	Supported 3GPP WLAN QoS profile
	QoS-Capability
	O
	If the PDG supports QoS mechanisms, this information element may be included to contain PDG’s QoS capabilities.
This AVP is present when Authentication-Request-Type AVP is set to AUTHORIZATION_AUTHENTICATE.


Table 8.3.1.2: Authentication and Authorization Answer

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	EAP payload
	EAP payload
	M
	Encapsulated EAP payload used for UE - 3GPP AAA Server mutual authentication

	Master-Session-Key
	Master-Session-Key
	C
	It contains keying material for protecting the communication between the user and the NAS. Present when Result Code is set to "Success".

	Result code
	Result Code / Experimental-Result-Code
	M
	Result of the operation. 

Result-Code AVP shall be used for errors defined in the Diameter Base Protocol or as per in NASREQ . 1xxx should be used for multi-round, 2xxx for success.

Experimental-Result AVP shall be used for Wm errors. This is a grouped AVP which contains the 3GPP Vendor ID in the Vendor-Id AVP, and the error code in the Experimental-Result-Code AVP.

	Subscription-ID
	Subscription-ID AVP
	C
	This AVP shall contain the MSISDN and/or the IMSI of the user. 

This AVP shall be present if the Diameter Result Code is set to DIAMETER_SUCCESS

	Max-Subscribed-Bandwidth
	Max-Requested-Bandwidth
	O
	The Max requested bandwidth AVP. Can be sent by the 3GPP AAA Server to the PDG if it is present in the user subscription info held at the 3GPP AAA Server.

	Charging Information
	Charging-Data
	C
	Charging information for the W-APN for that user.

It shall be present when Result-Code is equal to DIAMETER_SUCCESS and when the received Session-Request –Type was set to AUTHORIZATION REQUEST.

	Framed-IP-Address
	Framed-IP-Address
	O
	This AVP contains the remote IPv4 address of the WLAN UE that the 3GPP AAA Server downloaded from the HSS.

This AVP shall not be present when the 3GPP AAA Server received an authorisation request with Session-Request –Type AVP set to ROUTING POLICY.

	Framed-IP-Prefix
	Framed-IP-Prefix
	O
	This AVP contains the remote IPv6 prefix of the WLAN UE that the 3GPP AAA Server downloaded from the HSS.

This AVP shall not be present when the 3GPP AAA Server received an authorisation request with Session-Request-Type AVP set to ROUTING POLICY.

	Permanent User Identity
	User-Name
	
	This information element contains the IMSI of the user. This shall be present if Registration Result Code is set to "Success" and the AAR did not contain the IMSI.

	WLAN Session Identifier
	WLAN-Session-Id
	C
	This information element contains the charging identifier generated by the 3GPP AAA Server.

It shall be present when Result-Code is equal to DIAMETER_SUCCESS and when the received Session-Request-Type was set to AUTHORIZATION REQUEST, and if WLAN access authentication and authorization procedure is done before tunnel establishement.

	Authorized 3GPP WLAN QoS Profile
	QoS-Resources
	O
	If both supported 3GPP WLAN QoS profile of the PDG and subscribed QoS profile were received by the 3GPP AAA Server, this IE may be present.

This IE contains the 3GPP WLAN QoS Profile authorized by the 3GPP AAA Server based on the subscribed QoS parameters from the HSS, PDG’s QoS capabilities and other information, e.g. operators’ policies.

	Routing Policy
	Routing-Policy
	O
	This AVP includes the routing policy (i.e. IP filters) needed for the Operator Determined Barring purposes. The exact format of this AVP is specified in section 10.1.24. It is up to the PDG implementation whether these routing policies are applied to Wi interface or applied at IPsec level using IKEv2 Traffic Selectors. 


8.3.1.1
3GPP AAA Server Detailed Behaviour

On receipt of the DER message, the 3GPP AAA Server shall check if the Session-ID corresponds to an ongoing session. If it corresponds to an on-going session, the 3GPP AAA Server shall process the DER message according to 3GPP TS 33.234 [18] and no Diameter EAP authentication shall be triggered over the Wm interface.

If, the PDG set the Authentication-Request-Type AVP to AUTHENTICATE_ONLY and if the Session-ID does not correspond to an on-going session, the 3GPP AAA Server shall:

1)
Check that the user exists in the 3GPP AAA Server. If not, the 3GPP AAA Server shall use the procedures defined for the Wx interface to authenticate the user.

2)
Check that the user has a 3GPP-WLAN subscription. If not Experimental-Result-Code shall be set to DIAMETER_ERROR_USER_NO_WLAN_SUBSCRIPTON.
Otherwise, DIAMETER_SUCCESS shall be returned to indicate successful authentication procedure and authentication information shall be returned.

If the PDG sets the Authentication-Request-Type AVP to AUTHORIZE_AUTHENTICATE and if the Session-ID does not correspond to an on-going session, the 3GPP AAA Server shall additionally:
3)   Check that the user subscription for the W-APN requested. If not, Experimental-Result-Code shall be set to DIAMETER_ERROR_USER_NO_ W-APN_SUBSCRIPTON.

4)   Check whether the user has access to that W-APN. This information is obtained from the HSS within the APN-Authorized AVP. If not, Result-Code shall be set to DIAMETER_AUTHORIZATION_REJECTED.
5)
If the user is roaming (indicated by the presence of the Visited-Network-Identifier AVP), the 3GPP AAA Server shall check if the user is allowed to access the W-APN from a VPLMN. This information is obtained from the HSS within the APN-Authorized AVP. If not, Experimental-Result-Code shall be set to DIAMETER_ERROR_ROAMING_NOT_ALLOWED.
6) If the WLAN UE does not already have an active access to this W-APN, the 3GPP AAA Server shall initiate an Access-Number counter for that W-APN and set it to one. If the Access-Number counter has already been initiated, the 3GPP AAA Server shall increment the counter by one. The 3GPP AAA Server  shall then check the counter value against the Maximum-Number-Accesses for that W-APN from that user’s data. If the Access-Number exceeds Maximum-Number-Accesses, the 3GPP AAA Server shall use the 3GPP AAA Server initiated disconnection procedures towards the PDG with which the user has the oldest established access in order to initiate the tear down of the SA associated with that access. The 3GPP AAA Server shall update accordingly the information of active accesses for the W-APN and shall store the PDG IP address and the Session-ID associated with the access.
7) The 3GPP AAA Server shall download user data relevant to the W-APN,e.g. WLAN UE remote IP address if present, routing policies related to barring and the charging information as received from the HSS. The Result-Code shall be set to DIAMETER_SUCCESS.
Otherwise, DIAMETER_SUCCESS shall be returned to indicate successful authentication and authorization procedure and authentication and authorization information shall be returned.


Exceptions to the cases specified here shall be treated by 3GPP AAA Server as error situations, the Result-Code shall be set to DIAMETER_UNABLE_TO_COMPLY. No authentication information shall be returned.

8.3.1.2
3GPP AAA Proxy Detailed Behaviour 
The 3GPP AAA Proxy is required to handle roaming cases in which the PDG is in the VPLMN. The 3GPP AAA Proxy shall act as a stateful proxy. The 3GPP AAA server shall check the Request-Type AVP:
1) If Request type indicates AUTHENTICATION_ONLY, on receipt of the DEA message, it shall record the state of the connection.

2) If Request type indicates AUTHORIZE_AUTHENTICATE, it indicates that the WLAN UE does not have a tunnel active to the particular APN at the PDG and is requesting authorization for such an APN.
a) The 3GPP AAA Proxy shall check locally configured information whether users from the HPLMN are allowed to access to the W-APN requested from this (V)PLMN. If not, Experimental-Result-Code shall be set to DIAMETER_ERROR _ROAMING_NOT_ALLOWED and the DEA message sent to the PDG. In all other cases, the message shall be forwarded transparently to the 3GPP AAA Server.
On receipt of the DEA message, the AAA Proxy shall record the state of the connection (i.e. Authentication Successful). .

**************** 2nd change ****************
8.3.2
Authorization Procedures

According to the requirements stated in subclause 8.1, Wm reference point shall enable:

-
Carrying messages for service authorization between PDG and 3GPP AAA Server/Proxy.

-
Allow the 3GPP AAA Server/Proxy to retrieve tunnelling attributes and WLAN UE's IP configuration parameters from/via Packet Data Gateway.
This procedure is used between the PDG and 3GPP AAA Server and Proxy. It is invoked by the PDG, if Authentication-Request-Type AVP was set to AUTHENTICATION_ONLY during the Authentication and Authorization procedure, on receipt from the WLAN-UE of a "tunnel establishment request" message and subsequent to the success of tunnel authentication i.e. on receipt of a DEA message from the 3GPP AAA Server with Result Code set to "Success".

The Wm reference point performs authorization download based on the reuse of the NASREQ IETF RFC 4005 [12] AAR-AAA command set.

Table 8.3.2.1 Wm Authorization Request

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Permanent User Identity
	User-Name
	M
	This information element contains the identity of the user.

	Diameter Session ID
	Session-Id
	M
	This information element uniquely identifies the session.

	Request-Type
	Session-Request -Type
	M
	Type of Wm specific Diameter application request. The following values are to be used:

AUTHORIZATION REQUEST (0)


This value shall indicate the initial request for authorization of the user to the APN.

ROUTING POLICY (1)


This value shall indicate that routing policy AVP is present.

	Visited Network Identifier
	Visited-Network-Identifier
	C
	Identifier that allows the home network to identify the Visited Network.

This AVP shall be present if the PDG is not in the WLAN-UE's home network, i.e. the WLAN-UE is roaming. 

	W-APN-ID
	3GPP-WLAN-APN-Id
	C
	This information element contains the W-APN which the UE is requesting authorization. 

This AVP is present when Session-Request-Type AVP is set to AUTHORIZATION REQUEST.

	Routing Policy
	Routing-Policy
	C
	This AVP includes the routing policy of the tunnel set-up.

This AVP shall be present when Session-Request-Type AVP is set to ROUTING POLICY. The exact format of this AVP is specified in section 10.1.24.




	Routing Information
	Destination-Host
	M
	The 3GPP AAA Server name is obtained from the Origin-Host AVP of a previously received message.

	PDG Charging Identifier
	PDG-Charging-Id
	C
	The PDG charging identifier is generated by PDG and used to correlate PDG and WLAN AN charging data.

This AVP is present when Session-Request-Type AVP is set to AUTHORIZATION REQUEST.

	Supported 3GPP WLAN QoS profile
	QoS-Capability
	O
	If the PDG supports QoS mechanisms, this information element may be included to contain PDG’s QoS capabilities.


Table 8.3.2.2: AA-Answer

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Diameter Session ID
	Session-Id
	M
	This information element uniquely identifies the session.

	Registration Result
	Result Code/ Experimental Result Code
	M
	Result of the operation. 

Result-Code AVP shall be used for errors defined in the Diameter Base Protocol.

Experimental-Result AVP shall be used for Wm errors. This is a grouped AVP which contains the 3GPP Vendor ID in the Vendor-Id AVP, and the error code in the Experimental-Result-Code AVP

	Subscription-ID
	Subscription-ID AVP
	C
	This AVP shall contain the MSISDN and/or the IMSI of the user. 

This AVP shall be present if the Diameter Result Code is set to DIAMETER_SUCCESS

	Max-Subscribed-Bandwidth
	Max-Requested-Bandwidth
	O
	The Max requested bandwidth AVP. Can be sent by the 3GPP AAA Server to the PDG if it is present in the user subscription info held at the 3GPP AAA Server.

	Charging Information
	Charging-Data
	C
	Charging information for the W-APN for that user.

It shall be present when Result-Code is equal to DIAMETER_SUCCESS and when the received Session-Request –Type was set to AUTHORIZATION REQUEST.

	Framed-IP-Address
	Framed-IP-Address
	O
	This AVP contains the remote IPv4 address of the WLAN UE that the 3GPP AAA Server downloaded from the HSS.

This AVP shall not be present when the 3GPP AAA Server received an authorisation request with Session-Request –Type AVP set to ROUTING POLICY.

	Framed-IP-Prefix
	Framed-IP-Prefix
	O
	This AVP contains the remote IPv6 prefix of the WLAN UE that the 3GPP AAA Server downloaded from the HSS.

This AVP shall not be present when the 3GPP AAA Server received an authorisation request with Session-Request-Type AVP set to ROUTING POLICY.

	Permanent User Identity
	User-Name
	
	This information element contains the IMSI of the user. This shall be present if Registration Result Code is set to "Success" and the AAR did not contain the IMSI.

	WLAN Session Identifier
	WLAN-Session-Id
	C
	This information element contains the charging identifier generated by the 3GPP AAA Server.

It shall be present when Result-Code is equal to DIAMETER_SUCCESS and when the received Session-Request-Type was set to AUTHORIZATION REQUEST, and if WLAN access authentication and authorization procedure is done before tunnel establishement.

	Authorized 3GPP WLAN QoS Profile
	QoS-Resources
	O
	If both supported 3GPP WLAN QoS profile of the PDG and subscribed QoS profile were received by the 3GPP AAA Server, this IE may be present.

This IE contains the 3GPP WLAN QoS Profile authorized by the 3GPP AAA Server based on the subscribed QoS parameters from the HSS, PDG’s QoS capabilities and other information, e.g. operators’ policies.

	Routing Policy
	Routing-Policy
	O
	This AVP includes the routing policy (i.e. IP filters) needed for the Operator Determined Barring purposes. The exact format of this AVP is specified in section 10.1.24. It is up to the PDG implementation whether these routing policies are applied to Wi interface or applied at IPsec level using IKEv2 Traffic Selectors. 


**************** 3rd change ****************
8.4.1
Authentication Request/Answer Messages

ABNF for the Wm Authentication and optionnaly Authorization Request and Authentication and optionally Authorization Answer are given below:

<Diameter-EAP-Request> ::= < Diameter Header: 268, REQ, PXY >

 < Session-Id >

{ Auth-Application-Id }

{ Origin-Host }

{ Origin-Realm }

{ Destination-Realm }

{ Auth-Request-Type }

{ EAP-Payload }

[ Destination-Host ]

[ User-Name ]
[ Visited-Network-Identifier ]

[ NAS-IP-Address ]

[ NAS-IPv6-Address ]

[ Calling Station-ID ]
[3GPP-WLAN-APN-ID] 
[ QoS-Capability ]
* [ Proxy-Info ]

* [ Route-Record ]

* [ AVP ]

For the DEA, the following are necessary:

<Diameter-EAP-Answer> ::= < Diameter Header: 268, PXY >

< Session-Id >

{ Auth-Application-Id }

{ Auth-Request-Type }

{ Result-Code }

{ Origin-Host }

{ Origin-Realm }

[ User-Name ]

[ EAP-Master-Session-Key ]

[ EAP-Payload ]
1*[ Subscription-ID-AVP]

[ Max-Subscribed-Bandwidth ] 
[ QoS-Resources ]
[ Charging-Data ]

[ Service-Type ]

* [ Class ]

* [ Configuration-Token ]

[ Acct-Interim-Interval ]

[ Error-Message ]

[ Error-Reporting-Host ]

* [ Failed-AVP ]

[ Idle-Timeout ]

[ Authorization-Lifetime ]

[ Auth-Grace-Period ]

[ Auth-Session-State ]

[ Re-Auth-Request-Type ]

[ Session-Timeout ]

[ State ]

* [ Reply-Message ]

[ Origin-State-Id ]

* [ Filter-Id ]

[ Password-Retry ]

[ Port-Limit ] 
[ User-Name ]

[ Prompt ]

[ ARAP-Challenge-Response ]

[ ARAP-Features ]

[ ARAP-Security ]

* [ ARAP-Security-Data ]

[ ARAP-Zone-Access ]

[ Callback-Id ]

[ Callback-Number ]

[ Framed-Appletalk-Link ]

* [ Framed-Appletalk-Network ]

[ Framed-Appletalk-Zone ]

* [ Framed-Compression ]

[ Framed-Interface-Id ]

[ Framed-IP-Address ]

* [ Framed-IPv6-Prefix ]

[ Framed-IPv6-Pool ]

* [ Framed-IPv6-Route ]

[ Framed-IP-Netmask ]

* [ Framed-Route ]

[ Framed-Pool ]

[ Framed-IPX-Network ]

[ Framed-MTU ]

[ Framed-Protocol ]

[ Framed-Routing ]

* [ Login-IP-Host ]

* [ Login-IPv6-Host ]

[ Login-LAT-Group ]

[ Login-LAT-Node ]

[ Login-LAT-Port ]

[ Login-LAT-Service ]

[ Login-Service ]

[ Login-TCP-Port ]

* [ NAS-Filter-Rule ]

* [ QoS-Filter-Rule ]

* [ Tunneling ]

* [ Redirect-Host ]

[ Redirect-Host-Usage ]

 [ Redirect-Max-Cache-Time ]

* [ Proxy-Info ]

* [ AVP ]

**************** END ****************
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