Page 1



3GPP TSG CT WG4 Meeting #42
C4-090157
San Antonio, US, 9th – 19th February 2009
	CR-Form-v9.4

	CHANGE REQUEST

	

	(

	29.274
	CR
	0035
	(

rev
	-
	(

Current version:
	8.0.0
	(


	

	For HELP on using this form look at the pop-up text over the (
 symbols. Comprehensive instructions on how to use this form can be found at http://www.3gpp.org/specs/CR.htm.

	


	Proposed change affects:
(

	UICC apps(

	
	ME
	
	Radio Access Network
	
	Core Network
	X


	

	Title:
(

	Authentication Failure Cause Code

	
	

	Source to WG:
(

	Motorola

	Source to TSG:
(

	C4

	
	

	Work item code:
(

	SAE
	
	Date: (

	09/02/2009

	
	
	
	
	

	Category:
(

	F
	
	Release: (

	Rel-8

	
	Use one of the following categories:
F  (correction)
A  (corresponds to a correction in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
R99
(Release 1999)
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)
Rel-7
(Release 7)
Rel-8
(Release 8)
Rel-9
(Release 9)

	
	

	Reason for change:
(

	A Cause code for authentication failures should be added to the list of Cause codes for the Context Response and Identifivcation Response messages.

	
	

	Summary of change:
(

	The Cause code 'User authentication failed' is added to the list of valid Cause codes for the Context Response and Identification Response messages.

	
	

	Consequences if 
(

not approved:
	

	
	

	Clauses affected:
(

	7.36, 7.39

	
	

	
	Y
	N
	
	

	Other specs
(

	
	X
	 Other core specifications
(

	

	affected:
	
	X
	 Test specifications
	

	
	
	X
	 O&M Specifications
	

	
	

	Other comments:
(

	


* * * First Change * * * *

7.3.6
Context Response

A Context Response message shall be sent as a response to a previous Context Request message during TAU/RAU procedure. 

Possible Cause values are:

-
"Request Accepted".

-
"IMSI not known"
-
"System failure"
-
"Mandatory IE incorrect"
-
"Mandatory IE missing"
-
"Optional IE incorrect"
-
"Invalid message format"
-
"P-TMSI Signature mismatch"
· "User authentication failed"
Editor's note: Other potential Cause values are FFS. 
Table 7.3.6-1 specifies the presence requirements and conditions of the IEs in the message.
Table 7.3.6-1: Information Elements in a Context Response

	· Information elements
	· P
	· Condition / Comment
	· CR
	· IE Type
	· Ins.

	Cause
	M
	None
	1
	Cause
	0

	IMSI
	C
	None
	1
	IMSI
	0

	MME/SGSN UE MM Context
	C
	None
	1
	MM Context
	0

	MME/SGSN UE ESP bearer Contexts
	C
	This IE shall be included if there is at least a PDN connection for this UE on the sending MME/SGSN.

Several IEs with this type and instance values shall be included as necessary to represent a list of Bearers.
	1
	PDN Connection 
	0

	S3/S16/S10 Address and TEID for Control Plane
	C
	This IE specifies the address and the tunnel for control plane message which is chosen by the old MME/SGSN.
	1
	F-TEID
	0

	ISRSI
	C
	This IE shall be included if the Cause IE value indicates "Request accepted" and the old system has the ISR capability.
	1
	Indication
	0

	EPS Bearer Contexts Prioritization
	O
	When the EPS Bearer Context Prioritization IE is included, it informs the new MME/SGSN that the EPS bearer Contexts are sent prioritized.
	1
	Contexts Prioritization
	0

	Private Extension
	O
	None
	1
	Private Extension
	VS


Editor’s note: It is FFS whether there is more Information Element for this message.

* * * Next Change * * * *

7.3.9
Identification Response

The old SGSN/MME shall send an Identification Response message to the new MME/SGSN as a response to a previous Identification Request message over S3/S10/S16 interface.

Table 7.3.9-1 specifies the presence requirements and conditions of the IEs in the message.
For Intra Domain Connection of RAN Nodes to Multiple CN Nodes, if an old SGSN within an SGSN pool receives an Identification Request message that contains the optional parameter Address for Control Plane, the old SGSN shall use this address as destination IP address of the Identification Response message.

Possible Cause values are:

· "Request accepted"
· "IMSI not known"
· "System failure"
· "Mandatory IE incorrect"
· "Mandatory IE missing"
· "Optional IE incorrect"
· ‘"Invalid Message format"
· "P-TMSI Signature mismatch"
· "User authentication failed"
Editor's note: Other potential Cause values are FFS.
Only the Cause information element shall be included in the response if the Cause contains another value than ‘Request accepted’.

One or several Authentication Quadruplet information elements, Authentication Quintuplet information elements may be included in the message if the Cause contains the value ‘Request accepted’.

Table 7.3.9-1: Information Elements in an Identification Response

	Information elements
	P
	Condition / Comment
	CR
	IE Type
	· Ins.

	Cause
	M
	None
	1
	Cause
	0

	IMSI
	C
	This IE is mandatory if the Cause contains the value ‘Request accepted’.
	1
	IMSI
	0

	Authentication Quadruplet
	O
	If the Cause contains the value ‘Request accepted’, the old node may include one or several Authentication Quadruplet in the Identification Response message.
	1
	Authentication Quadruplet
	0

	Authentication Quintuplet
	O
	If the Cause contains the value ‘Request accepted’, the old node may include one or several Authentication Quintuplet in the Identification Response message.
	1
	Authentication Quintuplet
	1

	Private Extension
	O
	None
	1
	Private Extension
	VS


Editor’s note: It is FFS whether there is more Information Element for this message.

* * * End of Changes * * * *
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