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3
Definitions and abbreviations

3.1
Definitions

For the purposes of the present document, the following terms and definitions apply.

Entry point:
In the case that "border control concepts", as specified in 3GPP TS 23.228 [7], are to be applied in an IM CN subsystem, then these are to be provided by capabilities within the IBCF, and the IBCF acts as an entry point for this network (instead of the I-CSCF). In this case the IBCF and the I-CSCF can be co-located as a single physical node. If "border control concepts" are not applied, then the I-CSCF is considered as an entry point of a network. If the P-CSCF is in the home network, then the I-CSCF is considered as an entry point for this document.

Exit point:
If operator preference requires the application of "border control concepts" as specified in 3GPP TS 23.228 [7], then these are to be provided by capabilities within the IBCF, and requests sent towards another network are routed via a local network exit point (IBCF), which will then forward the request to the other network (discovering the entry point if necessary).

Geo-local number:
Either a geo-local service number as specified in 3GPP TS 23.228 [7] or a number in non-international format according to an addressing plan used at the current physical location of the user.

Home-local number:
Either a home local service number as specified in 3GPP TS 23.228 [7] or a number in non-international format according to an addressing plan used in the home network of the user.

Newly established set of security associations:
Two pairs of IPsec security associations that have been created at the UE and/or the P-CSCF after the 200 (OK) response to a REGISTER request was received.

Old set of security associations:
Two pairs of IPsec security associations still in existence after another set of security associations has been established due to a successful authentication procedure.

Temporary set of security associations:
Two pairs of IPsec security associations that have been created at the UE and/or the P-CSCF, after an authentication challenge within a 401 (Unauthorized) response to a REGISTER request was received. The SIP level lifetime of such created security associations will be equal to the value of reg-await-auth timer.

Integrity protected: See 3GPP TS 33.203 [19]. Where a requirement exists to send information "integrity protected" the mechanisms specified in 3GPP TS 33.203 [19] are used for sending the information. Where a requirement exists to check that information was received "integrity protected", then the information received is checked for compliance with the procedures as specified in 3GPP TS 33.203 [19].

Instance ID: 
An URN generated by the device that uniquely identifies a specific device amongst all other devices, and does not contain any information pertaining to the user (e.g., in GPRS instance ID applies to the Mobile Equipment rather than the UICC). The public user identity together with the instance ID uniquely identifies a specific UA instance.
Resource reservation: Mechanism for reserving bearer resources that is required for certain access technologies.
Local preconditions: The indication of segmented status preconditions for the local reservation of resources as specified in RFC 3312 [30].
Alias SIP URI:
A URI is an alias of another URI if the treatment of both URIs is identical, i.e. both URIs belong to the same set of implicitly registered public user identities, and are linked to the same service profile, and are considered to have the exact same service configuration for each and every service.

Initial registration: The registration procedure for a public user identity initiated by the UE in the absence of any valid registration.

Re-registration: The registration procedure initiated by the UE to refresh or update an already existing registration for a public user identity.

Registration of an additional public user identity: The registration procedure initiated by the UE to explicitly register an additional public user identity during the life time of the registration of another registered public user identity, where both public user identities have the same contact address and P-CSCF.

Emergency registration: A special registration that relates to binding of a public user identity to a contact address used for emergency service.

Initial emergency registration: An emergency registration that is also an initial registration.

Emergency reregistration: An emergency registration that is also a reregistration.

Back-to-Back User Agent (B2BUA): As given in RFC 3261 [26]. In addition, for the usage in the IM CN subsystem, a SIP element being able to handle a collection of "n" User Agents (behaving each one as UAC and UAS, according to SIP rules), which are linked by some application logic that is fully independent of the SIP rules.

UE private IP address:
It is assumed that the NAT device performs network address translation between a private and a public network with the UE located in the private network and the IM CN subsystem in the public network. The UE is assumed to be configured with a private IP address. This address will be denoted as UE private IP address.

UE public IP address:
 The NAT device is assumed to be configured with one (or perhaps more) public address(es). When the UE sends a request towards the public network, the NAT replaces the source address in the IP header of the packet, which contains the UE private IP address, with a public IP addressed assigned to the NAT. This address will be denoted as UE public IP address. 
Encapsulating UDP header:
For the purpose of performing UDP encapsulation according to RFC 3948 [63A] each IPsec ESP packet is wrapped into an additional UDP header. This header is denoted as Encapsulating UDP header. 

Port_Uenc:
In most residential scenarios, when the NAT device performs address translation, it also performs translation of the source port found in the transport layer (TCP/UDP) headers. Following RFC 3948 [63A], the UE will use port 4500 as source port in the encapsulating UDP header when sending a packet. This port is translated by the NAT into an arbitrarily chosen port number which is denoted as port_Uenc. 

IMS flow set:
An IMS flow set is a set of flows as defined in draft-ietf-outbound [92]. The flows in an IMS flow set are determined by a combination of transport protocol, IP addresses, and ports. An IMS flow set is established by a successful IMS registration procedure.

NOTE 1:
 For IPsec, the ports associated with the flow set include protected client ports and protected server ports as defined in 3GPP TS 33.203 [19] and an IMS flow set is made up of the following four flows: 

-
Flow 1: (IP address UE, port_uc) <--> (IP address P-CSCF, port_ps) over TCP;

-
Flow 2: (IP address UE, port_uc) <--> (IP address P-CSCF, port_ps) over UDP;

-
Flow 3: (IP address UE, port_us) <--> (IP address P-CSCF, port_pc) over TCP; and

-
Flow 4: (IP address UE, port_us) <--> (IP address P-CSCF, port_pc) over UDP.

NOTE 2:
For IPsec, according to 3GPP TS 33.203 [19], the P-CSCF can only select among flows 1, 3, or 4 when forwarding requests towards the UE, where flow 1 is only possible in case of TCP connection re-use. According to 3GPP TS 33.203 [19], flow 2 is only used for UE originated requests and corresponding responses. The P-CSCF uses flow 2 to identify the correct IMS flow set.

NOTE 3:
An IMS flow set can be considered as a realisation of a logical flow as used in draft-ietf-sip-outbound [92]. But this definition does not depend on any particular definition of a logical flow.

NOTE 4:
For TLS, the ports associated with the flow set include a protected client port and a protected server port and an IMS flow set is made up of the following flow:

-
(IP address UE, port) <--> (IP address P-CSCF, port) over TCP.

NOTE 5:
For SIP digest without TLS, an IMS flow set is as defined in draft-ietf-sip-outbound [92].
IMS flow token:
A IMS flow token is uniquely associated with a IMS flow set. When forwarding a request destined towards the UE, the P-CSCF selects the flow from the IMS flow set denoted by the IMS flow token as appropriate according to 3GPP TS 33.203 [19] and RFC 3261 [26].

IP Association: A mapping at the P-CSCF of a UE's packet source IP address, the "sent-by" parameter in the Via header, and, conditionally, the port with the identities of the UE. This association corresponds to the IP address check table specified in 3GPP TS 33.203 [19].
Authorised Resource-Priority header:
a Resource-Priority header that is either received from another entity in the trust domain relating to the Resource-Priority header, or which has been identified as generated by a subscriber known to have such priority privileges for the resource priority namespace and level of priority used within that namespace.
Network-initiated resource reservation: A mechanism of resource reservation where the IP-CAN on the behalf of network initiates the resources to the UE.

Trace depth:
When SIP signalling is logged for debugging purposes, trace depth is the level of detail of what is logged.
Public network traffic:
traffic sent to the IM CN subsystem for processing according to normal rules of the NGN. This type of traffic is known as public network traffic.

Private network traffic:
traffic sent to the IM CN subsystem for processing according to an agreed set of rules specific to an enterprise. This type of traffic is known as private network traffic. Private network traffic is normally within a single enterprise, but private network traffic can also exist between two different enterprises if not precluded for regulatory reasons.
Editor's note: Further description of the breakout of private network traffic to public networks is needed. This will cover the relationship of private network traffic and public network traffic on the same session.

For the purposes of the present document, the following terms and definitions given in RFC 1594 [20B] apply.

Fully-Qualified Domain Name (FQDN)

For the purposes of the present document, the following terms and definitions given in RFC 3261 [26] apply (unless otherwise specified see clause 6).

Client

Dialog

Final response

Header

Header field

Loose routeing

Method

Option-tag (see RFC 3261 [26] subclause 19.2)

Provisional response

Proxy, proxy server

Recursion

Redirect server

Registrar

Request

Response

Server

Session

(SIP) transaction

Stateful proxy

Stateless proxy

Status-code (see RFC 3261 [26] subclause 7.2)

Tag (see RFC 3261 [26] subclause 19.3)

Target Refresh Request
User agent client (UAC)

User agent server (UAS)

User agent (UA)

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.002 [2] subclause 4.1.1.1 and subclause 4a.7 apply:

3GPP AAA proxy

3GPP AAA server

Breakout Gateway Control Function (BGCF)

Call Session Control Function (CSCF)

Home Subscriber Server (HSS)

Media Gateway Control Function (MGCF)

Multimedia Resource Function Controller (MRFC)

Multimedia Resource Function Processor (MRFP)
MSC Server enhanced for ICS
Packet Data Gateway (PDG)

Subscription Locator Function (SLF)

WLAN UE
For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.122 [4C] apply:

Home PLMN (HPLMN)

Visited PLMN (VPLMN)

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.218 [5] subclause 3.1 apply:

Filter criteria

Initial filter criteria

Initial request

Standalone transaction

Subsequent request

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.228 [7] subclauses 3.1, 4.3.3.1, 4.3.6, 4.6, 4.13, 5.2, 5.4.12.1 and 5.10 apply:

Border control concepts

Geo-local service number

Home local service number

Implicit registration set

Interconnection Border Control Function (IBCF)

Interrogating-CSCF (I-CSCF)

IMS Application Level Gateway (IMS-ALG)

IMS application reference

IMS Application Reference Identifier (IARI)

IMS communication service

IMS Communication Service Identifier (ICSI)
Local service number

IP-Connectivity Access Network (IP-CAN)

Policy and Charging Rule Function (PCRF)

Private user identity

Proxy-CSCF (P-CSCF)

Public Service Identity (PSI)

Public user identity

Serving-CSCF (S-CSCF)

Statically pre-configured PSI
For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.167 [4B] apply:

Emergency-CSCF (E-CSCF)

Geographical location information

Location identifier

Location information

For the purposes of the present document, the following terms and definitions given in 3GPP TR 33.203 [19] apply:

GPRS-IMS-Bundled Authentication (GIBA)

Port_pc

Port_ps

Port_uc

Port_us
Protected server port

Protected client port

For the purposes of the present document, the following terms and definitions given in 3GPP TR 21.905 [1] apply:

Universal Integrated Circuit Card (UICC)

Universal Subscriber Identity Module (USIM)
IMS SIM (ISIM)

User Equipment (UE)
For the purposes of the present document, the following terms and definitions given in RFC 2401 [20A] Appendix A apply:

Security association

A number of different security associations exist within the IM CN subsystem and within the underlying access transport. Within this document this term specifically applies to either:

i)
the security association that exists between the UE and the P-CSCF. For this usage of the term, the term "security association" only applies to IPsec. This is the only security association that has direct impact on SIP; or

ii)
the security association that exists between the WLAN UE and the PDG. This is the security association that is relevant to the discussion of Interworking WLAN as the underlying IP-CAN.






For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.234 [7A] apply.
Interworking WLAN

For the purposes of the present document, the following terms and definitions given in ITU-T E.164 [57] apply:

International public telecommunication number

For the purposes of the present document, the following terms and definitions given in RFC 5012 [91] apply:

Emergency service identifier

Emergency service URN

Public Safety Answering Point (PSAP)

PSAP URI

For the purposes of the present document, the following terms and definitions given in draft-ietf-sip-gruu [93] apply:

Globally Routable User Agent URI (GRUU)

For the purposes of the present document, the following terms and definitions given in draft-ietf-sip-outbound [92] apply:

Flow
For the purposes of the present document, the following terms and definitions given in RFC 4346 [102] appendix B apply:

TLS session
3.2
Abbreviations

For the purposes of the present document, the following abbreviations apply:

1xx
A status-code in the range 101 through 199, and excluding 100

2xx
A status-code in the range 200 through 299

AAA
Authentication, Authorization and Accounting

AS
Application Server

APN
Access Point Name

AUTN
Authentication TokeN

B2BUA
Back-to-Back User Agent

BGCF
Breakout Gateway Control Function

c
conditional

BRAS
Broadband Remote Access Server

CCF
Charging Collection Function

CDF
Charging Data Function

CDR
Charging Data Record

CK
Ciphering Key

CN
Core Network

CPC
Calling Party Category

CSCF
Call Session Control Function

DHCP
Dynamic Host Configuration Protocol

DNS
Domain Name System

DOCSIS
Data Over Cable Service Interface Specification

DTD
Document Type Definition

EC
Emergency Centre

ECF
Event Charging Function

E-CSCF
Emergency CSCF

EPS
Evolved Packet System

FQDN
Fully Qualified Domain Name

GCID
GPRS Charging Identifier 

GGSN
Gateway GPRS Support Node

GPRS
General Packet Radio Service

GRUU
Globally Routable User agent URI

HPLMN
Home PLMN

HSS
Home Subscriber Server

i
irrelevant

IARI
IMS Application Reference Identifier
IBCF
Interconnection Border Control Function

I-CSCF
Interrogating CSCF

ICS
Implementation Conformance Statement

ICID
IM CN subsystem Charging Identifier
ICS
IMS Centralized Services
ICSI
IMS Communication Service Identifier
IK
Integrity Key

IM
IP Multimedia

IMS
IP Multimedia core network Subsystem

IMS-ALG
IMS Application Level Gateway 

IMSI
International Mobile Subscriber Identity

IOI
Inter Operator Identifier
IP
Internet Protocol

IP-CAN
IP-Connectivity Access Network

IPsec
IP security

IPv4
Internet Protocol version 4

IPv6
Internet Protocol version 6

ISC
IP Multimedia Subsystem Service Control

ISIM
IM Subscriber Identity Module

I-WLAN
Interworking – WLAN

IWF
Interworking Function

LRF
Location Retrieval Function

m
mandatory

MAC
Message Authentication Code

MCC
Mobile Country Code

MGCF
Media Gateway Control Function

MGW
Media Gateway

MNC
Mobile Network Code

MRFC
Multimedia Resource Function Controller

MRFP
Multimedia Resource Function Processor

n/a
not applicable

NAI
Network Access Identifier
NA(P)T
Network Address (and Port) Translation

NASS
Network Attachment Subsystem

NAT
Network Address Translation

NP
Number Portability

o
optional

OCF
Online Charging Function

PCRF
Policy and Charging Rules Function

P-CSCF
Proxy CSCF

PDG
Packet Data Gateway

PDN
Packet Data Network

PDP
Packet Data Protocol

PDU
Protocol Data Unit

P-GW
PDN Gateway

PICS
Protocol Implementation Conformance Statement 

PIDF-LO
Presence Information Data Format Location Object

PLMN
Public Land Mobile Network

PSAP
Public Safety Answering Point

PSI
Public Service Identity

PSTN
Public Switched Telephone Network

QCI
QoS Class Identifier

QoS
Quality of Service

RAND
RANDom challenge

RES
RESponse

RTCP
Real-time Transport Control Protocol

RTP
Real-time Transport Protocol

S-CSCF
Serving CSCF

SCTP
Stream Control Transmission Protocol

SDP
Session Description Protocol

SIP
Session Initiation Protocol

SLF
Subscription Locator Function

SQN
SeQuence Number

STUN
Session Traversal Utilities for NAT

TURN
Traversal Using Relay NAT
TLS
Transport Layer Security

UA
User Agent

UAC
User Agent Client

UAS
User Agent Server

UDVM
Universal Decompressor Virtual Machine

UE
User Equipment

UICC
Universal Integrated Circuit Card

URI
Uniform Resource Identifier

URL
Uniform Resource Locator

URN
Uniform Resource Name

UDVM
Universal Decompressor Virtual Machine

USIM
Universal Subscriber Identity Module

VPLMN
Visited PLMN

WLAN
Wireless Local Area Network

x
prohibited

xDSL
Digital Subscriber Line (all types)

XMAC
expected MAC

XML
eXtensible Markup Language

**** next change ****

4.2B
Security mechanisms

3GPP TS 33.203 [19] defines the security features and mechanisms for secure access to the IM CN subsystem. This document defines a number of access security mechanisms, as summarised in table 4-1.

Table 4-1: Summary of access security mechanisms to the IM CN subsystem

	Mechanism
	Authentication
	Integrity protection
	Use of security agreement in accordance with RFC 3329 [48]
	Support (as defined in 3GPP TS 33.203 [19])

	IMS AKA plus IPsec ESP (see 3GPP TS 33.203 [19] clause 6)
	IMS AKA
	IPsec ESP
	Yes
	Mandatory for all UEs containing a UICC, else optional.

Mandatory for all P-CSCF, I-CSCF, S-CSCF

	SIP digest plus check of IP association (see 3GPP TS 33.203 [19] annex N) (note 2)
	SIP digest
	None (note 3)
	No
	Optional for UEs

Optional for P-CSCF, I-CSCF, S-CSCF

	SIP digest plus Proxy Authentication (see 3GPP TS 33.203 [19] annex N) (note 2)
	SIP digest
	None (note 3)
	No
	Optional for UEs

Optional for P-CSCF, I-CSCF, S-CSCF

	SIP digest with TLS (see 3GPP TS 33.203 [19] annex N and annex O)
	SIP digest
	TLS session
	Yes
	Optional for UEs

Optional for P-CSCF, I-CSCF, S-CSCF

	NASS-IMS bundled authentication (see 3GPP TS 33.203 [19] annex R) (notes 4, 5)
	not applicable (note 1)
	 (note 3)
	No
	No UE support required

Optional for P-CSCF, I-CSCF, S-CSCF

	GPRS-IMS-Bundled authentication (see 3GPP TS 33.203 [19] annex S) (note 5)
	not applicable (note 1)
	None (note 3)
	No
	Optional for UEs

Optional for P-CSCF, I-CSCF, S-CSCF

	Authentication already performed by preceding node
	not applicable (note 6)
	None
(note 3)
	No
	No UE support required
Optional for I-CSCF, S-CSCF

	NOTE 1:
Authentication is not provided as part of the IM CN subsystem signalling.
NOTE 2: 
The term "SIP digest without TLS" is used in this specification to refer to both "SIP digest plus check of IP association" and "SIP digest plus Proxy Authentication". 

NOTE 3:
This security mechanism does not allow SIP requests to be protected using an IPsec security association because it does not perform a key agreement procedure.
NOTE 4:
A P-Access-Network-Info aware P-CSCF is required in order to provide NASS-IMS bundled authentication.

NOTE 5:
The P-CSCF shall be in the home network when performing this security mechanism.
NOTE 6:
Authentication performed by a trusted, preceding node. For example the MSC server enhanced for ICS has authenticated the UE and as a consequence S-CSCF will skip authentication.


Specification of the mechanisms identified within table 4-1 within this document are provided in clause 5. Subclauses where security procedures are required consist of a general subclause applicable whichever security mechanisms are in use, and a separate subclause for each security mechanism identified by a row within table 4-1.

TLS is optional to implement and is used only in combination with SIP digest authentication. Authentication associated with registration to the IM CN subsystem is applicable to IMS AKA and SIP digest and is covered in subclause 5.1.1 for the UE, subclause 5.2.2 for the P-CSCF and subclause 5.4.1 for the S-CSCF. Additionally, SIP digest allows for authentication to also occur on an initial request for a dialog or a request for a standalone transaction, this additional capability is covered in subclause 5.1.2A and subclause 5.4.3.2.

If a UE that implements SIP digest is configured not to use TLS, then the UE does not establish a TLS session toward the P-CSCF. If a UE supports TLS, then the UE supports TLS as described in 3GPP TS 33.203 [19].
For SIP digest authentication, the P-CSCF can be configured to have TLS required or disabled:

-
if TLS is required, the P-CSCF requires the establishment of a TLS session from all SIP digest UEs, in order to access IMS subsequent to registration; or

-
if TLS is disabled, the P-CSCF does not allow the establishment of a TLS session from any UE. 

NOTE:
The mechanism to configure the P-CSCF to have TLS required or disabled is outside the scope of this specification.

SIP digest cannot be used in conjunction with the procedures of Annex F.

For emergency calls, 3GPP TS 33.203 [19] specifies some relaxations, which are further described in the subclauses of this document relating to emergency calls.

3GPP TS 33.210 [19A] defines the security architecture for network domain IP based control planes. 3GPP TS 33.210 [19A] applies for security mechanisms between entities in the IM CN subsystem.

**** next change ****

5.4
Procedures at the S-CSCF

5.4.0
General
Where the S CSCF provides emergency call support, the procedures of subclause 5.4.8 shall be applied first.
5.4.1
Registration and authentication

5.4.1.1
Introduction

The S-CSCF shall determine which authentication mechanism applies based on the contents of the REGISTER request and the authentication mechanism assigned in the HSS:

-
if the REGISTER request contains an Authorization header field with the "integrity-protected" parameter set to "no", the S-CSCF shall perform the initial registration procedures with IMS-AKA authentication described in subclauses 5.4.1.2.1 and 5.4.1.2.1A;

-
if the REGISTER request contains an Authorization header field with the "integrity-protected" parameter set to "yes", the S-CSCF shall perform the protected registration procedures with IMS-AKA as a security mechanism as described in subclause 5.4.1.2.2;
-
if the REGISTER request does not contain an Authorization header and the P-Access-Network-Info header indicates it is received from a 3GPP access, the S-CSCF shall perform the initial registration procedures with GPRS-IMS-Bundled authentication described in subclause 5.4.1.2.1E;
-
if the REGISTER request contains an Authorization header without an "integrity-protected" parameter, the S-CSCF shall send an authentication request for the user to the HSS indicating that the authentication scheme is unknown as described in 3GPP TS 29.228 [14]:

-
if the HSS responds with an authentication scheme of NASS-IMS bundled authentication and the request was received from a P-CSCF is in the home network and the P-CSCF is "TISPAN-enabled", then the S-CSCF shall perform the initial registration procedures with NASS-IMS bundled authentication as a security mechanism as described in subclause 5.4.1.2.1D; or

-
if the HSS responds with an authentication scheme of SIP digest, then the S-CSCF shall perform the initial registration procedures with SIPdigest as a security mechanism as described in subclauses 5.4.1.2.1 and 5.4.1.2.1B;
-
if the REGISTER request contains an Authorization header field with the "integrity-protected" parameter set to "tls-pending", "tls-yes", "ip-assoc-pending" or "ip-assoc-yes", the S-CSCF shall perform the protected registration procedures for SIP digest described in subclause 5.4.1.2.2A; and
-
if the REGISTER request contains an Authorization header field with the "integrity-protected" parameter set to "auth-done", the S-CSCF shall perform the protected registration procedures for SIP digest described in subclause 5.4.1.2.2E.
NOTE 1:
The S-CSCF needs to be configured to know which P-CSCFs are "TISPAN-enabled" and uses the Via header to determine which P-CSCF forwarded the registration request.

The S-CSCF shall act as the SIP registrar for all UAs belonging to the IM CN subsystem and with public user identities.

Subclause 5.4.1.2 through subclause 5.4.1.7 define S-CSCF procedures for SIP registration that do not relate to emergency. All registration requests are first screened according to the procedures of subclause 5.4.8.2 to see if they do relate to an emergency registration. 

For all SIP registrations identified:

-
as relating to an emergency; or

-
if priority is supported, as containing an authorised Resource-Priority header;

the S-CSCF shall give priority over other registrations. This allows special treatment of such registrations.

NOTE 2:
The special treatment can include filtering, higher priority processing, routeing, call gapping. The exact meaning of priority is not defined further in this document, but is left to national regulation and network configuration.
The S-CSCF shall support the use of the Path and Service-Route header. The S-CSCF shall also support the Require and Supported headers. The Path header is only applicable to the REGISTER request and its 200 (OK) response. The Service-Route header is only applicable to the 200 (OK) response of REGISTER. The S-CSCF shall not act as a redirect server for REGISTER requests.

The network operator defines minimum and maximum times for each registration. These values are provided within the S-CSCF.

The procedures for notification concerning automatically registered public user identities of a user are described in subclause 5.4.2.1.2.

In case a device performing address and/or port number conversions is provided by a NA(P)T or NA(P)T-PT, the S-CSCF may need to modify the SIP signalling according to the procedures described in annex K if both a reg-id and instance ID parameter are present in the received contact header as described in draft-ieft-outbound [92].
**** next change ****

5.4.1.2.1D
Initial registration and user-initiated reregistration for NASS-IMS bundled authentication
Editor's note: Can this text be consolidated with other text elsewhere in subclause 5.4.1.2.1.

Upon receipt of a REGISTER request that is determined to be NASS-IMS bundled authentication, for a user identity linked to a private user identity that has a registered public user identity but with a new contact address, the S-CSCF shall:

1)
perform the procedure for receipt of a REGISTER request without the "integrity-protected" parameter in the Authorization header or without the Authorization header, for the received public user identity; and

2)
if the authentication has been successful, and there are public user identities belonging to this user that have been previously registered with an old contact address different from the one received in the REGISTER request and if the previous registration have not expired, the S-CSCF shall perform the network initiated deregistration procedure for the previously registred public user identities and the associated old contact address as described in subclause 5.4.1.5.

NOTE 1:
Contact related to emergency registration is not affected. S-CSCF is not able deregister contact related to emergency registration and will not delete that.

Upon receipt of a REGISTER request without the "integrity-protected" parameter in the Authorization header or without an Authorization header, which is not for an already registered public user identity linked to the same private user identity, the S-CSCF shall:

1)
identify the user by the public user identity as received in the To header of the REGISTER request and if the Authorization header is present, the private user identity as received in the Authorization header of the REGISTER request;

2)
check if the P-Visited-Network header is included in the REGISTER request, and if it is included identify the visited network by the value of this header;

3)
check whether one or more Line-Identifiers previously received over the Cx interface, and stored as a result of a Cx Multimedia Authentication procedure with the HSS, are available for the user. If not, the S-CSCF shall perform the Cx Multimedia Authentication procedure with the HSS, as described in 3GPP TS 29.228 [14].

Prior to performing Cx Multimedia Authentication procedure with the HSS, the S-CSCF decides which HSS to query, possibly as a result of a query to the Subscription Locator Functional (SLF) entity as specified in 3GPP TS 29.228 [14] or use the value as received in the P-User-Database header in the REGISTER request as defined in RFC 4457 [82];

NOTE 2:
The HSS address received in the response to SLF query or as a value of P-User-Database header can be used to address the HSS of the public user identity in further queries.

NOTE 3:
At this point the S-CSCF informs the HSS, that the user currently registering will be served by the S-CSCF by passing its SIP URI to the HSS. This will be indicated by the HSS for all further incoming requests to this user, in order to direct all these requests directly to this S-CSCF.

NOTE 4:
When passing its SIP URI to the HSS, the S-CSCF may include in its SIP URI the transport protocol and the port number where it wants to be contacted.

4)
store the icid parameter received in the P-Charging-Vector header;

5)
In the particular case where the S-CSCF received via the Cx interface one or more Line-Identifiers, compare each of the "dsl-location" parameter of the P-Access-Network-Info header field (if present and if it includes the "network-provided" parameter),

-
if one of these match, the user shall be considered authenticated and the S-CSCF behave as described in step 5) to 13) of subclause 5.4.1.2.2, 

-
otherwise i.e. if these do not match the S-CSCF shall return a 403 (Forbidden) response to the REGISTER request; and 

6)
if no Line-Identifier is received over the Cx interface, send a 500 (Server Internal Error) response to the REGISTER request.

Upon receipt of a REGISTER request without the "integrity-protected" parameter in the Authorization header or without an Authorization header, for an already registered public user identity linked to the same private user identity, and for existing contact information, the S-CSCF shall behave as described in subclause 5.4.1.2.2F.

In the case that the expiration timer from the UE is too short to be accepted by the S-CSCF, the S-CSCF shall:

-
reject the REGISTER request with a 423 (Interval Too Brief) response, containing a Min-Expires header with the minimum registration time the S-CSCF will accept.

On receiving a failure response to one of the third-party REGISTER requests, based on the information in the Filter Criteria the S-CSCF may:
-
abort sending third-party REGISTER requests; and

-
initiate network-initiated deregistration procedure. 

If the Filter Criteria does not contain instruction to the S-CSCF regarding the failure of the contact to the AS, the S-CSCF shall not initiate network-initiated deregistration procedure.
In the case that the REGISTER request from the UE contains multiple SIP URIs which are different addresses as Contact header entries, the S-CSCF shall store: 

-
the entry in the Contact header with the highest "q"; or 

-
an entry decided by the S-CSCF based on local policy; 

and include the stored entry in the 200 (OK) response.
In the case that the REGISTER request from the UE contains multiple SIP URIs which are the same addresses with the same "q" value as Contact header entries, the S-CSCF shall not store multiple entries with the same "q" value but store one of the entries with the same "q" value based on local policy along with any entries that have different "q" values and include only the stored entries in the 200 (OK) response.

NOTE 5:
The UE can register multiple SIP URIs in the Contact header simultanously, provided they all contain the same IP address and port number. In this case the S-CSCF behaviour is as defined RFC 3261 [26] (i.e multiple Contact header entries are bound to the public user identity in the To header and are returned in the 200 (OK) response).
Editor’s Note: It is anticipated that the above requirement will be reevaluted due to the work on related work items in Rel-8.
**** next change ****

5.4.1.2.2E
Protected REGISTER – Authentication already performed
The S-CSCF shall not perform authentication of the user for any REGISTER request with with the "integrity-protected" parameter in the Authorization header field set to "auth-done".

Upon receipt of a REGISTER request with the "integrity-protected" parameter in the Authorization header field set to "auth-done", the S-CSCF shall identify the user by the public user identity as received in the To header and the private user identity as received in the Authorization header field of the REGISTER request. 

In addition the S-CSCF shall check whether an expires timer is included in the REGISTER request and its value. If the Expires header indicates a zero value, the S-CSCF shall perform the deregistration procedures as described in subclause 5.4.1.4. If the Expires header does not indicate zero, the S-CSCF shall check whether the public user identity received in the To header is already registered. If it is not registered, the S-CSCF shall proceed beginning with step 1 below. Otherwise, the S-CSCF shall proceed beginning with step 2 below.

1)
after performing the Cx Server Assignment procedure with the HSS, as described in 3GPP TS 29.228 [14], store the following information in the local data:

a)
the list of public user identities, including the registered own public user identity and its associated set of implicitly registered public user identities and wildcarded public user identities due to the received REGISTER request. Each public user identity is identified as either barred or non-barred; and,

b)
all the service profile(s) corresponding to the public user identities being registered (explicitly or implicitly), including initial Filter Criteria(the initial Filter Criteria for the Registered and common parts is stored and the unregisterd part is retained for possible use later - in the case of the S-CSCF is retained if the user becomes unregistered);

NOTE 1:
There might be more than one set of initial Filter Criteria received because some implicitly registered public user identities that are part of the same implicit registration set belong to different service profiles.

2)
update registration bindings:

a)
bind to each non-barred registered public user identity all registered contact information including all header parameters contained in the Contact header field and all associated URI parameters, with the exception of the URI "pub-gruu" and "temp-gruu" parameters as specified in draft-ietf-sip-gruu [93], and store information for future use;

b)
for each binding that contains a "+sip.instance" header field parameter, assign a new temporary GRUU, as specified in subclause 5.4.7A.3.

NOTE 2:
There might be more then one contact information available for one public user identity.

NOTE 3:
The barred public user identities are not bound to the contact information.

3)
check whether a Path header was included in the REGISTER request and construct a list of preloaded Route headers from the list of entries in the received Path header. The S-CSCF shall preserve the order of the preloaded Route headers and bind them to the contact information that was received in the REGISTER message;

NOTE 4:
If this registration is a reregistration or an initial registration (i.e., there are previously registered public user identities belonging to the user that have not been deregistered or expired), then a list of pre-loaded Route headers will already exist. The new list replaces the old list.

4)
determine the duration of the registration by checking the value of the Expires header in the received REGISTER request. The S-CSCF may reduce the duration of the registration due to local policy or send back a 423 (Interval Too Brief) response specifying the minimum allowed time for registration;

5)
store the icid parameter received in the P-Charging-Vector header;

6)
if an orig-ioi parameter is received in the P-Charging-Vector header, store the value of the received orig-ioi parameter; and
NOTE 5:
Any received orig-ioi parameter will be a type 1 orig-ioi. The type 1 orig-ioi identifies the network from which the request was sent.

7)
create a 200 (OK) response for the REGISTER request.
5.4.1.2.2F
Successful registration
If a 200 (OK) response is to be sent to a protected REGISTER request, the S-CSCF shall, in addition to any contents identified elsewhere in subclause 5.4.1.2, include:
a)
the list of received Path headers;

b)
a P-Associated-URI header containing the list of the registered public user identity and its associated set of implicitly registered public user identities and wildcarded public user identities. The first URI in the list of public user identities supplied by the HSS to the S-CSCF will indicate the default public user identity to be used by the S-CSCF. The public user identity indicated as the default public user identity must be a registered public user identity. The S-CSCF shall place the default public user identity as the first entry in the list of URIs present in the P-Associated-URI header. The default public user identity will be used by the P-CSCF in conjunction with the procedures for the P-Asserted-Identity header, as described in subclause 5.2.6.3. If the S-CSCF received a display name from the HSS for a public user identity, then the S-CSCF shall populate the P-Associated-URI header entry for that public identity with the associated display name. The S-CSCF shall not add a barred public user identity to the list of URIs in the P-Associated-URI header;

NOTE 1:
The P-Associated-URI header lists only the public user identity and its associated set of implicitly registered public user identities and wildcarded public user identities that have been registered, rather than the list of user's URIs that may be either registered or unregistered as specified in the RFC 3455 [52]. If the registered public user identity which is not barred does not have any other associated public user identities or wildcarded public user identities, the P-Associated-URI header lists only the registered public user identity itself, rather than an empty P-Associated-URI header as specified in RFC 3455 [52].
c)
a Service-Route header containing:

-
the SIP URI identifying the S-CSCF containing an indication that requests routed via the service route (i.e. from the P-CSCF to the S-CSCF) are treated as for the UE-originating case. This indication may e.g. be in a URI parameter, a character string in the user part of the URI or be a port number in the URI; and,

-
if network topology hiding is required a SIP URI identifying an IBCF as the topmost entry;

d)
a P-Charging-Function-Addresses header containing the values received from the HSS if the P-CSCF is in the same network as the S-CSCF. It can be determined if the P-CSCF is in the same network as the S-CSCF by the contents of the P-Visited-Network-ID header field included in the REGISTER request;

e)
a P-Charging-Vector header containing the orig-ioi parameter, if received in the REGISTER request and a type 1 term-ioi parameter. The S-CSCF shall set the type 1 term-ioi parameter to a value that identifies the sending network of the response and the orig-ioi parameter is set to the previously received value of orig-ioi;

f)
a Contact header listing all contact addresses for this public user identity, including all saved header and URI parameters (including all ICSI values and IARI values) received in the Contact header field of the REGISTER request, and
g)
gruus in the Contact header. If the REGISTER request contained a Required or Supported header containing the value "gruu" then for each contact address in the contact header that has a +sip.instance header parameter, add "pub-gruu" and "temp-gruu" header parameters. The values of these parameters shall contain, respectively, the public GRUU and the most recently assigned temporary GRUU representing (as specified in subclause 5.4.7A) the association between the public user identity from the To header in the REGISTER request and the instance ID contained in the +sip.instance parameter.

NOTE 2:
There might be other contact addresses available, that other UEs have registered for the same public user identity.

and send the so created 200 (OK) response to the UE.
For all service profiles in the implicit registration set, the S-CSCF shall send a third-party REGISTER request, as described in subclause 5.4.1.7, to each AS that matches the Filter Criteria of the service profile from the HSS for the REGISTER event; and,

NOTE 3:
If this registration is a reregistration, the Filter Criteria already exists in the local data.
NOTE 4:
If the same AS matches the Filter Criteria of several service profiles for the event of REGISTER request, then the AS will receive several third-party REGISTER requests. Each of these requests will include a public user identity from the corresponding service profile.

The S-CSCF shall consider the public user identity being registered to be bound to the contact address specified in the Contact header for the duration indicated in the Expires header.

**** next change ****

7.2A.2
Extension to Authorization header

7.2A.2.1
Introduction

This extension defines a new auth-param for the Authorization header used in REGISTER requests. For more information, see RFC 2617 [21] subclause 3.2.2.

7.2A.2.2
Syntax

The syntax of auth-param for the Authorization header is specified in table 7.5.

Table 7.5: Syntax of auth-param for Authorization header

auth-param = "integrity-protected" EQUAL ("yes" / "no" / "tls-pending" / "tls-yes" / "ip-assoc-pending" / "ip-assoc-yes" / "auth-done")

7.2A.2.3
Operation

This authentication parameter is inserted in the Authorization header of all the REGISTER requests. The value of the "integrity protected" field in the auth-param parameter is set as specified in subclause 5.2.2. This information is used by S-CSCF to decide whether to challenge the REGISTER request or not, as specified in subclause 5.4.1.

The values in the "integrity-protected" field are defined as follows:

"yes":
indicates that a REGISTER request received in the P-CSCF is protected using an IPsec security association and IMS AKA is used as authentication scheme.

"no":
indicates that a REGISTER request received in the P-CSCF is not protected using an IPsec security association and IMS AKA is used as authentication scheme, i.e. this is an initial REGISTER request with the Authorization header not containing a challenge response.

"tls-yes":
indicates that a REGISTER request is received in the P-CSCF protected over a TLS connection and the Session ID, IP address and port for the TLS connection are already bound to a private user identity. The S-CSCF will decide whether or not to challenge such a REGISTER request based on its policy. This is used in case of SIP digest with TLS.
"tls-pending":
indicates that a REGISTER request is received in the P-CSCF protected over a TLS connection and the Session ID, IP address and port for the TLS connection are not yet bound to a private user identity. The S-CSCF shall challenge such a REGISTER request if it does not contain an Authorization header with a challenge response or if the verification of the challenge response fails. This is used in case of SIP digest with TLS.

"ip-assoc-yes":

indicates that a REGISTER request received in the P-CSCF does map to an existing IP association in case SIP digest without TLS is used.

"ip-assoc-pending":
indicates that a REGISTER request received in the P-CSCF does not map to an existing IP association, and does contain a challenge response in case SIP digest without TLS is used.
"auth-done":
indicates that a REGISTER request is sent from an entity that is trusted and has authenticated the identities used in the REGISTER request. An example for such an entity is the MSC server enhanced for ICS. The S-CSCF shall skip authentication.
NOTE 1: 
In case of SIP digest with TLS is used, but the REGISTER request was not received over TLS, the P-CSCF does not include an "integrity-protected" field in the auth-param to indicate that an initial REGISTER request was not received over an existing TLS session. The S-CSCF will always challenge such a REGISTER request.

NOTE 2:
In case of SIP digest without TLS is used, but the REGISTER request was not received over TLS, the P-CSCF does not include an "integrity-protected" field in the auth-param to indicate that the REGISTER request does not map to an existing IP association, and does not contain a challenge response. The S-CSCF will always challenge such a REGISTER request.
NOTE 3:
The value "yes" is also used when an initial REGISTER request contains an Authorization header with a challenge response as in this case the IPsec association is already in use, and its use by the UE implicitly authenticates the UE. This is a difference to TLS case where the use of TLS alone does not yet implicitly authenticates the UE. Hence in the TLS case, for an initial REGISTER request containing an Authorization header with a challenge response the value "tls-pending" and not "tls-yes" is used.
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