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* * * First Change * * * *

5.2.3

Authentication Procedures

5.2.3.1
Authentication Information Retrieval
5.2.3.1.1
General
The Authentication Information Retrieval Procedure shall be used by the MME and by the SGSN to request Authentication Information from the HSS.

This procedure is mapped to the commands Authentication-Information-Request/Answer (AIR/AIA) in the Diameter application specified in chapter 7. 

Table 5.2.3.1.1/1 specifies the involved information elements for the request.

Table 5.2.3.1.1/2 specifies the involved information elements for the answer.

Table 5.2.3.1.1/1: Authentication Information Request

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	User Name

(See IETF RFC 3588 [4])
	User-Name
	M
	This information element shall contain the permanent identity of the user, i.e. the IMSI. See 3GPP TS 23.003 [3].

	Supported Features
(See 7.3.10)
	Supported-Features
	O
	If present, this information element shall contain the list of features supported by the origin host.

	Requested E-UTRAN Authentication Info

(See 7.3.11)
	Requested-EUTRAN-Authentication-Info
	C
	This information element shall contain the information related to authentication requests for E-UTRAN.

	Requested UTRAN/GERAN Authentication Info

(See 7.3.12)
	Requested-UTRAN-GERAN Authentication-Info
	C
	This information element shall contain the information related to authentication requests for UTRAN or GERAN.

	Visited PLMN ID

(See 7.3.9)
	Visited-PLMN-ID
	M
	This IE shall contain the MCC and the MNC of the visited PLMN, see 3GPP TS 23.003 [3].

	Requesting Node Type
(See 7.3.61)
	Requesting-Node-Type
	O
	This AVP shall indicate the type of node requesting authentication vectors from HSS, and it shall have 3 possible values:

1) MME (this shall indicate that the requesting node is a stand alone MME)

2) SGSN (this shall indicate that the requesting node is a stand alone SGSN)

3) MME/SGSN (this indicate that the requesting node is a combined MME/SGSN)




* * * Next Change * * * *

5.2.3.1.3
Detailed behaviour of the HSS
When receiving an Authentication Information request the HSS shall check whether the IMSI is known.

If it is not known, a result code of DIAMETER_ERROR_USER_UNKNOWN is returned. If it is known, but the subscriber has no EPS or GPRS subscription, the HSS may (as a configuration option) return a result code of DIAMETER_ERROR_UNKNOWN_EPS_SUBSCRIPTION.

The HSS shall then request the AuC to generate the corresponding requested Authentication Vectors (AVs). Subject to load considerations, less AVs than the requested number of AVs may be generated. 

If the Immediate Response Preferred parameter has been received, the HSS needs to determine the number of Authentication Vectors that need be requested from the AuC. 

When receiving AVs from the AuC, the HSS shall generate the KASME before sending the response to the MME. For details see 3GPP TS 33.401 [5]. KASME generation is not performed before sending the response to the SGSN. Before sending the response to a combined MME/SGSN, the HSS needs to determine whether KASME generation is to be performed based on the Immediate Response Preferred parameter.
The HSS may use the value received in the Requesting-Node-Type AVP to indicate the AuC the type of node requesting authentication vectors, so the AuC can keep separate sequence number (SQN) in the generated vectors.
If the Requested-EUTRAN-Authentication-Info AVP is present in the request, the HSS shall download E-UTRAN authentication vectors to the MME. If the Requested-UTRAN-GERAN-Authentication-Info AVP is present in the request, the HSS shall download UTRAN or GERAN authentication vectors to the SGSN.
The HSS shall then return the result code DIAMETER_SUCCESS and the generated AVs (if any) to the MME or SGSN.


If the Immediate Response Preferred parameter has been received for E-UTRAN or UTRAN/GERAN the HSS needs to determine the number of authentication vectors to be requested to the AuC.
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