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A.5
Procedures at the CS-IBCF

A.5.1
General 

A.5.2
CS-IBCF as an exit point

A.5.2.0
Initial requests

A.5.2.1
THIG functionality in the CS-IBCF
A.5.2.1.a
General

The following procedures shall only be applied if network topology hiding is required by the network. The network requiring network topology hiding is called the hiding network.

NOTE:
Requests and responses are handled independently therefore no state information is needed for that purpose within a CS-IBCF.

The CS-IBCF shall apply network topology hiding to all headers which reveal topology information, such as Via, Route, Record-Route, and Path. Therefore the CS-IBCF shall: 

-
either act as a B2BUA, i.e. set above headers as defined for aSIP user agent client by IETF RFC 3261 [20],

-
or as an option follow the procedures defined in A.5.2.1.b.

Upon receiving an incoming initial request for which network topology hiding has to be applied and which includes a Record-Route header, the CS-IBCF shall add its own routeable SIP URI to the top of the Record-Route header.

A.5.2.1.b
Encryption for network topology hiding

Upon receiving an outgoing request/response from the hiding network the CS-IBCF shall perform the encryption for network topology hiding purposes, i.e. the CS-IBCF shall:

1)
use the whole header values which were added by one or more specific entity of the hiding network as input to encryption;

2)
not change the order of the headers subject to encryption when performing encryption;

3)
use for one encrypted string all received consecutive header entries subject to encryption, regardless if they appear in separate consecutive headers or if they are consecutive entries in a comma separated list in one header;

4)
construct a hostname that is the encrypted string;

5)
append a "tokenized-by" parameter and set it to the value of the encrypting network's name, after the constructed hostname;

6)
form one valid entry for the specific header out of the resulting NAI, e.g. prepend "SIP/2.0/UDP" for Via headers or "sip:" for Path, Route and Record-Route headers;

7)
if the CS-IBCF encrypted an entry in the Route header, then it also inserts its own URI before the topmost encrypted entry; and

8)
if the CS-IBCF encrypted an entry in the Via header, then it also inserts its own URI before the topmost encrypted entry.

NOTE:
Even if consecutive entries of the same network in a specific header are encrypted, they will result in only one encrypted header entry. For example:

Via: SIP/2.0/UDP ibcf1.home1.net;lr, 


 SIP/2.0/UDP Token(
SIP/2.0/UDP msc2.home1.net;lr, 








SIP/2.0/UDP msc1.home1.net;lr);











tokenized-by=home1.net, 


 SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]

A.5.2.2
ALG functionality in the CS-IBCF
The CS-IBCF shall only apply the following procedures if application level gateway functionality is required by the network.

The CS-IBCF acts as a B2BUA when it performs ALG functionality. The CS-IBCF, although acting as a UA, does not initiate any registration of its associated addresses. These are assumed to be known by peer-to-peer arrangements within the  SIP-I based CS domain.

In case the initial INVITE request is received from own network, i.e. the CS-IBCF acts as an exit point, the CS-IBCF shall generate a new initial INVITE request and forward it to the entry point of the other network.
The internal function of the CS-IBCF as an ALG is equal to that one defined in 3GPP TS 29.162 [xx].

Editor’s Note: it is FFS if 3GPP TS 29.162 needs to be updated in order to reuse in CS domain the already specified “IP Version Interworking at the IMS-ALG/TrGW”.
A.5.2.3
Screening of SIP-I signalling
A.5.2.3.a
General

This section relates to the screening of the SIP headers and SDP of the SIP-I signalling for policing purposes. Inspection of ISUP MIME bodies is out of the scope of this specification. 

The CS-IBCF shall act as a B2BUA when it performs screening of SIP signalling functionality. In this case the B2BUA behaviour of the CS-IBCF shall comply with the description given in subclause A.5.2.2 for the ALG functionality.

NOTE:
Many headers are intended for end-to-end operation; removal of such headers will impact the intended end-to-end operation between nodes. Additionally security mechanisms covering SIP headers are not precluded; any such removal can prevent validation of all headers covered by the security mechanism.
NOTE:
SIP-I screening is normally done by the MSC,where the encapsulated ISUP message and the SIP headers are consistently screened. 
A.5.2.3.b
CS-IBCF procedures for SIP headers

If specified by local policy rules, the CS-IBCF may omit or modify any received SIP headers prior to forwarding SIP messages, with some exceptions.

NOTE 1:
If the CS-IBCF modifies SIP information elements (SIP headers, SIP message bodies) other than as specified by SIP procedures (e.g., IETF RFC 3261 [xx]) caution needs to be taken that SIP functionality (e.g., routeing using Route, Record-Route and Via) is not impacted in a way that could create interoperability problems with networks that assume that this information is not modified.
NOTE 2:
Where operator requirements can be achieved by configuration hiding, then these procedures can be used in preference to screening.

A.5.2.3.c
CS-IBCF procedures for SIP message bodies

If IP address translation (NA(P)T or IP version interworking) occurs on the user plane, the CS-IBCF shall modify SDP according to 3GPP TS 29.162 [xx].
Editor’s Note: it is FFS if 3GPP TS 29.162 [xx] needs to be updated in order to reuse in CS domain the already specified “IP Version Interworking at the IMS-ALG/TrGW”.


A.5.2.4
Charging functionality in the CS-IBCF

Editor’s Note: This section relates to the charging/accounting functionality based on information included in the SIP headers and/or in SDP of the SIP-I signalling. 
A.5.3
CS-IBCF as an entry point
A.5.3.1
THIG functionality in the CS-IBCF
A.5.3.1.a
General

The following procedures shall only be applied if network topology hiding is required by the network. The network requiring network topology hiding is called the hiding network.

NOTE:
Requests and responses are handled independently therefore no state information is needed for that purpose within a CS-IBCF.

The CS-IBCF shall apply network topology hiding to all headers which reveal topology information, such as Via, Route, Record-Route, and Path. Therefore the CS-IBCF shall 

-
either act as a B2BUA, i.e. set above headers as defined for aSIP user agent client by IETF RFC 3261 [20],
-
or as an option follow the procedures defined in A.5.3.1.b. 
The CS-IBCF shall not screen SIP parameters for which there is a related ISUP parameter defined within ITU-T Q.1912.5 [6].

NOTE:
SIP-I screening is normally done by the MSC,where the encapsulated ISUP message and the SIP headers are consistently screened. 
Upon receiving an incoming initial request for which network topology hiding has to be applied and which includes a Record-Route header, the CS-IBCF shall add its own routeable SIP URI to the top of the Record-Route header.

A.5.3.1.b
Decryption for network topology hiding

Upon receiving and incoming requests/response to the hiding network the CS-IBCF shall perform the decryption for network topology hiding purposes, i.e. the CS-IBCF shall:

1)
identify hostnames encrypted by the network this CS-IBCF belongs to within all headers of the incoming message;

2)
use those hostnames that carry the identification of the hiding network within the value of the "tokenized-by" parameter as input to decryption;

3)
use as encrypted string the hostname which follows the sent-protocol (for Via Headers, e.g. "SIP/2.0/UDP") or the URI scheme (for Route and Record-Route Headers, e.g. "sip:");

4)
replace all content of the received header which carries encrypted information with the entries resulting from decryption.

EXAMPLE:
An encrypted entry to a Via header that looks like:

Via:

SIP/2.0/UDP Token(SIP/2.0/UDP msc2.home1.net;lr, 

SIP/2.0/UDP msc1.home1.net;lr);tokenized-by=home1.net

will be replaced with the following entries:

Via: SIP/2.0/UDP msc2.home1.net;lr, SIP/2.0/UDP msc1.home1.net;lr

NOTE:
Motivations for these decryption procedures are e.g. to allow the correct routeing of a response through the hiding network, to enable loop avoidance within the hiding network, or to allow the entities of the hiding network to change their entries within e.g. the Record-Route header.
A.5.3.2
ALG functionality in the CS-IBCF
The CS-IBCF shall only apply the following procedures if application level gateway functionality is required by the network.

The CS-IBCF acts as a B2BUA when it performs ALG functionality. The CS-IBCF, although acting as a UA, does not initiate any registration of its associated addresses. These are assumed to be known by peer-to-peer arrangements within the  SIP-I based CS domain.

When the CS-IBCF receives an initial INVITE request from another SIP network, i.e. the CS-IBCF acts as an entry point, the CS-IBCF shall generate a new initial INVITE request and forward it to the (G)MSC Server. 

The internal function of the CS-IBCF as an ALG is equal to that one defined in 3GPP TS 29.162 [xx].

Editor’s Note: it is FFS if 3GPP TS 29.162 [xx] needs to be updated in order to reuse in CS domain the already specified “IP Version Interworking at the IMS-ALG/TrGW”.
A.5.3.3
Screening of SIP-I signalling
The text in subclause A.5.2.3 applies without changes.

A.5.3.4
Charging functionality in the CS-IBCF

Editor’s Note: This section relates to the charging/accounting functionality based on information included in the SIP headers and/or in SDP of the SIP-I signalling. 

*****************End of 2nd Change***************
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