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PROPOSED CHANGE

5.2.2
Registration (with security association set-up)
The P‑CSCF shall be prepared to receive only the initial REGISTER requests on the SIP default port values as specified in RFC 3261 [26]. The P‑CSCF shall also be prepared to receive only the initial REGISTER requests on the port advertised to the UE during the P‑CSCF discovery procedure.

When the P‑CSCF receives a REGISTER request from the UE, the P‑CSCF shall:

1)
insert a Path header in the request including an entry containing: 

-
the SIP URI identifying the P‑CSCF;

-
an indication that requests routed in this direction of the path (i.e. from the S‑CCF towards the P‑CSCF) are expected to be treated as for the UE-terminating case. This indication may e.g. be in a parameter in the URI, a character string in the user part of the URI, or be a port number in the URI;

2)
insert a Require header containing the option tag "path";

3)
insert a P‑Charging-Vector header with the icid parameter populated as specified in 3GPP TS 32.260 [17] and a type 1 orig-ioi parameter. The P‑CSCF shall set the type 1 orig-ioi parameter to a value that identifies the sending network of the request. The P‑CSCF shall not include the type 1 term-ioi parameter;
4)
insert the parameter "integrity-protected" (described in subclause 7.2A.2) with a value "yes" into the Authorization header field in case the REGISTER request was either received protected with the security association created during an ongoing authentication procedure and includes an authentication challenge response (i.e. RES parameter), or it was received on the security association created during the last successful authentication procedure and with no authentication challenge response (i.e. no RES parameter), otherwise insert the parameter with the value "no";

5)
in case the REGISTER request was received without protection, then check the existence of the
Security-Client header. If the header is present, then remove and store it. If the header is not present, then the P‑CSCF shall return a suitable 4xx response;

6)
in case the REGISTER request was received protected, then the P‑CSCF shall:

a)
check the security association which protected the request. If the security association is a temporary one, then the request is expected to contain a Security-Verify header in addition to a Security-Client header. If there are no such headers, then the P‑CSCF shall return a suitable 4xx response. If there are such headers, then the P‑CSCF shall compare the content of the Security-Verify header with the content of the Security-Server header sent earlier and the content of the Security-Client header with the content of the Security-Client header received in the challenged REGISTER. If those do not match, then there is a potential man-in-the-middle attack. The request should be rejected by sending a suitable 4xx response. If the contents match, the P‑CSCF shall remove the Security-Verify and the Security-Client header;

b)
if the security association the REGISTER request was received on, is an already established one, then:

-
the P‑CSCF shall remove the Security-Verify header if it is present;

-
a Security-Client header containing new parameter values is expected. If this header or any required parameter is missing, then the p‑CSCF shall return a suitable 4xx response;

-
the p‑CSCF shall remove and store the Security-Client header before forwarding the request to the S‑CCF; and

c)
check if the private user identity conveyed in the Authorization header of the protected REGISTER request is the same as the private user identity which was previously challenged or authenticated. If the private user identities are different, the p‑CSCF shall reject the REGISTER request by returning a 403 (Forbidden) response;
7)
insert a P-Visited-Network-ID header field, with the value of a pre-provisioned string that identifies the visited network at the home network;

8)
if the p‑CSCF is located in the visited network, and local policy requires the application of IBCF capabilities in the visited network towards the home network, forward the request to an IBCF in the visited network

If the selected exit point:

-
does not respond to the REGISTER request and its retransmissions by the P‑CSCF; or

-
sends back a 3xx response or 480 (Temporarily Unavailable) response to a REGISTER request;

the p‑CSCF shall select a new exit point and forward the original REGISTER request.
NOTE 1:
The list of the exit points can be either obtained as specified in RFC 3263 [27A] or provisioned in the P‑CSCF.
If the P‑CSCF fails to forward the REGISTER request to any exit point, the P‑CSCF shall send back a 504 (Server Time-Out) response to the user, in accordance with the procedures in RFC 3261 [26] unless local policy allows omitting the exit point; and

NOTE 2:
If the P‑CSCF forwards the request to an IBCF in the visited network, the IBCF can determine the entry point of the home network, using the same mechanisms as described in note 1 above. In that case the P‑CSCF does not need to determine the entry point of the home network.

9)
determine the entry point of the home network and forward the request to that entry point.

If the selected entry point:

-
does not respond to the REGISTER request and its retransmissions by the P‑CSCF; or

-
sends back a 3xx response or 480 (Temporarily Unavailable) response to a REGISTER request;

the P‑CSCF shall select a new entry point and forward the original REGISTER request. 

NOTE 3:
The list of the entry points can be either obtained as specified in RFC 3263 [27A] or provisioned in the P‑CSCF.
If the P‑CSCF fails to forward the REGISTER request to any entry point, the P‑CSCF shall send back a 504 (Server Time-Out) response to the user, in accordance with the procedures in RFC 3261 [26]. 

When the P‑CSCF receives a 401 (Unauthorized) response to a REGISTER request, the P‑CSCF shall:

1)
delete any temporary set of security associations established towards the UE;

2)
remove the CK and IK values contained in the 401 (Unauthorized) response and bind them to the proper private user identity and to the temporary set of security associations which will be setup as a result of this challenge. The P‑CSCF shall forward the 401 (Unauthorized) response to the UE if and only if the CK and IK have been removed;

3)
insert a Security-Server header in the response, containing the P‑CSCF static security list and the parameters needed for the security association setup, as specified in annex H of 3GPP TS 33.203 [19]. The P‑CSCF shall support the "ipsec-3gpp" security mechanism, as specified in RFC 3329 [48]. The P‑CSCF shall support the IPsec layer algorithms for integrity and confidentiality protection as defined in 3GPP TS 33.203 [19] and shall announce support for them according to the procedures defined in RFC 3329 [48];
4)
set up the temporary set of security associations with a temporary SIP level lifetime between the UE and the P‑CSCF for the user identified with the private user identity. For further details see 3GPP TS 33.203 [19] and RFC 3329 [48]. The P‑CSCF shall set the temporary SIP level lifetime for the temporary set of security associations to the value of reg-await-auth timer; and

5)
send the 401 (Unauthorized) response to the UE using the security association with which the associated REGISTER request was protected, or unprotected in case the REGISTER request was received unprotected.

NOTE 4:
The challenge in the 401 (Unauthorized) response sent back by the S‑CCF to the UE as a response to the REGISTER request is piggybacked by the P‑CSCF to insert the Security-Server header field in it. The S‑CCF authenticates the UE, while the P‑CSCF negotiates and sets up two pairs of security associations with the UE during the same registration procedure. For further details see 3GPP TS 33.203 [19].

When the P‑CSCF receives a 200 (OK) response to a REGISTER request, the P‑CSCF shall check the value of the Expires header field and/or Expires parameter in the Contact header. When the value of the Expires header field and/or expires parameter in the Contact header is different than zero, then the P‑CSCF shall:

1)
save the list of Service-Route headers preserving the order. The P‑CSCF shall store this list during the entire registration period of the respective public user identity. The P‑CSCF shall use this list to validate the routeing information in the requests originated by the UE. If this registration is a reregistration, the P‑CSCF shall replace the already existing list of Service-Route headers with the new list;

2)
associate the Service-Route header list with the registered public user identity;

3)
store the public user identities and wildcarded public user identities, found in the P-Associated-URI header value, including any associated display names, and associate them to the registered public user identity, i.e. the registered public user identity and its associated set of implicitly registered public user identities and implicitly registered wildcarded public user identities;

4)
store the default public user identity, including its associated display name, if provided, for use with procedures for the P-Asserted-Identity header. The default public user identity is the first on the list of URIs present in the P-Associated-URI header;

NOTE 5:
There can be more than one default public user identity stored in the P‑CSCF, as the result of the multiple registrations of public user identities.

5)
store the values received in the P‑Charging-Function-Addresses header; 

6)
if a term-ioi parameter is received in the P‑Charging-Vector header, store the value of the received term-ioi parameter; 

NOTE 6:
Any received term-ioi parameter will be a type 1 term-ioi. The type 1 term-ioi identifies the home network of the registered user.

7)
if an existing set of security association is available, set the SIP level lifetime of the security association to the longest of either the previously existing security association lifetime, or the lifetime of the just completed registration plus 30 seconds;

8)
if a temporary set of security associations exists, change the temporary set of security associations to a newly established set of security associations, i.e. set its SIP level lifetime to the longest of either the previously existing set of security associations SIP level lifetime, or the lifetime of the just completed registration plus
30 seconds; and

9)
protect the 200 (OK) response to the REGISTER request within the same security association to that in which the request was protected.

When receiving a SIP message (including REGISTER requests) from the UE over the newly established set of security associations that have not yet been taken into use, the P‑CSCF shall:

1)
reduce the SIP level lifetime of the old set of security associations towards the same UE to 64*T1 (if currently longer than 64*T1); and

2)
use the newly established set of security associations for further messages sent towards the UE as appropriate (i.e. take the newly established set of security associations into use).

NOTE 7:
In this case, the P‑CSCF will send requests towards the UE over the newly established set of security associations. Responses towards the UE that are sent via UDP will be sent over the newly established set of security associations. Responses towards the UE that are sent via TCP will be sent over the same set of security associations that the related request was received on.

NOTE 8:
When receiving a SIP message (including REGISTER requests) from the UE over a set of security associations that is different from the newly established set of security associations, the P‑CSCF will not take any action on any set of security associations.

When the SIP level lifetime of an old set of security associations is about to expire, i.e. their SIP level lifetime is shorter than 64*T1 and a newly established set of security associations has not been taken into use, the P‑CSCF shall use the newly established set of security associations for further messages towards the UE as appropriate (see note 5).

When sending the 200 (OK) response for a REGISTER request that concludes a re-authentication, the P‑CSCF shall:

1)
keep the set of security associations that was used for the REGISTER request that initiated the re‑authentication;

2)
keep the newly established set of security associations created during this authentication;

3)
delete, if existing, any other set of security associations towards this UE immediately; and

4)
go on using for further requests sent towards the UE the set of security associations that was used to protect the REGISTER request that initiated the re-authentication.

When sending the 200 (OK) response for a REGISTER request that concludes an initial authentication, i.e. the initial REGISTER request was received unprotected, the P‑CSCF shall:

1)
keep the newly established set of security associations created during this authentication;

2)
delete, if existing, any other set of security associations towards this UE immediately; and

3)
use the kept newly established set of security associations for further messages sent towards the UE.

NOTE 9:
The P‑CSCF will maintain two Route header lists. The first Route header list - created during the registration procedure - is used only to validate the routeing information in the initial requests that originate from the UE. This list is valid during the entire registration of the respective public user identity. The second Route list - constructed from the Record Route headers in the initial INVITE and associated response - is used during the duration of the call. Once the call is terminated, the second Route list is discarded.

The P‑CSCF shall delete any security association from the IPsec database when their SIP level lifetime expires.

The handling of the security associations at the P‑CSCF is summarized in table 5.2.2-1.

Table 5.2.2-1: Handling of security associations at the P‑CSCF

	
	Temporary set of security associations
	Newly established set of security associations
	Old set of security associations

	SIP message received over newly established set of security associations that have not yet been taken into use
	No action
	Take into use
	Reduce SIP level lifetime to 64*T1, if lifetime is larger than 64*T1

	SIP message received over old set of security associations
	No action
	No action
	No action

	Old set of security associations currently in use will expire in 64*T1
	No action
	Take into use
	No action 

	Sending an authorization challenge within a 401 (Unauthorized) response for a REGISTER request
	Create

Remove any previously existing temporary set of security associations 
	No action
	No action

	Sending 200 (OK) response for REGISTER request that concludes re-authentication
	Change to a newly established set of security associations
	Convert to and treat as old set of security associations (see next column)
	Continue using the old set of security associations over which the REGISTER request, that initiated the re-authentication was received.

Delete all other old sets of security associations immediately

	Sending 200 (OK) response for REGISTER request that concludes initial authentication
	Change to a newly established set of security associations and take into use immediately
	Convert to old set of security associations, i.e. delete
	Delete


PROPOSED CHANGE

5.2.2A
Registration without security association set-up

The P‑CSCF shall be prepared to receive the initial REGISTER requests on the SIP default port values as specified in RFC 3261 [26]. The P‑CSCF shall also be prepared to receive the initial REGISTER requests on the port advertised to the UE during the P‑CSCF discovery procedure.

When the P‑CSCF receives a REGISTER request from the UE, the P‑CSCF shall:

1)
insert a Path header in the request including an entry containing: 

-
the SIP URI identifying the P‑CSCF;

-
an indication that requests routed in this direction of the path (i.e. from the S‑CCF towards the P‑CSCF) are expected to be treated as for the UE-terminating case. This indication may e.g. be in a parameter in the URI, a character string in the user part of the URI, or be a port number in the URI;

2)
insert a Require header containing the option tag "path";

3)
insert a P‑Charging-Vector header with the icid parameter populated as specified in 3GPP TS 32.260 [17] and a type 1 orig-ioi parameter. The P‑CSCF shall set the type 1 orig-ioi parameter to a value that identifies the sending network of the request. The P‑CSCF shall not include the type 1 term-ioi parameter;

4)
insert a P-Visited-Network-ID header field, with the value of a pre-provisioned string that identifies the visited network at the home network; 

5)
if the P‑CSCF is located in the visited network, and local policy requires the application of IBCF capabilities in the visited network towards the home network, forward the request to an IBCF in the visited network

If the selected exit point: 

-
does not respond to the REGISTER request and its retransmissions by the P‑CSCF; or

-
sends back a 3xx response or 480 (Temporarily Unavailable) response to a REGISTER request;

the P‑CSCF shall select a new exit point and forward the original REGISTER request. 

NOTE 1:
The list of the exit points can be either obtained as specified in RFC 3263 [27A] or provisioned in the P‑CSCF.
If the P‑CSCF fails to forward the REGISTER request to any exit point, the P‑CSCF shall send back a 408 (Request Timeout) response or 504 (Server Time-Out) response to the user, in accordance with the procedures in RFC 3261 [26] unless local policy allows omitting the exit point; and

NOTE 2:
If the P‑CSCF forwards the request to an IBCF in the visited network, the IBCF can determine the entry point of the home network, using the same mechanisms as described in note 1 above. In that case the P‑CSCF does not need to determine the entry point of the home network.

6)
determine the entry point of the home network and forward the request to that entry point.

If the selected entry point:

-
does not respond to the REGISTER request and its retransmissions by the P‑CSCF; or

-
sends back a 3xx response or 480 (Temporarily Unavailable) response to a REGISTER request;

the P‑CSCF shall select a new entry point and forward the original REGISTER request. 

NOTE 3:
The list of the entry points can be either obtained as specified in RFC 3263 [27A] or provisioned in the P‑CSCF.
If the P‑CSCF fails to forward the REGISTER request to any entry point, the P‑CSCF shall send back a 408 (Request Timeout) response or 504 (Server Time-Out) response to the user, in accordance with the procedures in RFC 3261 [26]. 

When the P‑CSCF receives a 200 (OK) response to a REGISTER request, the P‑CSCF shall check the value of the Expires header field and/or Expires parameter in the Contact header. When the value of the Expires header field and/or expires parameter in the Contact header is different than zero, then the P‑CSCF shall:

1)
save the list of Service-Route headers preserving the order. The P‑CSCF shall store this list during the entire registration period of the respective public user identity. The P‑CSCF shall use this list to validate the routeing information in the requests originated by the UE. If this registration is a reregistration, the P‑CSCF shall replace the already existing list of Service-Route headers with the new list;

2)
associate the Service-Route header list with the registered public user identity;

3)
store an association between the IP source address and port of the initial REGISTER request and the public user identities and wildcarded public user identities found in the P-Associated-URI header value and associate them to the public user identity under registration;

4)
store an association between the IP source address and port of the initial REGISTER request the default public user identity for use with procedures for the P-Asserted-Identity header. The default public user identity is the first on the list of URIs present in the P-Associated-URI header;

NOTE 4:
There can be more than one default public user identity stored in the P‑CSCF, as the result of the multiple registrations of public user identities.

5)
store the values received in the P‑Charging-Function-Addresses header;

6)
if a term-ioi parameter is received in the P‑Charging-Vector header, store the value of the received term-ioi parameter; 

NOTE 5:
Any received term-ioi parameter will be a type 1 term-ioi. The type 1 term-ioi identifies the home network of the registered user.

PROPOSED CHANGE

5.2.6.3
Requests initiated by the UE

When the P‑CSCF receives from the UE an initial request for a dialog or a request for a standalone transaction, and the request contains a P-Preferred-Identity header that matches one of the registered public user identities, the P‑CSCF shall identify the initiator of the request by that public user identity.

Editor's note: It is FFS how the identity procedures are affected when the initial requests originates from a corporate network. 

NOTE 1:
If no security association was set-up during registration, the P‑CSCF identifies the initiator of the request by matching the IP source address and port of the request with the IP source address entries stored during the registration for which it holds the list of registered public user identities.

When the P‑CSCF receives from the UE an initial request for a dialog or a request for a standalone transaction, and the request contains a P-Preferred-Identity header that does not match one of the registered public user identities, or does not contain a P-Preferred-Identity header, the P‑CSCF shall identify the initiator of the request by a default public user identity. If there is more than one default public user identity available, the P‑CSCF shall randomly select one of them.

NOTE 2:
If no security association was set-up during registration, the P‑CSCF identifies the initiator of the request by matching the IP source address and port of the request with the IP source address entries stored during the registration for which it holds one or more default public user identities.

NOTE 31:
The contents of the From header do not form any part of this decision process.

NOTE 42: The display-name portion of the P-Preferred-Identity header and the registered public user identities is not included in the comparison to determine a match.

When the P‑CSCF receives from the UE an initial request for a dialog, and a Service-Route header list exists for the initiator of the request, the P‑CSCF shall:

1)
verify that the list of URIs received in the Service-Route header (during the last successful registration or
re-registration) matches the preloaded Route headers in the received request. This verification is done on a per URI basis, not as a whole string. If the verification fails, then the P‑CSCF shall either:

a)
return a 400 (Bad Request) response; the P‑CSCF shall not forward the request, and shall not continue with the execution of steps 2 onwards; or

b)
replace the preloaded Route header value in the request with the value of the Service-Route header received during the last 200 (OK) response for a registration or reregistration;

2)
if the P‑CSCF is located in the visited network, and local policy requires IBCF capabilities in the visited network towards the home network, then the P‑CSCF shall select an IBCF in the visited network and add the URI of the selected IBCF to the topmost Route header;

NOTE 53:
It is implementation dependent as to how the P‑CSCF obtains the address of the IBCF exit point.
3)
add its own address to the Via header. The P‑CSCF Via header entry is built in a format that contains the port number of the P‑CSCF in accordance with the procedures of RFC3261 [26], and either:

a)
the P‑CSCF FQDN that resolves to the IP address; or

b)
the P‑CSCF IP address;

4)
when adding its own SIP URI to the top of the Record-Route header, build the P‑CSCF SIP URI in a format that contains the port number of the P‑CSCF where it awaits subsequent requests from the called party, and either:

a)
the P‑CSCF FQDN that resolves to the IP address; or

b)
the P‑CSCF IP address;

5)
remove the P-Preferred-Identity header, if present, and insert a P-Asserted-Identity header with a value including the display name if previously stored during registration representing the initiator of the request;

6)
add a P‑Charging-Vector header with the icid parameter populated as specified in 3GPP TS 32.260 [17]; and

7)
if the request is an INVITE request, save the Contact, CSeq and Record-Route header field values received in the request such that the P‑CSCF is able to release the session if needed;

before forwarding the request, based on the topmost Route header, in accordance with the procedures of RFC 3261 [26].

When the P‑CSCF receives any 1xx or 2xx response to the above request, the P‑CSCF shall:

1)
store the values received in the P‑Charging-Function-Addresses header;

2)
store the list of Record-Route headers from the received response;

3)
store the dialog ID and associate it with the private user identity and public user identity involved in the session;

4)
if a security association exists, in the response rewrite its own Record Route entry to its own SIP URI that contains the protected server port number of the security association established from the UE to the P‑CSCF and either:

a)
the P‑CSCF FQDN that resolves to the IP address of the security association established from the UE to the P‑CSCF; or


b)
the P‑CSCF IP address of the security association established from the UE to the P‑CSCF; and

NOTE 46:
The P‑CSCF associates two ports, a protected client port and a protected server port, with each pair of security associations. For details on the selection of the protected port values see 3GPP TS 33.203 [19].

5)
if the response corresponds to an INVITE request, save the Contact, From, To and Record-Route header field values received in the response such that the P‑CSCF is able to release the session if needed;

before forwarding the response to the UE in accordance with the procedures of RFC 3261 [26].

When the P‑CSCF receives from the UE a target refresh request for a dialog, the P‑CSCF shall:

1)
verify if the request relates to a dialog in which the originator of the request is involved:

a)
if the request does not relates to an existing dialog in which the originator is involved, then the P‑CSCF shall answer the request by sending a 403 (Forbidden) response back to the originator. The P‑CSCF will not forward the request. No other actions are required; or

b)
if the request relates to an existing dialog in which the originator is involved, then the P‑CSCF shall continue with the following steps;

2)
verify that the list of Route headers in the request matches the stored list of Record-Route headers for the same dialog. This verification is done on a per URI basis, not as a whole string. If the verification fails, then the P‑CSCF shall either:

a)
return a 400 (Bad Request) response; the P‑CSCF shall not forward the request, and shall not continue with the execution of steps 3 onwards; or

b)
replace the Route header value in the request with the stored list of Record-Route headers for the same dialog;

3)
add its own address to the Via header. The P‑CSCF Via header entry is built in a format that contains the port number of the P‑CSCF where it awaits the responses to come, and either:

a)
the P‑CSCF FQDN that resolves to the IP address, or

b)
the P‑CSCF IP address;

4)
when adding its own SIP URI to the Record-Route header, build the P‑CSCF SIP URI in a format that contains the port number of the P‑CSCF where it awaits subsequent requests from the called party, and either:

a)
the P‑CSCF FQDN that resolves to the IP address; or

b)
the P‑CSCF IP address; and

5)
for INVITE dialogs (i.e. dialogs initiated by an INVITE request), replace the saved Contact and Cseq header filed values received in the request such that the P‑CSCF is able to release the session if needed;

NOTE 57:
 The replaced Contact header field value is valid only if a 1xx or 2xx response will be received for the request. In other cases the old value is still valid.

before forwarding the request, based on the topmost Route header, in accordance with the procedures of RFC 3261 [26].

When the P‑CSCF receives a 1xx or 2xx response to the above request, the P‑CSCF shall:

1)
if a security association exists, rewrite the the address and port number of its own Record Route entry to the same value as for the response to the initial request for the dialog; and

2)
replace the saved Contact header value received in the response such that the P‑CSCF is able to release the session if needed;

before forwarding the response to the UE in accordance with the procedures of RFC 3261 [26].

When the P‑CSCF receives from the UE the request for a standalone transaction, and a Service-Route header list exists for the initiator of the request, the P‑CSCF shall:

1)
verify that the list of URIs received in the Service-Route header (during the last successful registration or re-registration) matches the preloaded Route headers in the received request. This verification is done on a per URI basis, not as a whole string. If the verification fails, then the P‑CSCF shall either:

a)
return a 400 (Bad Request) response; the P‑CSCF shall not forward the request, and shall not continue with the execution of steps 3 onwards; or 

b)
replace the preloaded Route header value in the request with the one received during the last registration in the Service-Route header of the 200 (OK) response;

2)
if the P‑CSCF is located in the visited network, and local policy requires IBCF capabilities in the visited network towards the home network, then the P‑CSCF shall select an IBCF in the visited network and add the URI of the selected IBCF to the topmost Route header;
NOTE 68:
 It is implementation dependent as to how the P‑CSCF obtains the address of the IBCF exit point.
3)
remove the P-Preferred-Identity header, if present, and insert a P-Asserted-Identity header with a value, including the display name if previously stored during registration, representing the initiator of the request; and

4)
add a P‑Charging-Vector header with the icid parameter populated as specified in 3GPP TS 32.260 [17];

before forwarding the request, based on the topmost Route header, in accordance with the procedures of RFC 3261 [26].

When the P‑CSCF receives any response to the above request, the P‑CSCF shall:

1)
store the values received in the P‑Charging-Function-Addresses header;

before forwarding the response to the UE in accordance with the procedures of RFC 3261 [26].

When the P‑CSCF receives from the UE subsequent requests other than a target refresh request (including requests relating to an existing dialog where the method is unknown), the P‑CSCF shall:

1)
verify if the request relates to a dialog in which the originator of the request is involved:

a)
if the request does not relates to an existing dialog in which the originator is involved, then the P‑CSCF shall answer the request by sending a 403 (Forbidden) response back to the originator. The P‑CSCF will not forward the request. No other actions are required; or

b)
if the request relates to an existing dialog in which the originator is involved, then the P‑CSCF shall continue with the following steps;

2)
verify that the list of Route headers in the request matches the stored list of Record-Route headers for the same dialog. This verification is done on a per URI basis, not as a whole string. If the verification fails, then the P‑CSCF shall either:

a)
return a 400 (Bad Request) response; the P‑CSCF shall not forward the request, and shall not continue with the execution of steps 3 onwards; or

b)
replace the Route header value in the request with the stored list of Record-Route headers for the same dialog; 
3)
for dialogs that are not INVITE dialogs, add a P‑Charging-Vector header with the icid parameter populated as specified in 3GPP TS 32.260 [17]; and
4)
for INVITE dialogs, replace the saved Cseq header value received in the request such that the P‑CSCF is able to release the session if needed;

before forwarding the request, (based on the topmost Route header,) in accordance with the procedures of RFC 3261 [26].

When the P‑CSCF receives from the UE the request for an unknown method (that does not relate to an existing dialog), and a Service-Route header list exists for the initiator of the request, the P‑CSCF shall:

1)
verify that the list of URIs received in the Service-Route header (during the last successful registration or re‑registration) is included, preserving the same order, as a subset of the preloaded Route headers in the received request. This verification is done on a per URI basis, not as a whole string. If the verification fails, then the P‑CSCF shall either:

a)
return a 400 (Bad Request) response; the P‑CSCF shall not forward the request, and shall not continue with the execution of steps 2 onwards; or 

b)
replace the Route header value in the request with the one received during the last registration in the Service-Route header of the 200 (OK) response; 

2)
if the P‑CSCF is located in the visited network, and local policy requires IBCF capabilities in the visited network towards the home network, then the P‑CSCF shall select an IBCF in the visited network and add the URI of the selected IBCF to the topmost Route header; and
NOTE 79:
It is implementation dependent as to how the P‑CSCF obtains the address of the IBCF exit point.

3)
remove the P-Preferred-Identity header, if present, and insert a P-Asserted-Identity header with a value, including the display name if previously stored during registration, representing the initiator of the request;

before forwarding the request, based on the topmost Route header, in accordance with the procedures of RFC 3261 [26].
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