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Annex C (normative):
NAT Related Procedures

C.1
Support for media traversal of NATs using ICE
The IMS calls out procedures for NAT traversal for media and signaling within IMS. One of the methods supported by IMS for media traversal of NATs is a UE controlled NAT traversal solution based on the IETF Interactive Connectivity Establishment (ICE) protocol [X1]. When a UE uses the ICE protocol for media traversal of NATs, additional enhancements to the existing PCC procedures are necessary to allow for proper ICE operation. 

This annex presents a set of rules that PCC network elements use to build flow descriptors, identify the proper UE IP addresses used by the PCRF for session and bearer binding, and gating control when the ICE procedures are invoked by the UE.
In order for the ICE procedures to work a static, preconfigured PCC rule needs to be in place at the PCEF which allows the UE to perform STUN binding requests prior to offering or answering an SDP.
NOTE 1:
Predefined PCC rules can be created to allow the UE to communicate with the STUN relay much in the same way the UE is allowed to communicate with the IMS network for session management. 

NOTE 2:
Given that a STUN relay is a forwarding server under the direction of the UE, necessary precaution needs to be taken by the operator in how it chooses to craft these rules. It is recommended that such predefined rules only guarantee the minimal amount of bandwidth necessary to accomplish the necessary UE to STUN relay communication. Such an approach helps reduce the resources required to support NAT traversal mechanisms. Finally, such an approach allows the preconfigured rule to be over-ridden by dynamic rules which allow for the necessary bandwidth needed by the session. 

NOTE 3:
The dynamic PCC rule will need to differentiate between different media traffic between UE and STUN relay (e.g. voice vs. video), which can be identified by the different ports assigned by the residential NAT. Session bindings need to take into account that the relevant terminal IP address may be contained within the ICE candidates contained in the session description, rather than in the normal media description.
NOTE 4:
It is assumed that the NAT device is located between the UE and the PCEF. NAT traversal outside of IMS in FBI services is considered FFS in the current 3GPP stage 2 specifications.
NOTE 5:
When a NAT device is located between the UE and the PCEF, it is assumed that the IP CAN session signalling will contain the IP address assigned by the residential NAT, rather than the UE IP address.
NOTE 6:
It is assumed that NAT devices that assign multiple IP addresses for the UE are outside the scope of release 7.
NOTE 7:
In this release, only one IP address per subscription is supported by session binding at the PCRF. Multiple UEs behind a NAT will use the same IP CAN session and IP address.
C.2
P-CSCF procedures
C.2.1
General

The procedures in clause C.2 are only invoked in the case where the local UE (uplink SDP) has utilized the ICE protocol for media traversal of NATs. The P-CSCF can determine this by inspecting the UE provided SDP (uplink) for the "a=candidate" attribute(s). If such attributes are present this is an indication that the UE has invoked the ICE procedures as defined in ietf-draft-mmusic-ice [X1] for media traversal of NATs and the P-CSCF shall follow the requirements in clause C.2.
C.2.2
Deriving the UEs IP address

The P-CSCF shall set the Framed-IP-Address AVP or Framed-IPv6-Prefix AVP to the source IP address of SIP messages received from the UE.
C.2.3
Deriving flow descriptions
In the case where STUN Relay and ICE are used for NAT traversal, the UE is required to place the STUN Relay provided address in the "m=" and "c=" lines of its SDP. Given that these addresses cannot be used by the P-CSCF for building a valid flow description, the P-CSCF will need to determine if a STUN Relay address has been provided in the "m=" and "c=" lines of the UE provided SDP (uplink only). The P-CSCF shall make this determination by inspecting the uplink SDP for "a=candidate" attributes and compare the candidate address with that contained in the "c=" line. If a match is found, the P-CSCF shall then look at the candidate type. If the candidate type is "relay" then the address in the "c=" line is that of a STUN Relay server. In this case, the P-CSCF shall derive the Flow-Description AVP within the service information from the SDP candidate type of "relay" as follows:
Uplink Flow-Description
-
Destination Address and Port: If the P-CSCF knows the destination address and port of the STUN Relay allocation that the UE is sending media to, it should use that information. If the P-CSCF does not know this address and port, it shall wildcard the uplink destination address and port.

-
Source Address and Port: The P-CSCF shall populate the uplink source address with the "rel-addr" address and the uplink source port with the "rel-port" port contained within the "a=candidate" attribute.

Downlink Flow-Description
-
Destination Address and Port: The P-CSCF shall populate the downlink destination address with the "rel-addr" address and the downlink destination port with the "rel-port" port contained within the "a=candidate" attribute.

-
Source Address and Port: If the P-CSCF knows the source address and port of the STUN Relay allocation that the UE is receiving media from, it should use that information. If the P-CSCF does not know this address and port, it shall wildcard the downlink source address and port.
For the other candidate types, the address in the "c=" and "m=" SDP attributes can be used for building the flow descriptor and the P-CSCF shall follow the rules to derive the Flow-Description AVP as described in table 6.2.2 of clause 6.2 of this TS.
C.2.4
Gating control
If both endpoints have indicated support for ICE (both the SDP offer and answer contain SDP attributes of type "a=candidate") ICE connectivity checks will take place between the two UEs. In order to allow these checks to pass through the PCEF, the P-CSCF shall enable each flow description for each media component upon receipt of the SDP answer.

C.2.5
Bandwidth impacts
ICE has been designed such that connectivity checks are paced inline with RTP data (sent no faster than 20ms) and thus consumes a lesser or equal amount of bandwidth compared to the media itself (given the small packet size of a STUN connectivity check it is expected that the STUN connectivity checks will always have a smaller payload than the media stream itself). Thus, there are no additional requirements on the P-CSCF for bandwidth calculations for a given media flow.
C.3
PCRF procedures

C.3.1
General

The procedures in clause C.3 are only invoked when the following two conditions are met:

1.
Both the local and remote UE have utilized the ICE protocol for media traversal of NATs (see subclause C.2.1 for details on how this is determined); and
2.
The IP-CAN which is servicing the IMS session does not support the concept of a default bearer.
C.3.2
Deriving additional flow descriptions
The PCRF may need to develop additional flow descriptions (beyond those provided by the P-CSCF) for a media component based on additional candidate addresses present in the SDP offer/answer exchange. The PCRF shall follow the procedures defined in draft-ietf-mmusic-ice [X1] for forming candidate pairs based on the data contained within the received codec-data AVP. For each candidate pair created based on the ICE procedures and not already present in the received flow descriptions, the PCRF shall add an uplink and downlink flow description for each media component. 
NOTE 1:
The uplink SDP represents the local candidates while the downlink SDP represents the remote candidates. 
Following the ICE procedures for forming candidate pairs will result in some flow descriptions which would never be exercised. In particular, while the UE will send connectivity checks (and ultimately its media stream) from its host candidate, from the PCEF perspective, this will appear as being from the server reflexive address. Given this, the PCRF should not form flow descrptions using host candidate addresses and should only form additional flows based on server reflexive addresses and relay addresses.
As candidates are removed from the SDP via subsequent offer/answer exchanges, the PCRF shall update its candidate pair list and shall remove any flow descriptors no longer being used.
NOTE 2:
If the default candidate (the candidate used to populate the "c=" and "m=" lines of both the uplink and downlink SDP) is chosen, then an updated SDP offer/answer will not be done, and any extra flow descriptions not being used by the session will not be removed.
C.3.3
Gating control
For each additional flow description the PCRF adds to a media component (per sub-clause C.3.2), the PCRF shall enable the flow in order to allow connectivity checks to pass.
C.3.4
Bandwidth impacts
Per clause C.2.5 ICE is designed to have minimal impact on bandwidth policy control. However, it is possible that media will begin flowing while the ICE connectivity checks are still in progress. Given the possibility that no session update will be made (the default candidates will be chosen by the ICE protocol), it is not recommended that the PCRF adjust the bandwidth parameters provided by the P-CSCF.
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