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**** 1st change ****

F.2.1.2.2
Initial registration

The procedures described in subclause 5.1.1.2  apply with the additional procedures described in the present subclause.

NOTE 1:
In accordance with the definitions given in subclause 3.1 the IP address aquired initially by the UE in a hosted NAT scenario is the UE private IP address.

On sending a REGISTER request, the UE shall populate the header fields as indicated in subitems a) through j) of subclause 5.1.1.2 with the exceptions of subitems d), e) and h) which are modified as follows

The UE shall populate:

d)
a Contact header according to the following rules: if the REGISTER request is sent without integrity protection, the Contact header shall be set to include SIP URI(s) containing the private IP address of the UE in the hostport parameter or FQDN. If the UE supports GRUU, it shall include a +sip.instance parameter containing the instance ID. If the REGISTER request is integrity protected, the UE shall include the public IP address or FQDN and the protected server port value in the hostport parameter. The UE shall only use a FQDN in a protected REGISTER request, if it is ensured that the FQDN resolves to the public IP address of the NAT. If the UE supports GRUU, it shall include a +sip.instance parameter containing the instance ID;

NOTE 2:
The  UE will learn its public IP address from the received parameter in the topmost Via header in the 401 (Unauthorized) response to the unprotected REGISTER request. 

e)
a Via header according to the following rules: if the REGISTER request is sent without integrity protection, the Via header shall be set to include the private IP address or FQDN of the UE in the sent-by field. If the REGISTER request is integrity protected, the UE shall include the public IP address or FQDN and the protected server port value in the sent-by field. The UE shall only use a FQDN in a protected REGISTER request, if it is ensured that the FQDN resolves to the public IP address of the NAT;

NOTE 3:
If the UE specifies a FQDN in the host parameter in the Contact header and in the sent-by field in the Via header of an unprotected REGISTER request, this FQDN will not be subject to any processing by the P-CSCF or other IMS entities. The means to ensure that the FQDN resolves to the public IP address of the NAT are outside of the scope of this specification. One option for resolving this is local configuration.
h)
the Security-Client header field set to specify the security mechanism the UE supports, the IPsec layer algorithms the UE supports and the parameters needed for the security association setup. The UE shall support the setup of two pairs of security associations as defined in 3GPP TS 33.203 [19]. The syntax of the parameters needed for the security association setup is specified in Annex H of 3GPP TS 33.203 [19]. The UE shall support the "ipsec-3gpp" security mechanism, as specified in RFC 3329 [48]. The UE shall support the IPSec layer algorithms for integrity protection and for encryption as defined in 3GPP TS 33.203 [19], and shall announce support for them according to the procedures defined in RFC 3329 [48]. In addition to transport mode the UE shall support UDP encapsulated tunnel mode as per RFC 3948 [63A] and shall announce support for both modes as described in TS 33.203 [19]; 

When a 401 (Unauthorized) response to a REGISTER is received and this response is received without integrity protection, the procedures described in subclause 5.1.1.2 apply with the following additions:

The UE shall check whether a received parameter is present in the topmost Via header. 

-
If no received parameter is present, the UE shall proceed with the procedures described in subclause 5.1 of the main body of this specification;

-
If a received parameter is present, the UE shall verify using the Security-Server header that mode "UDP-enc-tun" is selected. If the verification succeeds the UE shall store the IP address contained in the received parameter as the UE public IP address. If the verification does not succeed the UE shall abort the registration.

In addition, when a 401 (Unauthorized) response to a REGISTER is received (with or without integrity protection) the UE shall behave as described in subclause F.2.1.2.5. 

**** next change ****

F.2.1.2.4
User-initiated re-registration

The procedures described in subclause 5.1.1.4  apply with the additional procedures described in the present subclause.

On sending a REGISTER request that does not contain a challenge response, the UE shall populate the header fields as indicated in  subclause 5.1.1.4 with the exception of subitems d) and e) which are modified as follows. 

The UE shall populate:

d)
a Contact header set to include SIP URI(s) that contain(s) in the hostport parameter the public IP address of the UE or FQDN and protected server port value bound to the security association, and containing the instance ID of the UE in the +sip.instance parameter, if the UE supports GRUU. The UE shall only use a FQDN, if it is ensured that the FQDN resolves to the public IP address of the NAT;

e)
a Via header set to include the public IP address or FQDN of the UE in the sent-by field and the protected server port value bound to the security association. The UE shall only use a FQDN, if it is ensured that the FQDN resolves to the public IP address of the NAT;

NOTE:
The means to ensure that the FQDN resolves to the public IP address of the NAT are outside of the scope of this specification. One option for resolving this is local configuration.

**** next change ****

F.2.1.2.6
User-initiated deregistration

The procedures of subclause 5.1.1.6 apply with with the additional procedures described in the present subclause. 

On sending a REGISTER request, the UE shall populate the header fields as indicated in subclause 5.1.1.6 with the exception of subitems d) and e) which is modified as follows. 

The UE shall populate:

d)
a Contact header set to either the value of "*" or SIP URI(s) that contain(s) in the hostport parameter the IP address of the UE or FQDN and the protected server port value bound to the security association; and containing the instance ID of the UE in the +sip.instance parameter, if the UE supports GRUU. The UE shall only use a FQDN, if it is ensured that the FQDN resolves to the public IP address of the NAT;

e)
a Via header set to include the IP address or FQDN of the UE in the sent-by field and the protected server port value bound to the security association. The UE shall only use a FQDN, if it is ensured that the FQDN resolves to the public IP address of the NAT;

NOTE 1: In case of hosted NAT traversal only the UE public IP addresses are bound to security associations.

NOTE 2:
The means to ensure that the FQDN resolves to the public IP address of the NAT are outside of the scope of this specification. One option for resolving this is local configuration.

**** next change ****

F.2.1.4.1
UE originating case

The procedures described in subclause 5.1.2A.1 apply with the additional procedures described in the present subclause.

When the UE sends any request, the requirements in subclause 5.1.2A.1 are replaced by the following requirements. The UE shall include:

-
a Via header set to include the public IP address of the UE or FQDN and the protected server port in the sent-by field. The UE shall only use a FQDN, if it is ensured that the FQDN resolves to the public IP address of the NAT; and
If this is a request for a new dialog, and the request includes a Contact header, then the UE should populate the Contact header as follows:

1)
if a public GRUU value (pub-gruu) has been saved associated with the public user identity to be used for this request, and the UE does not indicate privacy of the P-Asserted-Identity,  then insert the public GRUU (pub-gruu) value in the Contact header as specified in draft-ietf-sip-gruu [93]; or
2)
if a temporary GRUU value (temp-gruu) has been saved associated with the public user identity to be used for this request, and the UE does indicate privacy of the P-Asserted-Identity, then insert the temporary GRUU (temp-gruu) value in the Contact header as specified in draft-ietf-sip-gruu [93].

If this is a request within an existing dialog, and the request includes a Contact header, and the Contact address previously used in the dialog was a GRUU, then the UE should insert the previously used GRUU value in the Contact header as specified in draft-ietf-sip-gruu [93].

If the UE did not insert a GRUU in the Contact header, then the UE shall include 
the public IP address of the UE or FQDN and the protected server port in the hostport parameter in any Contact header that is otherwise included. The UE shall only use a FQDN, if it is ensured that the FQDN resolves to the public IP address of the NAT.

NOTE:
The means to ensure that the FQDN resolves to the public IP address of the NAT are outside of the scope of this specification. One option for resolving this is local configuration.

The UE shall discard any SIP response that is not integrity protected and is received from the P-CSCF outside of the registration and authentication procedures. The requirements on the UE within the registration and authentication procedures are defined in subclause F.2.1.2.4.

When a SIP transaction times out, i.e. timer B, timer F or timer H expires at the UE, the UE may behave as if timer F expired, as described in subclause F.2.1.2.3.

**** next change ****

F.2.1.4.2
UE terminating case

The procedures described in subclause 5.1.2A.2 apply with the additional procedures described in the present subclause.

When the UE sends any response, the requirements in subclause 5.1.2A.1 are replaced by the following requirement. 
If the response includes a Contact header, and the response is not sent within an existing dialog, then the UE should populate the Contact header as follows:
1)
if a public GRUU value (pub-gruu) has been saved associated with the public user identity from the P-Called-Party-ID header, and the UE does not indicate privacy of the P-Asserted-Identity, then insert the public GRUU (pub-gruu) value in the Contact header as specified in draft-ietf-sip-gruu [93]; and

2)
if a temporary GRUU value (temp-gruu) has been saved associated with the public user identity from the P-Called-Party-ID header, and the UE does indicate privacy of the P-Asserted-Identity, then the UE should insert the temporary GRUU (temp-gruu) value in the Contact header as specified in draft-ietf-sip-gruu [93].
If the UE did not insert a GRUU in the Contact header, then the UE shall:

-
include the public IP address of the UE or FQDN and the protected server port in the hostport parameter in any Contact header that is otherwise included. The UE shall only use a FQDN, if it is ensured that the FQDN resolves to the public IP address of the NAT.

NOTE:
The means to ensure that the FQDN resolves to the public IP address of the NAT are outside of the scope of this specification. One option for resolving this is local configuration.

The UE shall discard any SIP request that is not integrity protected and is received from the P-CSCF outside of the registration and authentication procedures. The requirements on the UE within the registration and authentication procedures are defined in subclause F.2.1.2.
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