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Work Item Description

Title

IMS Protocol Aspects for Security Requirements in Support of Cable Deployments

Is this Work Item a "Study Item"? (Yes / No):
No
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3GPP Work Area

	
	Radio Access

	X
	Core Network

	
	Services
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Linked work items

This work item is linked to the work item titled " Work Item Request: IMS Enhancements for Security Requirements in Support of Cable Deployments”. See SP-060813. This work item may also leverage results from the Work Item Request:  IMS Enhancements for Cable Client Types and Deployment Models. See S2-070581. 
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Justification

Cable networks support successful deployment models and client types that are currently not completely supported or enabled by 3GPP R7 IMS specifications. This work item enhances the IMS to address security aspects of clients in cable network deployments. 
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Objective

The objective of this work item is to enhance IMS security specifications to support cable security requirements.  Example use cases include:

· The subscriber first selects and installs a UE independent of the Service Provider and without pre-provisioning of Service Provider information or credentials  

· The Service Provider is then able to provide emergency, informative or trial services without requiring pre-configuration of information

· The UE downloads necessary configuration data at boot-time

In order to support the needed range of cable client types, the IMS shall be enhanced to support multiple types of client credentials. This requires a framework capable of supporting, at a minimum, the following types of credentials used in cable environment:

· ISIM or USIM within UICC

· Username and Pre-shared key

· Certificates 

In an environment where multiple types of security are supported, the solution must enable a mechanism for automatic discovery of the security mechanism to be used, and to ensure compatible interworking between the client and the network. Note: there is no intention to overcome the requirements that for IMS access over UTRAN and GERAN based 3GPP systems UICC-based mechanisms are the only supported mechanisms.

In order to support the needed cable deployment models, the cable enhancements to IMS shall support a framework for the following signalling security requirements to be negotiated between the UE and P-CSCF:

· Signalling with clients behind NAT and Firewall devices
· Client types that cannot rely on the underlying platform 

· Performance efficiency for wide variety of clients

· Ability for the network to make use of lower layer access security and relax the creation of security associations between the UE and the P-CSCF based on operator discretion (for example. when the underlying access is granted via the Data Over Cable Service Interface Specification (DOCSIS) IP-CAN)
Cable requirements are driven by cable deployments. As such, this work item will not place additional requirements on mobile networks or non-cable network operators. Enhancements will be pursued so that any other broadband access networks with similar requirements may choose to support the enhancements required for cable networks.  The enhancements are only for non-3GPP access networks. The enhancements within this work item are not applicable and not intended for 3GPP defined access networks.

· Relevant information on the cable deployment models and associated service, operational and platform security related requirements are documented in the following CableLabs specifications. These specifications are informative references and help clarify the scope and nature of security aspects for cable service, operational and architectural requirements. Realization of the solutions for cable requirements will be worked out within 3GPP working groups. 

· PacketCable™ Security Technical Report

· PacketCable™ IMS Delta Specifications 3G security; Access security for IP-based services Specification 3GPP TS 33.203

· PacketCable™ IMS Delta Specifications 3G Security; Network Domain Security; IP network layer security Specification 3GPP TS 33.210

· PacketCable™ IMS Delta Specifications Generic Authentication Architecture (GAA); Generic bootstrapping architecture Specification 3GPP TS 33.220

· PacketCable™ Provisioning, Activation, Configuration and Management Specification

· PacketCable™ 2.0 IMS Delta Specifications Organization of subscriber data Specification 3GPP TS 23.008

· PacketCable™ 2.0 IMS Delta Specifications Generic Authentication Architecture (GAA); Zh and Zn Interfaces based on the Diameter protocol; Stage 3 Specification 3GPP TS 29.109

· PacketCable™ IMS Delta Specifications Session Initiation Protocol (SIP) and Session Description Protocol (SDP); Stage 3 Specification 3GPP TS 24.229
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Service Aspects

No 3GPP services are affected by this work item. PacketCable service requirements related to this work item are described in the PacketCableTM Architecture Framework Technical Report, Sections 5.4.1, 5.4.7 and 5.4.9; PacketCable™ Provisioning, Activation, Configuration and Management Specification Section 5.5; and the PacketCable™ Security Technical Report Sections 1.2 and 6.1. 
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MMI-Aspects



None
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Charging Aspects



None
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Security Aspects

Security aspects to support this work item are driven by the SA3 work item, “IMS Protocol Aspects for Security Requirements in Support of Cable Deployments” SP-060813.
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Impacts 

	Affects:
	UICC apps
	ME
	AN
	CN
	Others

	Yes
	
	X
	
	X
	

	No
	
	
	X
	
	X

	Don't know
	X
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Expected Output and Time scale (to be updated at each plenary) 

	New specifications
[If Study Item, one TR is anticipated]

	Spec No.
	Title
	Prime rsp. WG
	2ndary rsp. WG(s)
	Presented for information at plenary#
	Approved at plenary#
	Comments

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	Affected existing specifications
[None in the case of Study Items]

	Spec No.
	CR
	Subject
	Approved at plenary#
	Comments

	24.229
	
	Internet Protocol (IP) multimedia call control protocol based on Session Initiation Protocol (SIP) and Session Description Protocol (SDP); Stage 3
	CT# 38 Nov 2007
	CT1 responsibility: Changes to address security enhancements of clients in cable networks

	29.228
	
	IP Multimedia (IM) Subsystem Cx and Dx Interfaces; Signalling flows and message contents
	CT# 38 Nov 2007
	CT4 responsibility:

Changes to address security enhancements of clients in cable networks

	29.229
	
	Cx and Dx interfaces based on the Diameter protocol; Protocol details
	CT# 38 Nov 2007
	CT4 responsibility:

Changes to address security enhancements of clients in cable networks

	23.008
	
	Organization of subscriber data
	CT#38 Nov 2007
	CT4 responsibility

Changes to address security enhancements of cable clients

	24.109
	
	Technical Specification Group Core Network and Terminals;

Bootstrapping interface (Ub) and

network application function interface (Ua);

Protocol details
	CT#38 Nov 2007
	CT4 responsibility

Changes to address security enhancements of cable clients


11

Work item rapporteur(s)

David Hancock, CableLabs
D.Hancock@CableLabs.com

+1 303 661 3381
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Work item leadership

CT1
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Supporting Companies
CableLabs, Nortel, Samsung, Siemens, Alcatel-Lucent, Motorola
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Classification of the WI (if known)

	
	Study Item (no further information required)

	
	Feature (go to 14a)

	
	Building Block (go to 14b)

	X
	Work Task (go to 14c)


14a
The WI is a Feature: List of building blocks under this feature

(list of Work Items identified as building blocks)

14b
The WI is a Building Block: parent Feature 

(one Work Item identified as a feature)

14c
The WI is a Work Task: parent Building Block is " Work Item Request: IMS Enhancements for Security Requirements in Support of Cable Deployments”. See SP-060813.
