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Second change

8.2.1.1
General

Before initiation of tunnel establishment the WLAN UE shall offer the possibility to the subscriber to select between direct access to external IP network from the WLAN or access through the PLMN. In case the user selects to access through the PLMN, the WLAN UE shall initiate the Tunnel Establishment procedure after selecting a remote tunnel endpoint using Domain Name System (DNS) procedure as mentioned in the subclause 8.2.1.2.

The WLAN UE shall support the IKEv2 protocol (see IETF RFC 4306 [14]) for IPsec tunnel negotiation as specified in 3GPP TS 33.234 [5], in order to establish trusted relationships (i.e. mutual authentication with the PDG).

The WLAN UE shall support IPsec ESP (see IETF RFC 4303 [15]) in order to provide secure tunnels between the WLAN UE and the PDG as specified in 3GPP TS 33.234 [5].

The WLAN UE may support authentication to an External AAA Server as described in RFC 4739 [16]. In this case, the WLAN UE shall support one of following authentication mechanisms i.e. EAP, PAP or CHAP procedures as described in 3GPP TS 33.234 [5].
Third change

8.2.1.3.2
WLAN UE initiated tunnel establishment with additional authentication to an External AAA Server
When the WLAN UE needs authentication to an External AAA Server for WLAN 3GPP IP Access at a particular W-APN, the WLAN UE shall perform the actions as specified in subclause 8.2.1.3.1 with the following additions:

On receipt of an IKE_SA_INIT response from the PDG containing a "MULTIPLE_AUTH_SUPPORTED" Notify payload, the WLAN UE shall include a "MULTIPLE_AUTH_SUPPORTED" Notify payload in the IKE_AUTH request as described in RFC 4739 [16]. If the IKE_SA_INIT response from the PDG does not contain a "MULTIPLE_AUTH_SUPPORTED" Notify payload, the WLAN UE shall use the procedures defined in clause 8.3.1 to disconnect the tunnel. After that, the WLAN UE then may either:

-
select a new PDG from the list received from the DNS server during remote tunnel endpoint selection (see clause 8.2.1.2) and initiate a new tunnel establishment using this newly selected PDG; or

-
perform a new remote tunnel endpoint selection requesting PDG IP addresses from HPLMN, select a new PDG from the list received from the DNS server (see clause 8.2.1.2) and initiate a new tunnel establishment using this newly selected PDG; or

-
perform an implementation specific action.

After successful EAP-SIM or EAP-AKA authentication, the WLAN UE shall send an IKE_AUTH request with "AUTH" payload and Notify payload of type "ANOTHER_AUTH_FOLLOWS".

Upon subsequent receipt of an IKE_AUTH response with "AUTH" payload only, the WLAN UE shall send an IKE_AUTH request to the PDG containing the user identity in the private network in the "IDi" payload encoded in UTF-8 format as described in IETF RFC 3629 [17]. The WLAN UE then takes the following actions, depending on the type of EAP request received from the PDG within the IKE_AUTH response and the credentials the WLAN UE has stored for the particular W-APN:

-
If the WLAN UE receives an EAP-GTC request and the WLAN UE has PAP credentials, then the WLAN UE shall send EAP-GTC response to the PDG containing the user’s PAP password encoded in ASCII. 

-
If the WLAN UE receives an EAP-MD-5 request, and the WLAN UE has CHAP credentials, then the WLAN UE shall send an EAP MD5-Challenge response to the PDG
-
If the WLAN UE receives a different EAP authentication type request for which the WLAN UE has credentials, then the WLAN UE shall send EAP response to the PDG.

-
If the WLAN UE receives a different  EAP authentication type request, which the WLAN UE does not support, then the WLAN UE shall send EAP-Legacy-Nak response to the PDG containing authentication types supported by the WLAN UE.

NOTE 1:
The authentication and authorization to an External AAA Server for WLAN 3GPP IP Access signalling flows are described in 3GPP TS 33.234 [5].
Fourth change

8.2.2.1
General

The PDG shall support the implementation of a VPN server application in order to assist tunnel establishment towards the WLAN UE. However the selection of a particular VPN application is implementation dependent.

The PDG shall support IPsec tunnelling using the IKEv2 protocol (see IETF RFC 4306 [14]), in order to establish trusted relationships (i.e. mutual authentication with the WLAN UE).

The PDG shall support IPsec ESP (see IETF RFC 4303 [15]) in order to provide secure tunnels between the WLAN UE and the PDG as specified in 3GPP TS 33.234 [5].

If the PDG supports a W-APN for which authentication to an External AAA Server is required, the PDG shall support the capability for multiple authentications as described in RFC 4739 [16].
The PDG shall support in place rekeying of security association as described in IETF RFC 4306 [14]. The support for multiple IPsec ESP security association (I-WLAN tunnels) per IKE connection is dependent on operator configuration at the PDG. The PDG shall support an operator configurable parameter for the maximum number of tunnels per IKE security association and a per user count for the number of tunnels such that it is possible for the operator to configure a limit for the number of IPsec ESP security association (I-WLAN tunnels) per IKE security association.
�PAGE \# "'Page: '#'�'"  �� Enter the specification number in this box. For example, 04.08 or 31.102. Do not prefix the number with anything . i.e. do not use "TS", "GSM" or "3GPP" etc.


�PAGE \# "'Page: '#'�'"  �� Enter the CR number here. This number is allocated by the 3GPP support team.  It consists of at least four digits, padded with leading zeros if necessary.


�PAGE \# "'Page: '#'�'"  �� Enter the revision number of the CR here. If it is the first version, use a "-".


�PAGE \# "'Page: '#'�'"  �� Enter the version of the specification here. This number is the version of the specification to which the CR was written and (normally) to which it will be applied if it is approved. Make sure that the latest version of the specification (of the relevant release) is used when creating the CR. If unsure what the latest version is, go to � HYPERLINK "http://www.3gpp.org/3G_Specs/3G_Specs.htm" ��� � HYPERLINK "http://www.3gpp.org/specs/specs.htm" ��http://www.3gpp.org/specs/specs.htm�.


�PAGE \# "'Page: '#'�'"  �� For help on how to fill out a field, place the mouse pointer over the special symbol closest to the field in question.


�PAGE \# "'Page: '#'�'"  �� Mark one or more of the boxes with an X.


�PAGE \# "'Page: '#'�'"  �� SIM / USIM / ISIM applications.


�PAGE \# "'Page: '#'�'"  �� Enter a concise description of the subject matter of the CR. It should be no longer than one line, but if this is not possible, do not enter hard new-line characters.  Do not use redundant information such as "Change Request number xxx to 3GPP TS xx.xxx".


One or more organizations (3GPP Individual Members) which drafted the CR and are presenting it to the Working Group.


For CRs agreed at Working Group level, the identity of the WG.  Use the format "xn" where �	x = "C" for TSG CT, "R" for TSG RAN, "S" for TSG SA, "G" for TSG GERAN; �PAGE \# "'Page: '#'�'"  ���	n = digit identifying the Working Group; for CRs drafted during the TSG meeting itself, use "P". �Examples: "C4", "R5", "G3new", "SP".


�PAGE \# "'Page: '#'�'"  �� Enter the acronym for the work item which is applicable to the change. This field is mandatory for category F, A, B & C CRs for Release 4 and later. A list of work item acronyms can be found in the 3GPP work plan. See �� HYPERLINK "http://www.3gpp.org/ftp/Specs/html-info/WI-List.htm" ��http://www.3gpp.org/ftp/Specs/html-info/WI-List.htm� .


�PAGE \# "'Page: '#'�'"  �� Enter the date on which the CR was last revised.  Format to be interpretable by English version of MS Windows ® applications, e.g. 19/02/2006.


�PAGE \# "'Page: '#'�'"  �� Enter a single letter corresponding to the most appropriate category listed. For more detailed help on interpreting these categories, see Technical Report �HYPERLINK "http://www.3gpp.org/ftp/Specs/html-info/21900.htm"��21.900� "TSG working methods".


�PAGE \# "'Page: '#'�'"  �� Enter a single release code from the list below.


�PAGE \# "'Page: '#'�'"  �� Enter text which explains why the change is necessary.


�PAGE \# "'Page: '#'�'"  �� Enter text which describes the most important components of the change. i.e. How the change is made.


�PAGE \# "'Page: '#'�'"  �� Enter here the consequences if this CR were to be rejected. It is mandatory to complete this section only if the CR is of category "F" (i.e. correction), though it may well be useful for other categories.


�PAGE \# "'Page: '#'�'"  �� Enter the number of each clause which contains changes.   Be as specific as possible (ie list each subclause, not just the umbrella clause).


�PAGE \# "'Page: '#'�'"  �� Tick "yes" box if any other specifications are affected by this change.  Else tick "no".  You MUST fill in one or the other.


�PAGE \# "'Page: '#'�'"  �� List here the specifications which are affected or the CRs which are linked.


�PAGE \# "'Page: '#'�'"  �� Enter any other information which may be needed by the group being requested to approve the CR. This could include special conditions for it's approval which are not listed anywhere else above.





