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	2nd Change


K.2
Application usage of SIP


	3rd Change


K.2.1.2.2
Initial registration

The procedures described in subclause 5.1.1.2 apply with the additional procedures described in the present subclause.

NOTE 1:
In accordance with the definitions given in subclause 3.1 the IP address acquired initially by the UE in a hosted NAT scenario is the UE private IP address.

On sending a REGISTER request, the UE shall populate the header fields as indicated in subitems a) through j) of subclause 5.1.1.2 with the exceptions of subitems d), e) and h) which are modified as follows

The UE shall populate:

d)
a Contact header according to the following rules: the Contact header shall be set to include SIP URI(s) containing the private IP address of the UE in the hostport parameter or FQDN. The UE shall also include an instance ID (sip.instance) and reg-id as described in draft-ieft-outbound [92];

e)
a Via header according to the following rules: 

-
For UDP, if the REGISTER request is sent without integrity protection, the Via header shall be set to include the private IP address or FQDN of the UE in the sent-by field. If the REGISTER request is integrity protected, the UE shall include the public IP address or FQDN and the protected server port value in the sent-by field. In both cases the UE shall include the rport parameter as defined in RFC 3851[56A]; or
-
For TCP, if the REGISTER request is sent without integrity protection, the Via header shall be set to include the private IP address or FQDN of the UE in the sent-by field. If the REGISTER request is integrity protected, the UE shall include the public IP address or FQDN;
NOTE 2:
The  UE will learn its public IP address from the received parameter in the topmost Via header in the 401 (Unauthorized) response to the unprotected REGISTER request. 

NOTE 3:
If the UE specifies a FQDN in the host parameter in the Contact header and in the sent-by field in the Via header of an unprotected REGISTER request, this FQDN will not be subject to any processing by the P-CSCF or other IMS entities.

h)
the Security-Client header field set to specify the security mechanism the UE supports, the IPsec layer algorithms the UE supports and the parameters needed for the security association setup. The UE shall support the setup of two pairs of security associations as defined in 3GPP TS 33.203 [19]. The syntax of the parameters needed for the security association setup is specified in Annex H of 3GPP TS 33.203 [19]. The UE shall support the "ipsec-3gpp" security mechanism, as specified in RFC 3329 [48]. The UE shall support the IPSec layer algorithms for integrity protection and for encryption as defined in 3GPP TS 33.203 [19], and shall announce support for them according to the procedures defined in RFC 3329 [48]. In addition to transport mode the UE shall support UDP encapsulated tunnel mode as per RFC 3948 [63A] and shall announce support for both modes as described in 3GPP TS 33.203 [19]; 

When a 401 (Unauthorized) response to a REGISTER request is received and this response is received without integrity protection, the procedures described in subclause 5.1.1.2 apply with the following additions:

-
The UE shall verify using the Security-Server header that mode "UDP-enc-tun" is selected. If the verification succeeds the UE shall behave as described in subclause K.2.1.2.5. If the verification does not succeed the UE shall abort the registration.

The UE shall check whether the outbound media tag is present in the supported header.

- 
If no outbound media tag is present, the UE shall refrain from registering additional Reg-IDs for the same private identity; or
-
If an outbound media tag is present, the UE may establish a flow with each discovered P-CSCF as described in draft-ietf-sip-outbound [92].

Editors Note:
The exact number of flows which the UE should register is for further study.

When a 401 (Unauthorized) response to a REGISTER request is received with integrity protection the UE shall behave as described in subclause K.2.1.2.5. 
	4th Change


K.2.1.2.4
User-initiated re-registration

The procedures described in subclause 5.1.1.4 apply with the additional procedures described in the present subclause.

On sending a REGISTER request that does not contain a challenge response, the UE shall populate the header fields as indicated in subclause 5.1.1.4 with the exception of subitems d) and e) which are modified as follows. 

The UE shall populate:

d)
a Contact header set to include SIP URI(s) that contain(s) in the hostport parameter the private IP address of the UE or FQDN, its instance ID (sip.instance) along with the same reg-id used for the initial, successful, registration for the given P-CSCF public identity combination as described in -ietf-sip-outbound [92];

e)
a Via header according to the following rules: 

-
For UDP, the UE shall include the public IP address or FQDN and the protected server port value in the sent-by field. The UE shall also include the rport parameter as defined in RFC 3851 [56A]. The UE shall only use an FQDN, if it is ensured that the FQDN resolves to the public IP address of the NAT; or
-
For TCP, the UE shall include the public IP address or FQDN of the UE in the sent-by field. The UE shall only use an FQDN, if it is ensured that the FQDN resolves to the public IP address of the NAT;
	5th Change


K.2.1.5
Maintaining flows and detecting flow failures

STUN Binding Requests are used by the UE as a keep-alive mechanism to maintain NAT bindings for signaling flows (for dialogs outside a registration as well as within a registration) as well as to determine whether a flow (as described in draft-ietf-sip-outbound [92]) is still valid (e.g. a NAT reboot could cause the transport parameters to change). As such, the UE acts as a STUN client and shall follow the requirements defined by draft-ietf-behave-rfc3489bis [100]. Further, when using UDP encapsulated IPsec, the keep-alive capabilities defined within should not be used. 
If the UE determines that the flow to a given P-CSCF is no longer valid (the UE does not receive a STUN reply or the reply indicates a new public IP Address) the UE shall consider the flow and any associated security associations invalid and perform the initial Registration procedures defined in K.2.1.2.2.

When a NAT is not present, it may not be desirable to send keep-alive requests (i.e. given battery considerations for wireless UEs). As such, if a UE can reliably determine that a NAT is not present (i.e. by comparing the ‘received’ and ‘rport’ parameters in the Via header in the response to the initial un-protected REGISTER request with the locally assigned IP Address and Port) then the UE may not perform the keep-alive procedures. 
	6th Change


K.2.2.2
Registration

The procedures described in subclause 5.2.2 apply with the additional procedures described in the present subclause.

When the P-CSCF receives a REGISTER request from the UE, the P-CSCF shall behave as of subclause 5.2.2 with the exception of subitems 1), 5), and 6) which are modified as follows. 

The P-CSCF shall:

1)
insert a Path header in the request including an entry containing:

-
the SIP URI identifying the P-CSCF;

-
an indication that requests routed in this direction of the path (i.e. from the S-CSCF to the P-CSCF) are expected to be treated as for the mobile-terminating case. This indication may e.g. be in a parameter in the URI, a character string in the user part of the URI, or be a port number in the URI;

-
a flow identifier token and the 'ob' URI parameter as described in draft-ietf-sip-outbound [92];
NOTE 1:
Outbound describes two informational algorithms for generating a flow token. Both algorithms assume that the UE and the P-CSCF use symmetric ports to transmit and receive SIP signalling. Given the defined usage of IPsec, these algorithms are not applicable (3GPP TS 33.203 [19] requires the use of different ports to transmit and receive SIP signalling). As such the P-CSCF will need to implement an algorithm which generates a flow token which identifies the flow to the UEs protected server port, rather then the flow which the REGISTER request was received on.

5)
in case the REGISTER request was received without integrity protection, then:

a)
check the existence of the Security-Client header. If the header is not present, then the P-CSCF shall return a suitable 4xx response. If the header is present the P-CSCF shall:

-
in case the UE indicated support for "UDP-enc-tun" then remove and store it; or
-
in case the UE does not indicate support for "UDP-enc-tun" then: 

-
if the host portion of the sent-by field in the topmost Via header contains an IP address that differs from the source address of the IP packet, silently drop the REGISTER request;

-
otherwise continue with procedures as of subclause 5.2.2;
NOTE 2: 
If the UE does not indicate support for "UDP-enc-tun" and the P-CSCF detects that the UE is located behind a NAT device, then the P-CSCF can just drop the REGISTER request to avoid unnecessary signalling traffic.

b)
if the host portion of the sent-by field in the topmost Via header contains a FQDN, or if it contains an IP address that differs from the source address of the IP packet, the UE is assumed to be behind a NAT and the P-CSCF shall add a received parameter in accordance with the procedure defined in RFC 3261 [26]. If the P-CSCF adds a received parameter, it shall also add an rport parameter in accordance with the procedure defined in RFC 3581 [56A] and remember that the UE is behind a NAT;
6)
in case the REGISTER request was received integrity protected, then the P-CSCF shall:

a)
check the security association which protected the request. If the security association is a temporary one, the P-CSCF shall:

-
in case the host parameter in the Contact address is in the form of a FQDN, ensure that the given FQDN will resolve (e.g., by reverse DNS lookup) to the IP address bound to the security association;

-
in case the P-CSCF has detected earlier that the UE is located behind a NAT, retrieve port_Uenc from the encapsulating UDP header of the packet received and complete configuration of the temporary set of security associations by configuring port_Uenc in each of the temporary security associations;

-
check whether the request contains a Security-Verify header in addition to a Security-Client header. If there are no such headers, then the P-CSCF shall return a suitable 4xx response. If there are such headers, then the P-CSCF shall compare the content of the Security-Verify header with the content of the Security-Server header sent earlier and the content of the Security-Client header with the content of the Security-Client header received in the challenged REGISTER request. If those do not match, then there is a potential man-in-the-middle attack. The request should be rejected by sending a suitable 4xx response. If the contents match, the P-CSCF shall remove the Security-Verify and the Security-Client header;

b)
process the Via header according to the following rules: 

-
If the host portion of the sent-by field in the topmost Via header contains a FQDN, or if it contains an IP address that differs from the source address of the IP packet, the P-CSCF shall add a received parameter in accordance with the procedure defined in RFC 3261 [26];

-
If the P-CSCF adds a received parameter and UDP is being used, it shall also add an rport parameter with the UEs protected server port;

When the P-CSCF receives a 401 (Unauthorized) response to an unprotected REGISTER request and the P-CSCF previously determined that the UE is behind a NAT and the UE indicated support for "UDP-enc-tun" IPsec mode, the P-CSCF shall:

1)
delete any temporary set of security associations established towards the UE;

2)
remove the CK and IK values contained in the 401 (Unauthorized) response and bind them to the proper private user identity and to the temporary set of security associations which will be setup as a result of this challenge. The P-CSCF shall forward the 401 (Unauthorized) response to the UE if and only if the CK and IK have been removed;

3)
insert a Security-Server header in the response, containing the P-CSCF security list and the parameters needed for the security association setup, as specified in annex H of 3GPP TS 33.203 [19]. The P-CSCF shall support the "ipsec-3gpp" security mechanism, as specified in RFC 3329 [48]. The P-CSCF shall support the IPSec layer algorithms for integrity protection and for encryption as defined in 3GPP TS 33.203 [19]. The P-CSCF shall indicate "UDP-enc-tun" as the only IPsec mode;

4)
set up the temporary set of security associations with a temporary SIP level lifetime between the UE and the P-CSCF for the user identified with the private user identity. The P-CSCF shall select UDP encapsulated tunnel mode and shall leave the value for port-Uenc unspecified in each of the temporary security associations. For further details see 3GPP TS 33.203 [19] and RFC 3329 [48]. The P-CSCF shall set the temporary SIP level lifetime for the temporary set of security associations to the value of reg-await-auth timer; and

5)
send the 401 (Unauthorized) response unprotected to the UE using the mechanisms described in RFC 3261 [26] and RFC 3581 [56A], i.e. the P-CSCF shall send the response to the IP address indicated in the received parameter and to the port indicated in the rport parameter (if present) of the Via header associated with the UE. In case UDP is used as transport protocol, the P-CSCF shall use the port on which the REGISTER request was received as client port for sending the response back to the UE.

When the P-CSCF receives a 401 (Unauthorized) response to a protected REGISTER request and the P-CSCF previously determined that the UE is behind a NAT and that REGISTER request was protected by an old set of security associations that use UDP encapsulated tunnel mode, the P-CSCF shall:

1)
delete any temporary set of security associations established towards the UE;

2)
remove the CK and IK values contained in the 401 (Unauthorized) response and bind them to the proper private user identity and to the temporary set of security associations which will be setup as a result of this challenge. The P-CSCF shall forward the 401 (Unauthorized) response to the UE if and only if the CK and IK have been removed;

3)
insert a Security-Server header in the response, containing the P-CSCF security list and the parameters needed for the security association setup, as specified in Annex H of 3GPP TS 33.203 [19]. The P-CSCF shall support the "ipsec-3gpp" security mechanism, as specified in RFC 3329 [48]. The P-CSCF shall support the IPsec layer algorithms for integrity protection and encryption as defined in 3GPP TS 33.203 [19]. The P-CSCF shall indicate "UDP-enc-tun" as the IPsec mode;

4)
set up the temporary set of security associations with a temporary SIP level lifetime between the UE and the P-CSCF for the user identified with the private user identity. The P-CSCF shall select UDP encapsulated tunnel mode and shall specify the same port_Uenc that was used in the old set of security associations. The P-CSCF shall set the temporary SIP level lifetime for the temporary set of security associations to the value of reg-await-auth timer; and

5)
send the 401 (Unauthorized) response to the UE using the old set of security associations using the mechanisms described in RFC 3261 [26] and RFC 3581 [56A], i.e. the P-CSCF shall send the response to the IP address indicated in the received parameter and to the port indicated in the rport parameter (if present) of the Via header associated with the UE. Otherwise, when the P-CSCF receives a 401 (Unauthorized) response to an unprotected REGISTER request and this response does not contain a received and rport parameter or when the P-CSCF receives a 401 (Unauthorized) response to a protected REGISTER request and that REGISTER request was protected by an old set of security associations that do not use UDP encapsulated tunnel mode, the P-CSCF shall proceed as described in subclause 5.2.2 of the main body of this specification.
	7th Change


K.2.2.3.2
Requests terminated by the UE

The procedures described in subclause 5.2.6.4 apply with the additional procedures described in the present subclause.

When the P-CSCF receives, destine for the UE, a request method other then a REGISTER request, the requirements are extended by the following requirements. The P-CSCF shall:

-
Forward the request to the terminating UEover the flow identified by the flow identifier token in the route header as defined in draft-ietf-sip-outbound [92].

	8th Change


K.2.3.3.3
Requests terminated by the served user

The procedures described in subclause 5.4.3.3 apply with the additional procedures described in the present subclause.

When the S-CSCF receives, destined for a statically pre-configured PSI or a registered served user, an initial request for a dialog or a request for a standalone transaction, prior to forwarding the request, the S-CSCF shall follow all the procedures as describes with the exception of subitem 10) a) which is modified as follows:

10)
in case there are no Route headers in the request, the S-CSCF shall:

a)
if there is more than one route in the target set determined in steps 8) and 9) above, the S-CSCF shall:

-
if the fork directive in the Request Disposition header was set to "no-fork", the contact with the highest qvalue parameter shall be used when building the Request-URI. In case no qvalue parameters were provided, the S-CSCF shall decide locally what contact address to be used when building the Request-URI; otherwise

-
fork the request or perform sequential search based on the relative preference indicated by the qvalue parameter of the Contact header in the original REGISTER request, as described in RFC 3261 [26]. In case no qvalue parameters were provided, then the S-CSCF determine the contact address to be used when building the Request-URI as directed by the Request Disposition header as described in RFC 3841 [56B]. If the Request-Disposition header is not present, the S-CSCF shall decide locally whether to fork or perform sequential search among the contact addresses;

-
in case that no route is chosen, the S-CSCF shall return a 480 (Temporarily unavailable) response or another appropriate unsuccessful SIP response and terminate these procedures.

-
Per the rules defined in draft-ietf-sip-outbound [92], the S-SCSF shall not populate the target set with more than one contact with the same AOR and instance-id at a time. If a request for a particular AOR and instance-id fails with a 430 response, the S-CSCF shall replace the failed branch with another target with the same AOR and instance-id, but a different reg-id;

-
If two bindings have the same instance-id and reg-id, it should prefer the contact that was most recently updated;
	9th Change


K.3.2.2
Receipt of an SDP offer

When the P-CSCF receives an SDP offer during session establishment, if this offer comes from a UE which does not support the procedures defined in subclause K.5.2.1 and is located behind a hosted NAT, the P-CSCF shall modify the SDP offer by replacing the IP Address(es) and port number(s) received in the SDP offer by the IP address(es) and port number(s) received from the IMS Access Gateway over the Iq interface.

NOTE:
The P-CSCF can determine if the UE supports the ICE procedures covered in section K.5.2.1 by the presence of a=candidate attributes in the SDP.


When the P-CSCF receives an SDP offer during session establishment, if this offer comes from a UE which does support the procedures defined in subclause K.5.2.1 and is located behind a hosted NAT, the P-CSCF may choose to modify the SDP offer by replacing the IP Address(es) and port number(s) received in the SDP offer by the IP address(es) and port number(s) received from the IMS Access Gateway over the Iq interface. If the P-CSCF chooses to modify the SDP offer, the P-CSCF shall remove all occurances of a=candidate attributes in the SDP offer.
K.3.2.3
Receipt of an SDP answer

When the P-CSCF receives any SDP answer to an SDP offer described in subclause K.5.2.1, if this answer comes from a UE which does not support the procedures defined in subclause K.5.2.2 and is located behind a hosted NAT, the P-CSCF shall modify the SDP answer by replacing the IP address(es) and port number(s) received in the SDP answer by the IP address(es) and port number(s) received from the IMS Access Gateway over the Iq interface.

NOTE 1:
The P-CSCF can determine if the UE supports the ICE procedures covered in section K.5.2.1 by the presence of a=candidate attributes in the SDP.


When the P-CSCF receives any SDP answer to an SDP offer described in subclause K.5.2.1, if this answer comes from a UE which does support the procedures defined in subclause K.5.2.2 and is located behind a hosted NAT, the P-CSCF may choose to modify the SDP answer by replacing the IP address(es) and port number(s) received in the SDP answer by the IP address(es) and port number(s) received from the IMS Access Gateway over the Iq interface. If the P-CSCF chooses to modify the SDP answer, the P-CSCF shall remove all occurances of a=candidate attributes in the SDP offer.
	10th Change


K.5
Application usage of ICE


	11th Change


K.5.2.2
Call initiation – UE-origination case

The UE should support the agent requirements for ICE as defined by draft-ietf-mmusic-ice [99] when sending the initial INVITE request. draft-ietf-mmusic-ice [99] provides procedures for:

1)
Gathering candidate addresses for RTP and RTCP prior to sending the INVITE;
2)
Encoding the candidate addresses in the SDP that is included with the INVITE;
3)
Acting as a STUN server to receive binding requests from the remote client when it does connectivity checks;
4)
Performing connectivity checks on received candidate addresses for RTP and RTCP;
5)
Determining and possibly selecting a better active address based on the requirements in draft-ietf-mmusic-ice [99];
6)
Subsequent offer/answer exchanges; and
7)
Sending media.
When supporting the ICE procedures, the UE shall also support the STUN agent requirements as described in draft-ietf-behave-rfc3489bis [100] in order to gather STUN addresses, the STUN Relay client requirements as described in draft-ietf-behave-turn [101] in order to gather STUN Relay Server addresses and the STUN Server requirements defined in draft-ietf-mmusic-ice [99] as well as the requirements for STUN Servers defined in draft-ietf-behave-rfc3489bis [100] for responding to connectivity checks.

Draft-ietf-mmusic-ice [99] provides an algorithm for determining the priority of a given candidate. The following additional requirements are provided to the UE:



1)
The type preference assinged for each type of candidatefrom least to highest should be: Relayed Transport Address, STUN address, local address; and
2)
If the UE has a dual IPv4/IPv6 stack, IPv6 addresses may be assigned a higher local preference than IPv4 addresses based on the operator's policy.
Draft-ietf-mmusic-ice [99] provides guidance on choosing the in-use candidate and recommends that a UE choose relayed candidates as the in-use address. The following additional requirements are provided to the UE:
1)
If a STUN relay server is available, the Relayed Transport Address should be used as the initial active transport address (i.e. as advertised in the m/c lines of the SDP); and
2)
If a STUN relay server is not available, an address obtained via STUN should be used as the initial active transport address.
Regardless of whether the UE supports the above procedures, the UE shall, upon receipt of an SDP answer with candidate addresses, perform connectivity checks on the candidate addresses as described in draft-ietf-mmusic-ice [99]. In order to perform connectivity checks, the UE shall act as a STUN client as defined in draft-ietf-behave-rfc3489bis [100]. Further, the UE shall also follow the procedures in draft-ietf-mmusic-ice [99] when sending media.

K.5.2.3
Call termination – UE-termination case

The UE should support agent requirements for ICE as defined by draft-ietf-mmusic-ice [99] when receiving an initial INVITE request. draft-ietf-mmusic-ice [99] provides procedures for:

1)
Gathering candidate addresses for RTP and RTCP prior to sending the answer as described in draft-ietf-mmusic-ice [99];
2)
Encoding the candidate addresses in the SDP answer as described in draft-ietf-mmusic-ice [99];
3)
Acting as a STUN server to receive binding requests from the remote client when it does connectivity checks;
4)
Performing connectivity checks on received candidate addresses for RTP and RTCP;
5)
Determining and possibly selecting a better active address based on the requirements in draft-ietf-mmusic-ice [99];
6)
Subsequent offer/answer exchanges; and
7)
Sending media.

When supporting the ICE procedures, the UE shall also support the STUN agent requirements as described in draft-ietf-behave-rfc3489bis [100] in order to gather STUN addresses, the STUN Relay client requirements as described in draft-ietf-behave-turn [101] in order to gather STUN Relay Server addresses and the STUN Server requirements defined in draft-ietf-mmusic-ice [99] as well as the requirements for STUN Servers defined in draft-ietf-behave-rfc3489bis [100] for responding to connectivity checks.

Draft-ietf-mmusic-ice [99] provides an algorithm for determining the priority of a given candidate. The additional requirements are provided to the UE:



1)
The priority of candidate addresses from least to highest should be: Relayed Transport Address, STUN address, local address; and
2)
If the UE has a dual IPv4/IPv6 stack, IPv6 addresses MAY be placed at a higher priority than IPV4 addresses based on the operator's policy.
Draft-ietf-mmusic-ice [99] provides guidance on choosing the in-use candidate and recommends that a UE choose relayed candidates as the in-use address. The following additional requirements are provided to the UE:
1)
If a STUN relay server is available, the Relayed Transport Address should be used as the initial active transport address (i.e. as advertised in the m/c lines of the SDP); and
2)
If a STUN relay server is not available, an address obtained via STUN should be used as the initial active transport address.
Regardless of whether the UE supports the above procedures, the UE shall, upon receipt of an SDP offer with candidate addresses, perform connectivity checks on the candidate addresses as described in draft-ietf-mmusic-ice [99]. In order to perform connectivity checks, the UE shall act as a STUN client as defined in draft-ietf-behave-rfc3489bis [100]. Further, the UE shall also follow the procedures in draft-ietf-mmusic-ice [99] when sending media.
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