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*******************************   START OF MODIFICATIONS   *********************************

11a.3
Authentication and accounting message flows

Figure 6a presents the Diameter message flows between a PDG and a Diameter server. For details of the tunnel establishment and deletion signalling, refer to 3GPP TS 24.234 [3].
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NOTE 1:
If some external applications require Diameter Accounting request (START) information before they can process user packets, then the selected W-APN (PDG) may be configured in such a way that the PDG drops user data until the Accounting Answer (START) is received from the External AAA server. The PDG may wait for the Accounting Answer (START) before sending the ike-auth response. The PDG may reject the tunnel establishment, if the Accounting Answer (START) is not received.

NOTE 2:
Separate accounting and authentication servers may be used.

NOTE 3:
The Accounting-Request (START) message may be sent at a later stage, e.g. after IPv6 address has been assigned and PDP Context updated, in case of a stateful address autoconfiguration.

Figure 6a: Diameter message flow

When a PDG receives a tunnel establishment request (IKE-AUTH request) for a given W-APN, the PDG may (depending on the configuration for this W-APN) send a Diameter AA-Request to a Diameter Server after the successful authentication and autorisation with the 3GPP AAA Server. The Diameter server authenticates and authorizes the user. If Diameter is also responsible for IPv4 address or IPv6 prefix allocation, the Diameter Server shall return the allocated IPv4 address or IPv6 prefix in the AA-Answer message.

Even if the PDG was not involved in user authentication (e.g. transparent network access mode), it may send a Diameter Accounting-Request (START) message to a Diameter Server. This message contains parameters, e.g. the tuple, which includes the user-id and IPv4 address or IPv6 prefix, to be used by application servers (e.g. WAP gateway) in order to identify the user. This message also indicates to the Diameter Server that the user session has started.
If some external applications require Diameter Accounting request (START) information before they can process user packets, then the selected W-APN (PDG) may be configured in such a way that the PDG drops user data until the Accounting Answer (START) is received from the Diameter server. The PDG may wait for the Accounting Answer (START) before sending the tunnels establishment response (IKE-AUTH response). The PDG may reject the tunnel establishment request, if the Accounting Answer (START) is not received. The authentication and accounting servers may be separately configured for each W-APN.

At a stateful address autoconfiguration, no IPv4 address or IPv6 prefix is available at tunnel establishment. In that case the PDG may wait to send the Accounting-Request (START) message until the WLAN UE receives its IP address in a DHCP-REPLY.

When the PDG receives a delete tunnel request (informational (delete)) and providing a Diameter Accounting-Request (START) message was sent previously, the PDG shall send a Diameter Accounting-Request (STOP) message to the Diameter Server, which indicates the termination of this particular user session. The PDG shall immediately send a delete tunnel response (informational-resp), without waiting for an Accounting-Answer (STOP) message from the Diameter server.

The Diameter Server shall deallocate the IPv4 address or IPv6 prefix (if any) initially allocated to the subscriber, if there is no session for the subscriber.
11a.4
Wi Diameter messages and AVPs

Refer to the 3GPP TS 29.061 [4], subclauses "Gi Diameter messages" and "Gi specific AVPs".
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