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Discussion paper on differences between SD based HSP and MMC based proposal
This white paper addresses MMC and SD compatibility issues and is aimed to help to understand the differences between protocols, what the technical and non technical prerequisites are and how we may be able to move from one to the other in the context of high speed protocol for the UICC.
A. SD and MMC specification differences
The following table can be found in the simplified physical layer specification version 1.01 (2001) of SD cards.

Even if numbers of characteristics of MMC and SD need to be upgraded with most recent specification (MMC is now up to 8 bits and 52 MHz, SD up to 50 MHz for example), this table shows that the 2 protocols are not far from each other.

Some of these differences are even not applicable to the UICC as the ETSI specification will be based on these protocols but doesn’t include all the features described in them.

[image: image1.emf]Table 1: SD/MMC comparison table from the SD specification
Let’s examine in detail each topic of this table regarding integration of a high speed protocol in the UICC and the impact on the current specification based on MMC:

· Bus width: 

MMC offers in the latest version 4 bits or 8 bits options. These options may be used in the future to increase the bandwidth with the drawback of adding some connections. For the next few years, 1 bit data bus is not seen as a limitation by reaching a speed of 52 Mbit/s for MMC and 50 Mb/s for SD.
On that point, MMC and SD are comparable with a very small advantage to MMC if we want to increase a lot the protocol speed (SD max speed is 200 Mbit/s when MMC goes up to 208 Mbit/s in a 4 bits mode which is achievable by reallocation of ISO7816 contacts in a future release).

· System bus topology: 
Changes were made in the SD specification compared to MMC concerning the system initialization procedure..

These changes prevent a SD card to work in a pure MMC mode.

For security and performance reasons, point to point connection is the preferred bus topology for the UICC, but MMC can be used also to connect internal peripherals in the terminal (Hard disk, internal Flash, WIFI modules for example). This kind of internal connection will not compromise UICC security so it may be used by some terminal manufacturers. This will imply very good bandwidth and priority management in order to limit performance degradation but this is achievable. MMC bus topology allows greater flexibility for handset manufacturers but we will see later in this document how we can also use this kind of topology on SD protocol with limitations or some additional hardware.
· Initialization commands: 

MMC and SD communication initialization are different on of the first command issued to the card.

In a MMC host, the command CMD1 is sent to initialize the communication:

MMC specification required that the cards reply in open drain mode (allowing cards to reply at the same time without any electrical conflicts). 

In a SD host, a new command ACMD41 is sent to initialize the communication.

SD cards replies to this command in push-pull mode. A SD host must be able to address this command individually to each card in the system. This requires separate SD ports (one per device) or additional multiplexing hardware on some SD lines to avoid conflicts.
· Operation command: 

In SD, additional commands are dedicated to help card makers to improve performances.

· Maximum clock rate: 

In fact, in the latest specification MMC the clock can run now up to 52 MHz and SD cards can run up to 50 MHz.
· Copyright protection: 

SD CPRM copyright protection uses similar mechanism as DVD

OMA is defining a DRM specification which will be used for UICC. Any standard or proprietary solution can get the benefit of HSP on UICC, whatever the chosen low level protocol.
· Write protect switch: 

A hardware write protection switch as offered in SD is not very useful and feasible on a UICC. Logical protection mechanism will be used.

· Feature of pin #1:
Not useful on a UICC. Card detection is a software mechanism.

· CSD register structure: 

Some minor differences between MMC and SD shall be taken into account by host driver.
· CID register structure:
Some minor differences between MMC and SD shall be taken into account by host driver.
· SPI:
This mode will never be supported on a UICC. SPI mode was introduced for backward compatibility with existing silicon that had no support for MMC/SD protocol. It should also be noted that latest revision of MMC specification also support multiple block in SPI mode. So, there is no difference between MMC and SD in the context of the UICC.
· Stream R/W mode:
Not implemented in any cards, SD or MMC.

SD and MMC mechanical form factor share some compatibilities regarding firstly defined form factor. Newly defined smaller form factors like MiniSD, RSMMC, MicroSD and MMCMicro are on the other side completely incompatible. However, form factor is out of the scope of UICC HSP discussion.
B. Support of high level protocols related to secure cards

For the transport of APDU, SDA support a specification called Mobile Commerce extension which is currently under version 1.1.

Version 1.0 has been available since beginning 2004. SD McEx is very similar compared to SecureMMC interface specification, but the number of commands is more important because SD uses different command to exchange data and to access registers. SD currently doesn’t define any support for Internet protocols (TCP/IP).

Support of TCP/IP will require the definition of at least 2 new SD commands to read and write EEM packets and status. The definition of EEM packet transport is a straightforward transcription of MMC or USB specification.
C. Interrupt support

An interesting feature of SD (In SDIO mode only) compared to MMC is the interrupt mode which is more powerful in SD than in MMC.

But this feature requires at least two contacts for data transfer. Thus it is impossible to reuse this feature for the UICC, due to resources constraint (3 contacts left for HSP).

ETSI will have to define its own interrupt scheme based on what is already defined in the ETSI MMC based proposal. At least one new SD command number will have to be assigned for this new interrupt support.

D. Power supply

Support of new voltage class is taken into account in SD specification even if it only 3V voltage class is completely defined today. OCR extension and definition to support ETSI class B & C will need to be defined (Some bits in OCR register).
E. Integration in mobile host

An interesting feature of MMC for mobile host makers is the ability to support bus mode. This gives great flexibility to integrate the UICC and allows straightforward implementation of the standard on existing mobile host already supporting SD or MMC external card, even if there is some limitation in term of bus speed. While SD doesn’t support a bus mode comparable to MMC, some solutions are available in order to support several cards with a single SD host controller.

For example, as a derivative from MMC, SD protocol keeps the entire addressing scheme based on RCA (Relative card address) assigned during initialization sequence. Once each card on a bus has its own RCA, SD protocols allows several cards to run in parallel on the same bus. During initialization sequence, the cards use a RCA value of ‘0’ which is the default value. If the default value assigned to a UICC is different from ‘0’ (To be fixed in ETSI specification), it will be possible to initialize the UICC first then to initialize the other card on the bus. Alternatively, the addition of an electronic switch behind the SD controller also allows multiple card support with limited speed degradation.
F. Miscellaneous

· Implementation of CPRM: SD certification implies the implementation of the content protection algorithm CPRM. However, as CPRM doesn’t correspond to any ETSI requirement, UICC will probably never implement CPRM.
· SDA will have to avoid reuse of command number assigned in ETSI specification. Synchronization between SDA and ETSI will be needed on that point.
Conclusion
In a first approach, SD and MMC are close to each other. All the work already done by ETSI on MMC proposal can be reused. Migration from MMC to SD for the UICC may be a simple process and may be completed by the end of December. Some extension available in MMC and not available in SD will have to be included in the ETSI specification but with the benefit of the experience acquired by ETSI members involved in MMC specification. In order to avoid any conflict, SDA must be involved in order to define command numbers that will be used by ETSI. This will require SDA commitment to work with ETSI.
From the IP point of view, ETSI members must receive a clear statement from all the potential IP owners to give fair, reasonable and non discriminatory access to any needed patent around SD proposal.
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