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	With the current specification, when the network switches a talker from a voice group call channel to a dedicated channel, ciphering on the dedicated channel will be started by the network by means of a cipher mode control procedure. 

The MS may, however, start to transmit speech frames as soon as it has seized the new channel. This means that for a short interval, until receipt of the CIPHER MODE COMMAND, the MS will send unciphered speech in uplink direction.

In order to prevent possible security attacks, it is proposed to specify for voice group calls that the network starts the ciphering with the individual ciphering key during handover from the voice group channel to the dedicated channel by including a cipher mode setting IE in the assignment command or handover command.

	
	

	Summary of change:
(

	If the network decides to move a talking subscriber's mobile station from group transmit mode to group mode dedicated channel, in order to start ciphering on the dedicated channel the network shall include cipher mode information in the assignment command or handover command message. I.e. no separate cipher mode control procedure is performed.

Missing definitions of group mode dedicated channel, group receive mode, group transmit mode, and dedicated mode are added.

	
	

	Consequences if 
(

not approved:
	 Possible vulnerability to future security attacks.

	
	

	Clauses affected:
(

	3.1, 7.3

	
	

	
	Y
	N
	
	

	Other specs
(

	
	X
	 Other core specifications
(

	

	affected:
	
	X
	 Test specifications
	

	
	
	X
	 O&M Specifications
	

	
	

	Other comments:
(

	


How to create CRs using this form:

Comprehensive information and tips about how to create CRs can be found at http://www.3gpp.org/specs/CR.htm.  Below is a brief summary:

1)
Fill out the above form. The symbols above marked (
 contain pop-up help information about the field that they are closest to.

2)
Obtain the latest version for the release of the specification to which the change is proposed. Use the MS Word "revision marks"  feature (also known as "track changes") when making the changes. All 3GPP specifications can be downloaded from the 3GPP server under ftp://ftp.3gpp.org/specs/ For the latest version, look for the directory name with the latest date e.g. 2001-03 contains the specifications resulting from the March 2001 TSG meetings.

3)
With "track changes" disabled, paste the entire CR form (use CTRL-A to select it) into the specification just in front of the clause containing the first piece of changed text.  Delete those parts of the specification which are not relevant to the change request.

3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TS 42.068 and the following apply:

group call anchor MSC: the MSC responsible for managing and maintaining a particular voice group call
The group call anchor MSC is determined as the one controlling the cells of the group call area (see also group call relay MSC). For voice group call services where the group call area exceeds one MSC area, the group call anchor MSC is predefined in the network.

Group Call Attributes (GCA): group call area, dispatcher identities, and the non-activity time which results in the release of the voice group call by the network

group call relay MSC: the MSC controlling cells of a group call area which are not under control of the group call anchor MSC for those voice group call services where the group call area exceeds one MSC area

Group Call Register (GCR): functionality in the network containing the group call attributes

group members: service subscribers entitled to belong to a particular group classified by a certain group identification (group ID)

group mode dedicated channel: In this mode, a mobile station participating in an ongoing voice group call is allocated at least two dedicated channels, only one of them being a SACCH
notification: notifications are given on common control channels or dedicated channels in order to inform group members which are either in idle mode or in dedicated mode or participating in a voice group call or voice broadcast call on the existence of voice group calls

Notification CHannel (NCH): common control channel on which the notifications are sent by the network (equivalent to a paging channel)

originator-to-dispatcher information: information sent by the service subscriber originating a voice group call to the network during call setup for distribution to the dispatchers to be attached to the group call during call setup

voice group call channel: combined uplink/downlink to be allocated in a cell of the group call area for a particular voice group call
The uplink can be used by the presently talking service subscriber only. All mobile stations of the listening service subscribers in one cell shall listen to the common downlink.

voice group call member: any group member or dispatcher participating in an on going voice group call

For the purposes of the present document, the following terms and definitions given in 3GPP TS 24.008 [7] apply.
dedicated mode
group receive mode

group transmit mode
************************* NEXT MODIFIED SECTION  *****************************

7.3
Data confidentiality

Data confidentiality on the radio can be provided as a network option.

If data confidentiality is provided, both the uplink and the downlink of the voice group call channel within a cell of the group call area shall be ciphered using voice group ciphering keys derived from the same group key, see 3GPP TS 43.020 [10].

The group key is related to the group ID. For each group ID, there is a number of group keys stored on the USIM which are identified by a group key number. The group key number identifying the group key to be used for a particular voice group call is provided with the notification to the mobile stations. Mobile stations which have a dedicated connection shall be informed of the group key number before they join the voice group call channel.

USIM based VGCS ciphering uses a concept of short term keys where the short term key is derived by the GCR and the USIM from the group key and a RAND (random number) parameter. The actual voice group ciphering key is then derived by the BSS and the ME from the short term key, the cell global identifier, and a Cell Global Count parameter.

To include a subscriber into a voice group the required group data (including the 2 master group keys) shall be stored on the USIM, e.g. during the personalisation process or via OTA (over-the-air). To exclude a subscriber from a voice group the group data shall be deleted from the USIM. If a USIM is lost or stolen, all USIMs of the remaining members of the voice groups that this USIM is a member of need to be changed (e.g. via OTA or manual provisioning).

Details on data confidentiality for voice group calls are provided in 3GPP TS 42.009 [9]and 3GPP TS 43.020 [10].

NOTE 1: 
USIM based VGCS ciphering is not compatible with SIM based VGCS ciphering which has not been completely specified. The SIM specifications contain no support for the storage of the group keys. A pre-Rel-6 VGCS capable mobile station will be able to participate in an un-ciphered group call, if it is part of that group.

If data confidentiality is provided, then for a mobile station in group mode dedicated channel the uplink and the downlink of the dedicated channel shall be ciphered using the individual ciphering key of the service subscriber. 

NOTE 2:
The individual ciphering key is the key generated during a previous authentication procedure. 

In order to start the ciphering for the calling service subscriber, the MSC serving the mobile station shall initiate a cipher mode control procedure during call setup, while the mobile station is in group mode dedicated channel. When ciphering was started successfully, the mobile station shall apply the individual ciphering key until it leaves group mode dedicated channel or a new cipher mode control procedure is performed successfully.

In order to start the ciphering on the dedicated channel, if the network decides to move a talking subscriber's mobile station from group transmit mode to group mode dedicated channel, the network shall include cipher mode setting information in the assignment command or handover command message (see 3GPP TS 43.020 [10], Annex F 3.2). On the dedicated channel the mobile station shall apply the individual ciphering key until it leaves group mode dedicated channel or a new cipher mode control procedure is performed successfully.

If data confidentiality is provided, then for a mobile dispatcher the uplink and the downlink of the dedicated channel shall be ciphered using the individual ciphering key of the dispatcher.
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