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1. Overall Description:

In support of the FBI work item, and in order to support flexible mechanisms for support of IMS AS in providing other services, 3GPP CT1 has agreed to support draft-ietf-sip-history-info-06.txt: "An Extension to the Session Initiation Protocol for Request History Information".

Subclause 3.2 of draft-ietf-sip-history-info-06.txt states: 

This document defines a new header for SIP. The document strongly RECOMMENDs the use of the Transport Layer Security (TLS) protocol [RFC2246] as a mandatory mechanism to ensure the overall confidentiality of the History-Info headers (SEC-req-4). This results in History-Info having at least the same level of security as other headers in SIP which are inserted by intermediaries. If TLS is not available for the connection over which the request is being forwarded, then the request MUST not include the History-Info header or the request MUST be redirected to the client, including the History-Info header, so that the request can be retargeted by the client.  

With the level of security provided by TLS (SEC-req-3), the information in the History-Info header can thus be evaluated to determine if information has been removed by evaluating the indices for gaps (SEC-req-1, SEC-req-2).  It would be up to the application to define whether it can make use of the information in the case of missing entries.

The usage of this extension will exist between UEs, between UEs and ASs, between ASs, and between these entities and an MGCF (including intervening IMS proxy entities).

3GPP CT1 seeks guidance from 3GPP SA3 on how such a requirement should be treated in 3GPP IMS implementations.

2. Actions:

To [RANx, GERANx, CNx, Tx and Sx] group.

ACTION: 
3GPP CT1 asks 3GPP SA3 to provide guidance from 3GPP SA3 on how such a requirement to use TLS should be treated in 3GPP IMS implementations.

3. Date of Next TSG-CN1 Meetings:




CT1_40
31st October – 4th November 2005
Berlin, Germany

CT1_41
7th – 14th February 2005

not known

