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The procedures are used by the AF to subscribe/unsubscribe to retrieve analytics information via NEF, and are used by the NEF to notify the AF about the requested analytics information as described in 3GPP TS 23.288 [29].
In order to subscribe to retrieve analytics information, the AF shall send an HTTP POST message to the NEF to the resource "Analytics Exposure Subscriptions", the HTTP POST request message body shall include the AnalyticsExposureSubsc data structure that shall include: 
-	the URI where to receive the requested notifications as "notifUri" attribute;
-	the Notification Correlation Identifier assigned by the NF service consumer for the requested notifications as "notifId" attribute; and
-	a description of the subscribed events as "analyEventsSubs" attribute that shall include for each event:
1)	an event identifier as "analyEvent" attribute.
The AnalyticsExposureSubsc data structure may include:
-	event reporting requirement information as "analyRepInfo" attribute, which applies for all events in a subscription and may contain the following attributes:
1)	event notification method (periodic, one time, on event detection) as "notifMethod" attribute;
2)	maximum Number of Reports as "maxReportNbr" attribute;
3)	monitoring Duration as "monDur" attribute;
4)	repetition period for periodic reporting as "repPeriod" attribute;
5)	immediate reporting indication as "immRep" attribute;
6)	sampling ratio as "sampRatio" attribute;
7)	group reporting guard time as "grpRepTime" attribute;
8)	partitioning criteria for partitioning the impacted UEs before performing sampling as "partitionCriteria" attribute if the "EneNA" feature is supported; and
9)	a notification flag (used for muting and retrieving notifications) as "notifFlag" attribute if the "EneNA" feature is supported; and
10)	notification muting exception instructions within the "notifFlagInstruct" attribute, if the EnhDataMgmt feature is supported and the "notifFlag" attribute is provided and set to "DEACTIVATE".
Each AnalyticsEventSubsc data structure may include:
-	event specific filters via the "analyEventFilter" attribute; and
-	the indication of the UEs to which the subscription applies via "tgtUe" attribute, which if provided shall include one of the following attributes:
1)	identification of an individual UE via a "gpsi" attribute;
2)	identification of a group of UE(s) via a "exterGroupId" attribute; or
3)	identification of any UE via the "anyUeInd" attribute.
Upon receipt of the HTTP POST request from the AF, if the AF is authorized, the NEF shall interact with the UDM by using Nudm_SubscriberDataManagement service as defined in 3GPP TS 29.503 [17] to translate the GPSI or external group identifier into the corresponding SUPI or internal group identifier. If the NEF receives an error response from the UDM, the NEF shall not create the resource and shall respond to the AF with a proper error status code. If the NEF receives from the UDM an error response including a "ProblemDetails" data structure with the "cause" attribute indicating an application error, the NEF shall relay this error response to the AF with a corresponding application error, when applicable. After receiving a successful response from the UDM, the NEF may perform further mappings and translations (e.g. map application identifiers to DNN and S-NSSAI information, or translate attributes of data type NetworkAreaInfo to attributes of data type LocationArea5G) and it shall interact with the NWDAF to subscribe to the subscription to the analytics information by using the Nnwdaf_EventsSubscription service as defined in 3GPP TS 29.520 [27]. If the NEF receives an error responsefrom the NWDAF, the NEF shall not create the resource and shall respond to the AF with a proper error status code. If the NEF received within an error response a "ProblemDetails" data structure with a "cause" attribute indicating an application error, the NEF shall relay this error response to the AF with a corresponding application error, when applicable.
In order to update an existing analytics exposure subscription, the AF shall send an HTTP PUT message to the NEF to the resource "Individual Analytics Exposure Subscription" requesting to change the subscription. 
In order to delete an existing analytics exposure subscription, the AF shall send an HTTP DELETE message to the NEF to the resource "Individual Analytics Exposure Subscription".
Upon receipt of the HTTP PUT or DELETE request from the AF, if the AF is authorized, the NEF may perform further mappings and translations (e.g. map application identifiers to DNN and S-NSSAI information, or translate attributes of data type LocationArea5G to attributes of data type NetworkAreaInfo as required by the data model) and it shall interact with the NWDAF to modify or cancel the subscription to the analytics information by using the Nnwdaf_EventsSubscription service as defined in 3GPP TS 29.520 [27]. If the NEF receives an error responsefrom the NWDAF, the NEF shall not update or delete the resource and shall respond to the AF with a proper error status code. If the NEF received within an error response a "ProblemDetails" data structure with a "cause" attribute indicating an application error, the NEF shall relay this error response to the AF with a corresponding application error, when applicable.
After receiving a successful response from the NWDAF, the NEF shall:
-	for the HTTP POST request, create a resource "Individual Analytics Exposure Subscription" which represents the analytics exposure subscription, addressed by a URI that contains the AF Identifier and an NEF-created subscription identifier, and shall respond to the AF with a 201 Created status code, including a Location header field containing the URI for the created resource. The AF shall use the URI received in the Location header in subsequent requests to the NEF to refer to this analytics exposure subscription. If not all the requested analytics events in the subscription are accepted, then the NEF may include the "failEventReports" attribute indicating the event(s) for which the subscription failed and the associated reason(s):
-	for the HTTP PUT request, update a resource "Individual Analytics Exposure Subscription" which represents the analytics exposure subscription, and shall responds to the AF with a 200 OK or 204 No Content status code. When responding with a 200 OK status code, if not all the requested analytics events in the subscription are modified successfully, then the NEF may include the "failEventReports" attribute indicating the event(s) for which the modification failed and the associated reason(s); and
-	for the HTTP DELETE request, remove all properties of the resource and delete the corresponding active resource "Individual Analytics Exposure Subscription" which represents the analytics exposure subscription, then shall responds to the AF with a 204 No Content status code.
If the immediate reporting indication in the "immRep" attribute within the "analyRepInfo" attribute sets to true during the HTTP POST or PUT request, the NEF shall also include the reports of the events subscribed, if available, in the HTTP POST or PUT response to the AF.
If the NEF receives an analytics information notification from the NWDAF indicating that the subscribed analytics event has been detected, the NEF may perform further mappings and translations (e.g. translate attributes of data type NetworkAreaInfo to attributes of data type LocationArea5G as required by the data model), it may determine based on local configuration to hide from the Untrusted AF network internal information (e.g. DNN, S-NSSAI) which was included in the NWDAF notification, and it shall provide a notification by sending HTTP POST message that include the AnalyticsEventNotification data structure at least with the detected analytics event to the AF identified by the notification URI together with the notification correlation identifier received during creation/modification of the Individual Analytics Exposure Subscription. Upon receipt of the analytics event notification, the AF shall respond with a "204 No Content" status code to confirm the received notification.
When the "notifFlag" attribute is included during the creation of a subscription (HTTP POST request) and set to "DEACTIVATE", the NEF shall mute the event notification and store the available events until the NF service consumer requests to retrieve them by setting the "notifFlag" attribute to "RETRIEVAL" or until a muting exception occurs (e.g. full buffer). When a muting exception occurs, the NEF may consider the contents of the "notifFlagInstruct" attribute (if provided) and/or local configuration to determine its actions.
When the "notifFlag" attribute is included during the update of a subscription (HTTP PUT request) and set to "DEACTIVATE", the NEF shall mute the event notification and store the available events until the NF service consumer requests to retrieve them by setting the "notifFlag" attribute to "RETRIEVAL" or until a muting exception occurs (e.g. full buffer). When a muting exception occurs, the NEF may consider the contents of the "notifFlagInstruct" attribute (if provided) and/or local configuration to determine its actions; if the "notifFlag" attribute is set to the value "RETRIEVAL", the NEF shall send the stored events to the NF service consumer, mute the event notification again and store available events; if the "notifFlag" attribute is set to the value "ACTIVATE" and the event notifications are muted (due to a previously received "DECATIVATE" value), the NWDAF shall unmute the event notification, i.e. start sending again notifications for available events.
Editor's Note: It is FFS to determine whether any further provisions or limitations with regard to the usage of the "notifFlag" attribute are needed.
For both the POST and the PUT requests, if the EnhDataMgmt feature is supported and the NEF accepts the muting instructions provided in the "notifFlag" and/or the "notifFlagInstruct" attributes, it may indicate the applied muting notification settings within the "mutingSetting" attribute in the response. If the NEF does not accept the muting instructions provided in the "notifFlag" and/or the "notifFlagInstruct" attributes, it shall send an HTTP "403 Forbidden" error response including the "cause" attribute set to "MUTING_INSTR_NOT_ACCEPTED".
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This type represents an analytics exposure subscription. The same structure is used in the subscription request and subscription response.
Table 5.6.3.3.2-1: Definition of type AnalyticsExposureSubsc
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability
(NOTE 1)

	analyEventsSubs
	array(AnalyticsEventSubsc)
	M
	1..N
	Subscribed analytics events.
	

	analyRepInfo
	ReportingInformation
	O
	0..1
	Reporting requirement information of the subscription. 
If omitted, the default values within the ReportingInformation data type apply. (NOTE 2)
	

	notifUri
	Uri
	M
	1
	Notification URI for analytics event reporting.
	

	notifId
	string
	M
	1
	Notification Correlation ID assigned by the NF service consumer.
	

	eventNotifis
	array(AnalyticsEventNotif)
	C
	1..N
	Represents the Events to be reported.
Shall only be present if the immediate reporting indication in the "immRep" attribute within the "analyRepInfo" attribute sets to true during the event subscription, and the reports are available.
	

	failEventReports
	array(AnalyticsFailureEventInfo)
	O
	1..N
	Supplied by the NWDAF.
When available, shall contain the event(s) for which the subscription is not successful, including the failure reason(s).
	

	suppFeat
	SupportedFeatures
	C
	0..1
	Indicates the list of Supported features used as described in clause 5.6.4.
This attribute shall be provided in the POST request and in the response of successful resource creation, or in the HTTP GET response if the "supp-feat" attribute query parameter is included in the HTTP GET request.
	

	self
	Link
	C
	0..1
	Identifies the Individual Analytics Exposure Subscription resource.
Shall be present in the HTTP GET response when reading all the subscriptions for an AF.
	

	requestTestNotification
	boolean
	O
	0..1
	Set to true by the AF to request the NEF to send a test notification as defined in clause 5.2.5.3 of 3GPP TS 29.122 [4]. Set to false or omitted otherwise.
	Notification_test_event

	websockNotifConfig
	WebsockNotifConfig
	O
	0..1
	Configuration parameters to set up notification delivery over Websocket protocol.
	Notification_websocket

	NOTE 1:	Properties marked with a feature as defined in clause 5.6.4 are applicable as described in clause 5.2.7 of 3GPP TS 29.122 [4]. If no feature is indicated, the related property applies for all the features.
NOTE 2:	The attributes "partitionCriteria" and "notifFlag" of the data type ReportingInformation are applicable only if the "EneNA" feature is supported. The muting instructions within the "notifFlagInstruct" attribute and/or muting notifications settings within the "mutingSetting" attribute are applicable only if the EnhDataMgmt feature is supported.
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The table below defines the features applicable to the AnalyticsExposure API. Those features are negotiated as described in clause 5.2.7 of 3GPP TS 29.122 [4].
Table 5.6.4-1: Features used by AnalyticsExposure API
	Feature number
	Feature Name
	Description

	1
	Ue_Mobility
	This feature indicates support for the analytics event related to UE mobility.

	2
	Ue_Communication
	This feature indicates support for the analytics event related to UE communication information.

	3
	Abnormal_Behavior
	This feature indicates support for the analytics event related to UE's abnormal behaviour.

	4
	Congestion
	This feature indicates support for the analytics event related to UE's user data congestion information.

	5
	Network_Performance
	This feature indicates support for the analytics event related to network performance.

	6
	QoS_Sustainability
	This feature indicates support for the analytics event related to QoS sustainability.

	7
	Notification_websocket
	The delivery of notifications over Websocket is supported as described in 3GPP TS 29.122 [4]. This feature requires that the Notification_test_event feature is also supported.

	8
	Notification_test_event
	The testing of notification connection is supported as described in 3GPP TS 29.122 [4].

	9
	Dispersion
	This feature indicates support for the analytics event related to Dispersion analytics.

	10
	EneNA
	This feature indicates support for the enhancements of network data analytics requirements.

	11
	DnPerformance
	This feature indicates the support of the analytics event related to DN performance.

	12
	ServiceExperience
	This feature indicates support for the event related to service experience.

	13
	CongestionExt
	This feature indicates support for the extensions to the event related to user data congestion, including support of GPSI and/or list of Top applications. Supporting this feature also requires the support of feature Congestion.

	14
	Abnormal_Behavior_Ext
	This feature indicates support for the extensions to the event related to abnormal behavior, including support of exposing DNN and S-NSSAI information.
Supporting this feature also requires the support of feature Abnormal_Behavior.

	15
	QoS_Sustainability_Ext
	This feature indicates support for the extensions to the event related to QoS sustainability, including support of exposing S-NSSAI information.
Supporting this feature also requires the support of feature QoS_Sustainability.

	16
	TermRequest
	This feature indicates support for Analytics Exposure Subscription termination requests sent by the NEF to the NF service consumer.

	17
	QoS_SustainabilityExt_eNA
	This feature indicates support for the extensions related to eNA to the event related to QoS sustainability, including support of exposing S-NSSAI information.
Supporting this feature also requires the support of feature QoS_Sustainability.

	18
	ServiceExperienceExt_eNA
	This feature indicates support for the extensions to the event related to service experience supporting eNA, including support for DNN, S-NSSAI, Location Area, PDU Session parameters information for service experience analytics. Supporting this feature also requires the support of feature ServiceExperience.

	19
	Abnormal_BehaviorExt_eNA
	This feature indicates support for the extensions to the event related to abnormal behavior related to eNA, including support of exposing DNN and S-NSSAI information.
Supporting this feature also requires the support of feature Abnormal_Behavior.

	20
	CongestionExt_eNA
	This feature indicates support for the extensions to the event related to user data congestion related to eNA, including support of GPSI and/or list of Top applications. Supporting this feature also requires the support of feature Congestion.

	21
	DispersionExt_eNA
	This feature indicates support for the extensions associated with analytics event related to Dispersion analytics. Supporting this feature also requires the support of feature Congestion.

	22
	DnPerformanceExt_eNA
	This feature indicates the support of the analytics event related to DN performance. Supporting this feature also requires the support of feature DnPerformance.

	23
	UeCommunicationExt_eNA
	This feature indicates the support of the analytics event related to UE communication related to eNA. Supporting this feature also requires the support of feature Ue_Communication.

	24
	Ue_MobilityExt_eNA
	This feature indicates the support of the analytics event related to UE Mobility supporting eNA, including ordering criterion and preferred granularity of location. Supporting this feature also requires the support of feature Ue_Mobility.

	25
	DnPerformanceExt_AIML
	This feature indicates support for extensions to the event related to DN Performance supporting AIML, including support of extended DN Performance Analytics for group of UEs. Supporting this feature also requires the support of feature DnPerformance.

	26
	UeMobilityExt_AIML
	This feature indicates support for further extensions to the event related to UE mobility supporting AIML, including support of UE’s geographical distribution and direction analytics. Supporting this feature also requires the support of feature UeMobility.

	27
	NetworkPerformanceExt_AIML
	This feature indicates support of the network performance enhancements for AI/ML-based Services. Within this feature the following enhacements are covered:
-	support of providing gNB resource usage for GBR traffic and Delay-critical GBR traffic.

Supporting this feature also requires the support of Network_Performance feature.

	28
	EnhDataMgmt
	Indicates the support of enhanced data management mechanisms. Supporting this feature also requires the support of feature EneNA.

	289
	E2eDataVolTransTi
me
	This feature indicates support for E2E data volume transfer time analytics

	2930
	ENAExt
	This feature indicates support for the general enhancements of analytics exposure requirements, including support for use case context sent by the NF service consumer to the NEF.

	301
	NetworkPerfExt_eNA
	This feature indicates support for the enhancements of network performance. Within this feature the following enhacements are covered:
-	support of providing target period subset in the analytics.

Supporting this feature also requires the support of Network_Performance feature.

	312
	MovementBehaviour
	This feature indicates support for the Movement Behaviour information.
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The application errors defined for the AnalyticsExposure API are listed in table 5.6.5.3-1.
Table 5.6.5.3-1: Application errors
	Application Error
	HTTP status code
	Description

	BOTH_STAT_PRED_NOT_ALLOWED
	400 Bad Request
	For the requested observation period, the start time is in the past and the end time is in the future, which means the AF requested both statistics and prediction for the analytics.

	USER_CONSENT_NOT_GRANTED
	403 Forbidden
	Indicates that the request shall be rejected because an impacted user has not provided the required user consent.

	MUTING_INSTR_NOT_ACCEPTED
	403 Forbidden
	Indicates that the muting instructions received by the NF service consumer cannot be accepted.

	DATA_NOT_FOUND
	404 Not Found
	The requested UE subscription data is not found/does not exist.

	USER_NOT_FOUND
	404 Not Found
	The user does not exist.

	GROUP_IDENTIFIER_NOT_FOUND
	404 Not Found
	The requested Group Identifier does not exist.

	SUBSCRIPTION_NOT_FOUND
	404 Not Found
	The subscription does not exist.

	UNAVAILABLE_DATA
	500 Internal Server Error
	Indicates the requested statistics in the past is rejected since necessary data to perform the service is unavailable.

	UNSATISFIED_REQUESTED_ANALYTICS_TIME
	500 Internal Server Error
	Indicates that the requested event is rejected since the analytics information is not ready when the time indicated by the "timeAnaNeeded" attribute (as provided during the request) is reached.
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