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5.3.1.2 Normal procedures

When |-CSCF receives a REGISTER request, the |-CSCF starts the user registration status query procedure to the HSS
as specified in 3GPPTS 29.228[14].

Prior to performing the user registration query procedure to the HSS, the | -CSCF decides which HSS to query, possibly
asaresult of aquery to the Subscription Locator Functional (SLF) entity as specified in 3GPP TS 29.228 [14].

If the user registration status query response from the HSS includes avalid SIP URI, the I-CSCF shall:

1) replacethe Request-URI of the received REGISTER request with the SIP URI received from the HSS in the
Server-Name AVP,

2) apply the procedures as described in subclause5.3.3 if topology hiding is required; and
3) forward the REGISTER request to the indicated S-CSCF.
If the user registration status query response from the HSS includes a list of capabilities, the | -CSCF shall:

1) select aS-CSCF that fulfils the indicated mandatory capabilities— if more then one S-CSCFs fulfils the indicated
mandatory capabilities the S-CSCF which fulfils most of the possibly additionally indicated optional capabilities;

2) replace the Request-URI of the received REGISTER request with the URI of the S-CSCF;
3) apply the procedures as described in subclause5.3.3 if topology hiding isrequired; and
4) forward the REGISTER request to the selected S-CSCF.

When the I-CSCF receives a 2xx response to a REGISTER request, the I-CSCF shall proxy the 2xx response to the P-
CSCF.
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5331 General

Thefollowing proceduresshall only be applied if topology hiding is required by the network. The network requiring
topology hiding is called the hiding network.

NOTE 1. Requests and responses are handled independently therefore no state information is needed for that
purpose within an | -CSCF(THIG).

The|-CSCF(THIG) shall apply topology hiding to all headers which reveal topology information, such as Via, Route,
Record-Route, Service-Route.

Upon receiving an incoming REGISTER request for which topology hiding has to be applied and which includes a Path
header, the I-CSCF(THIG) shall add the routeable SIP URI of an I-CSCF(THIG) to the top of the Path header. The |-
CSCK(THIG) may includein the inserted SIP URI an indicator that identifies the direction of subsequent requests
received by the |-CSCF i.e., from the S-CSCF towards the P-CSCF, to identify the mobile-terminating case. Thel-
CSCF(THIG) may encode thisindicator in different ways, such as, e.g., a unique parameter in the URI, a character
string in the username part of the URI, or a dedicated port number in the URI.

NOTE 2. Any subsequent request that includes the direction indicator (in the Route header) or arrives at the
dedicated port number, indicates that the request was sent by the S-CSCF towards the P-CSCF.

Upon receiving an incoming initial request for which topology hiding has to be applied and which includes a Record-
Route header, the |-CSCF(THIG) shall add its own routeable SIP URI to the top of the Record-Route header.

Upon receiving an outgoing initial request.or response for which topology hiding has to be applied and which includes

P-Charging-Function-Addresses header, the I-CSCF(THIG) shall remove the P-Charging-Function-Addresses header
prior to forwarding the message.
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54.1.2.2 Protected REGISTER

Upon receipt of a REGISTER request with the integrity-protection parameter in the Authorization header set to 'yes), the
S-CSCF shall identify the user by the public user identity asreceived in the To header and the private user identity as
received in the Authorization header of the REGISTER request, and:

In the case that there is no authentication currently ongoing for this user (i.e. no timer reg-await-auth is running):
1) check if the user needs to be reauthenticated.

The S-CSCF may require authentication of the user for any REGISTER request, and shall always require
authentication for registration requests received without integrity protection by the P-CSCF. The information
that a REGISTER request was received integrity protected at the P-CSCF may be used as part of the decision to
challenge the user.

If the user needs to be reauthenticated, the S-CSCF shall proceed with the procedures as described for theinitial
REGISTER in subclause5.4.1.2.1, beginning with step 4). If the user does not need to be reauthenticated, the S-
CSCF shall proceed with the following stepsin this paragraph; and

2) check whether an Expirestimer isincluded in the REGISTER request and its value. If the Expires header
indicates a zero value, the S-CSCF shall perform the deregistration procedures as described in subclause5.4.1.4.
If the Expires header does not indicate zero, the S-CSCF shall check whether the public user identity received in
the To header is already registered. If it is not registered, the S-CSCF shall proceed beginning with step 5 below.
Otherwise, the S-CSCF shall proceed beginning with step 6 below.

In the case that atimer reg-await-auth is running for this user the S-CSCF shall:

1) check if the Call-1D of the request matches with the Call-1D of the 401 (Unauthorized) response which carried
the last challenge. The S-CSCF shall only proceed further if the Call-IDs match.

2) stop timer reg-await-auth;
3) check whether an Authorization header isincluded, containing:
a) theprivate user identity of the user in the usernamefield;
b) thealgorithm whichis AKAv1-MD5 in the algorithm field; and
¢) theauthentication challenge response needed for the authentication procedure in the response field.

The S-CSCF shall only proceed with the following stepsin this paragraph if the authentication challenge
response was included;

4) check whether the received authentication challenge response and the expected authentication challenge
response (cal culated by the S-CSCF using X RES and other parameters as described in RFC 3310[49]) match.
The XRES parameter was received from the HSS as part of the Authentication Vector. The S-CSCF shall only
proceed with the following stepsif the challenge response received from the UE and the expected response
calculated by the S-CSCF match;

5) after performing the Cx Server Assignment procedure with the HSS, as described in 3GPP TS 29.229 [15], store
the following information in the local data:

a) thelist of public user identities associated to the user, including the own public user identity under
registration and the implicitly registered due to the received REGISTER request. Each public user identity is
identified as either barred or non-barred; and,

b) all the service profile(s) corresponding to the public user identities being registered (explicitly or implicitly),
including initial Filter Criteria;

NOTE 1. There might be more than one set of initial Filter Criteriareceived because some implicitly registered
public user identities that are part of the same user’ s subscription may belong to different service profiles.

6) bind to each non-barred registered public user identity all registered contact information and store the related
method tag values from the Contact header for future use;

NOTE 2: There might be more then one contact information available for one public user identity.
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NOTE 3. The barred public user identities are not bound to the contact information.

7) check whether a Path header was included in the REGISTER request and construct alist of preloaded Route
headers from the list of entries in the Path header. The S-CSCF shall preserve the order of the preloaded Route
headers and bind them to the contact information that was received in the REGISTER message;

NOTE 4: If thisregistrationisareregistration, then alist of pre-loaded Route headers will already exist. The new
list replacesthe old list.

8) determine the duration of the registration by checking the value of the Expires header in the received REGISTER
request. The S-CSCF may reduce the duration of the registration due to local policy or send back a 423 (Interval
Too Brief) response specifying the minimum allowed time for registration;

9) storetheicid parameter received in the P-Charging-V ector header;
10) create a 200 (OK) response for the REGISTER request, including:
a) thelist of received Path headers;

b) aP-Associated-URI header containing the list of public user identities that the user is authorized to use. The
first URI in thelist of public user identities supplied by the HSS to the S-CSCF will indicate the default
public user identity to be used by the S-CSCF. The public user identity indicated as the default public user
identity must be an already registered public user identity. The S-CSCF shall place the default public user
identity asafirst entry in thelist of URIs present in the P-Associated-URI header. The default public user
identity will be used by the P-CSCF in conjunction with the procedures for the P-Asserted-ldentity header, as
described in subclause5.2.6.3. The S-CSCF shall not add a barred public user identity to thelist of URIsin
the P-Associated-URI header;

c) aService-Route header containing:

- the SIP URI identifying the S-CSCF containing an indication that requests routed viathe service route
(i.e. from the P-CSCF to the S-CSCF) aretreated as for the mobile-originating case. This indication may
e.g. bein aURI parameter, a character string in the user part of the URI or be a port number in the URI;
and,

- if network topology hiding isrequired a SIP URI identifying an | -CSCF(THIG) as the topmost entry;

d) aP-Charging-Function-Addresses header containing the values received from the HSS;

11) send the so created 200 (OK) response to the UE;

12) send athird-party REGISTER request, as described in subclause5.4.1.7, to each ASthat matches the Filter
Criteriafrom the HSS for the REGISTER event; and,

NOTES: If thisregistration isareregistration, the Filter Criteriaalready existsin the local data.

13) handle the user as registered for the duration indicated in the Expires header.
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