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Authentication procedures

This procedure is used between the S-CSCF and the HSS to exchange information to support the authentication between
the end user and the home IM S network. The procedureisinvoked by the S-CSCF, corresponds to the combination of
the operations Cx-AV-Req and Cx-Put (see 3GPP TS 33.203 [3]) and is used:

- Toretrieve authentication vectors from the HSS.

- Toresolve synchronization failures between the sequence numbers in the UE and the HSS.

This procedure is mapped to the commands Multimedia-Auth-Request/Answer in the Diameter application specified in
3GPP TS 29.229 [5]. Tahles6.3.1 —6.3.5 detail the involved information elements.

Table 6.3.1: Authentication request

Information Mappingto | Cat. Description
element name Diameter
AVP
PublicUser | Public-ldentity | M | Thisinformation element containsthe public identity of the user
| dentity
(See7.2)
Private User User-Name M | Thisinformation element containsthe user private identity
| dentity
(See7.3)
Number SIP-Number- M | Thisinformation e ement indicates the number of authentication vectors
Authentication |  Auth-ltems requested
Items
(See 7.10)
Authentication SIP-Auth- M | SeeTables6.3.2 and 6.3.3 for the contents of thisinformation element.
Data Data-ltem The content shown in table 6.3.2 shall be used for a normal authentication
(See 7.9) request; the content shown in table 6.3.3 shall be used for an authentication
request after synchronization failure.
S-CSCF Name | Server-Name | M | Thisinformation element contains the name (SIP URL) of the S-CSCF.
(See7.4)
Routing Destination- C | If the S CSCF knows the HSS name this AV P shall be present.
Information Host o o ) ) o
(See 7.13) Thisinformation is available if the MAR belongsto an already existing
registration, e.g. in case of there-registration, wherethe HSS nameis
stored in the S-CSCF. The HSS name is obtained from the Origin-Host
AVP, which isreceived from the HSS, e.g. included in the MAA
command.
Thisinformation may not be availableif the command is sent in case of
theinitial regigration. In this case the Destination-Host AV P is not present
and the command isrouted to the next Diameter node, e.g. SLF, based on
the Diameter routing tablein the client.
Table 6.3.2: Authentication Data content — request
Information Mappingto | Cat. Description
element name Diameter
AVP
Authentication SIP- M | Thisinformation element indicates the authentication scheme. For 3GPP
Scheme Authentication R5 it shall contain “Digest-AKAv1-MD5".
(See7.9.2) -Scheme
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Table 6.3.3: Authentication Data content — request, synchronization failure

Information Mappingto | Cat. Description
element name Diameter
AVP
Authentication SIP- M | Authentication scheme. For 3GPP R5 it shall contain “Digest-AKAv1-
Scheme Authentication MD5”.
(See 7.9.2) -Scheme
Authorization SIP- M | It shall contain the concatenation of nonce and auts binary encoded.
Information Authorization
(See7.9.4)
Table 6.3.4: Authentication answer
Information Mappingto | Cat. Description
element name Diameter
AVP
User Identity | Public-ldentity | M | User publicidentity
(See 7.2)
Private User User-Name M | User private identity
| dentity
(See 7.3)
Number SIP-Number- M | Number of authentication vectors ddlivered in the Authentication Data
Authentication |  Auth-ltems information element
Items
(See 7.10)
Authentication SIP-Auth- C | If the SIP-Number-Auth-Items AVPis equa to zero then this AVP shal
Data Data-ltem not be present.
(See7.9) See Table 6.3.5 for the contents of thisinformation element.
Result Result-Code / M | Result of the operation.
(See7.6) Experimental - Result-Code AVP shall be used for errors defined in the Diameter Base
Resuilt Protocol.
Experimental-Result AVP shall be used for Cx/Dx erors. Thisisa
grouped AV P which contains the 3GPP Vendor ID in the Vendor-Id AVP,
and the error code in the Experimental-Result-Code AVP.
Table 6.3.5: Authentication Data content —response
Information Mappingto | Cat. Description
element name Diameter
AVP
Item Number SIP-Item- C | Thisinformation element shall be present in a SIP-Auth-Data-Item
(See7.9.1) Number grouped AVP in circumstances where there are multiple occurrences of
SIP-Auth-Data-1tem AVPs, and the order in which they should be
processed is significant. In this scenario, SIP-Auth-Data-Item AVPswith a
low SIP-Item-Number value should be processed before SIP-Auth-Data-
Items AVPs with ahigh SIP-ltem-Number value.
Authentication SIP- M | Authentication scheme. For 3GPP R5 it shall contain “Digest-AKAv1-
Scheme Authentication MD5”.
(See7.9.2) -Scheme
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Authentication SIP- It shall contain, binary encoded, the concatenation of the authentication
Information Authenticate chalenge RAND and the token AUTN. See 3GPP TS 33.203 [3] for
(See 7.9.3) further details about RAND and AUTN.
Authorization SIP- It shall containbinary encoded, the expected response XRES. See 3GPP TS
Information Authorization 33.203 [3] for further details about XRES.
(See 7.9.4)
Confidentialit | Confidentidit - Thisinformation element, if present, shall contain the confidentiality
y Key y-Key key. It shall be binary encoded.
(See7.9.5)
Integrity Key | Integrity-Key - Thisinformation element shall contain theintegrity key. It shall be
(See7.9.6) binary encoded.
6.3.1 Detailed behaviour

The HSS shdll, in the following order (in case of an error in any of the steps the HSS shall stop processing and return
the corresponding error code, see 3GPP TS 29.229 [5]):

1. Check that the user existsin the HSS. If not Experimental-Result-Code shall be set to
DIAMETER_ERROR _USER_UNKNOWN.

2. The HSS may check that the private and public identities belong to the same user. If not Experimental-Result-
Code shdll be set to DIAMETER_ERROR _IDENTITIES DONT_MATCH.

3. Check that the authentication scheme indicated in the request is supported. If not Experimental-Result-Code
shall be set to DIAMETER_ERROR_AUTH_SCHEME_UNSUPPORTED.

4. 4-1f therequest indicatesthere is a synchronization failure, the HSS shall compare the S CSCF name received
in the request to the S CSCF name stored in the HSS:

- If they areidentica the HSS shall process AUTS as described in 3GPP TS 33.203 [3] and return the

reguested authentication information. The Result-Code shall be set to DIAMETER_SUCCESS.

5. Check theregistration status of the public identity received in the request:

- Ifitisregigered, the HSS shall compare the S-CSCF name received in the request to the S-CSCF name
stored in the HSS:

- If they aredifferent, the HSS shall store the S-CSCF name. The HSS shall download Authentication-
Data-Item stored up to a maximum specified in SIP-Number-Auth-ltemsreceived in the command
Multimedia-Auth-Request. It shall also set for this public identity the flag that indicates the identity is
pending of the confirmation of the authentication. The Result-Code shall be set to

DIAMETER _SUCCESS.

- If they areidentical, the HSS shall download Authentication-Data-1tem stored up to a maximum specified
in SIP-Number-Auth-ltemsreceived in the command Multimedia-Auth-Request. The Result-Code shall
be set to DIAMETER_SUCCESS.

- Ifitisunregistered (i.e. registered as a consequence of aterminating call to unregistered user or thereisan S
CSCF keeping the user profile stored), the HSS shall compare the S-CSCF name received in the request to
the S-CSCF name stored in the HSS:

- If they aredifferent, the HSS shall store the S-CSCF name. The HSS shall download Authentication-
Data-Item stored up to amaximum specified in SIP-Number-Auth-1temsreceived in the command
Multimedia-Auth-Request. It shall also set for this public identity the flag that indicates the identity is
pending of the confirmation of the authentication. The Result-Code shall be set to

DIAMETER_SUCCESS.

- If they areidentical, the HSS shall download Authentication-Data-1tem stored up to a maximum specified
in SIP-Number-Auth-ltemsreceived in the command Multimedia-Auth-Request. It shall also set for this
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public identity the flag that indicates the identity is pending of the confirmation of the authentication. The
Result-Code shall be set to DIAMETER_SUCCESS.

- Ifitisnot registered, the HSS shall store the S-CSCF name. The HSS shall download Authentication-Data-
Item stored up to a maximum specified in SIP-Number-Auth-ltems received in the command Multimedia-
Auth-Request. It shall aso set for this public identity the flag that indicates the identity is pending of the
confirmation of the authentication. The Result-Code shall be set to DIAMETER_SUCCESS.

Exceptionsto the cases specified here shall be treated by HSS as error situations, the Result-Code shall be set to
DIAMETER _UNABLE_TO_COMPLY . No authentication information shall be returned.

8.1 Registration error cases

This section describes the handling of error cases, which can occur during the registration process. If the new and
previously assigned S-CSCF names sent in the Multimedia-Auth-Request command are different and the Multimedia-
Auth-Request is not indicating synchronisation failure (i.e.the request does not contain auts parameter), then the HSS
shall overwrite the S-CSCF name.

If thenew and previoudy assigned S-CSCF names sent in acommand other than the Multimedia-Auth-Request
command are different, then the HSS shall not overwrite the S-CSCF name; instead it shall send aresponseto the S-
CSCF indicating an error.
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Authentication procedures

This procedure is used between the S-CSCF and the HSS to exchange information to support the authentication between
the end user and the home IM S network. The procedureisinvoked by the S-CSCF, corresponds to the combination of
the operations Cx-AV-Req and Cx-Put (see 3GPP TS 33.203 [3]) and is used:

- Toretrieve authentication vectors from the HSS.

- Toresolve synchronization failures between the sequence numbers in the UE and the HSS.

This procedure is mapped to the commands Multimedia-Auth-Request/Answer in the Diameter application specified in
3GPP TS 29.229 [5]. Tahles6.3.1 —6.3.5 detail the involved information elements.

Table 6.3.1: Authentication request

Information Mappingto | Cat. Description
element name Diameter
AVP
PublicUser | Public-ldentity | M | Thisinformation element containsthe public identity of the user
| dentity
(See7.2)
Private User User-Name M | Thisinformation element containsthe user private identity
| dentity
(See7.3)
Number SIP-Number- M | Thisinformation e ement indicates the number of authentication vectors
Authentication |  Auth-ltems requested
Items
(See 7.10)
Authentication SIP-Auth- M | SeeTables6.3.2 and 6.3.3 for the contents of thisinformation element.
Data Data-ltem The content shown in table 6.3.2 shall be used for a normal authentication
(See 7.9) request; the content shown in table 6.3.3 shall be used for an authentication
request after synchronization failure.
S-CSCF Name | Server-Name | M | Thisinformation element contains the name (SIP URL) of the S-CSCF.
(See7.4)
Routing Destination- C | If the S CSCF knows the HSS name this AV P shall be present.
Information Host o o ) ) o
(See 7.13) Thisinformation is available if the MAR belongsto an already existing
registration, e.g. in case of there-registration, wherethe HSS nameis
stored in the S-CSCF. The HSS name is obtained from the Origin-Host
AVP, which isreceived from the HSS, e.g. included in the MAA
command.
Thisinformation may not be availableif the command is sent in case of
theinitial regigration. In this case the Destination-Host AV P is not present
and the command isrouted to the next Diameter node, e.g. SLF, based on
the Diameter routing tablein the client.
Table 6.3.2: Authentication Data content — request
Information Mappingto | Cat. Description
element name Diameter
AVP
Authentication SIP- M | Thisinformation element indicates the authentication scheme. For 3GPP
Scheme Authentication R5 it shall contain “Digest-AKAv1-MD5".
(See7.9.2) -Scheme
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Table 6.3.3: Authentication Data content — request, synchronization failure

Information Mappingto | Cat. Description
element name Diameter
AVP
Authentication SIP- M | Authentication scheme. For 3GPP R5 it shall contain “Digest-AKAvV1-
Scheme Authentication MD5”.
(See 7.9.2) -Scheme
Authorization SIP- M | It shall contain the concatenation of nonce, as sent to the terminal .- and
Information Authorization auts, as received from the terminal. Nonce and auts shall both be binary
(See 7.9.4) encoded.
Table 6.3.4: Authentication answer
Information Mappingto | Cat. Description
element name Diameter
AVP
User Identity | Public-ldentity | M | User publicidentity
(See 7.2)
Private User User-Name M | User private identity
| dentity
(See 7.3)
Number SIP-Number- M | Number of authentication vectors ddlivered in the Authentication Data
Authentication |  Auth-ltems information element
Items
(See 7.10)
Authentication SIP-Auth- C | If the SIP-Number-Auth-Items AVPis equa to zero then this AVP shal
Data Data-ltem not be present.
(See7.9) See Table 6.3.5 for the contents of thisinformation element.
Result Result-Code / M | Result of the operation.
(See 7.6) Experimenta - Result-Code AVP shall be used for errors defined in the Diameter Base
Resuilt Protocol.
Experimental-Result AV P shall be used for Cx/Dx errors. Thisisa
grouped AV P which contains the 3GPP Vendor ID in the Vendor-Id AVP,
and the error code in the Experimental-Result-Code AVP.
Table 6.3.5: Authentication Data content —response
Information Mappingto | Cat. Description
element name Diameter
AVP
Item Number SIP-ltem- C | Thisinformation element shall be present in a SIP-Auth-Data-Item
(See7.9.1) Number grouped AVP in circumstances where there are multiple occurrences of
SIP-Auth-Data-1tem AVPs, and the order in which they should be
processed is significant. In this scenario, SIP-Auth-Data-Item AVPswith a
low SIP-Item-Number value should be processed before SIP-Auth-Data-
Items AVPs with ahigh SIP-ltem-Number value.
Authentication SIP- M | Authentication scheme. For 3GPP R5 it shall contain “Digest-AKAvV1-
Scheme Authentication MD5”.
(See7.9.2) -Scheme
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Authentication SIP- It shall contain, binary encoded, the concatenation of the authentication
Information Authenticate chalenge RAND and the token AUTN. See 3GPP TS 33.203 [3] for
(See 7.9.3) further details about RAND and AUTN.

Authorization SIP- It shall containbinary encoded, the expected response XRES. See 3GPP TS
Information Authorization 33.203 [3] for further details about XRES.
(See7.9.4)

Confidentialit | Confidentidit - Thisinformation element, if present, shall contain the confidentiality

y Key y-Key key. It shall be binary encoded.

(See7.9.5)

Integrity Key | Integrity-Key - Thisinformation element shall contain theintegrity key. It shall be
(See7.9.6) binary encoded.
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Authentication procedures

This procedure is used between the S-CSCF and the HSS to exchange information to support the authentication between
the end user and the home IM S network. The procedureisinvoked by the S-CSCF, corresponds to the combination of
the operations Cx-AV-Req and Cx-Put (see 3GPP TS 33.203 [3]) and is used:

- Toretrieve authentication vectors from the HSS.

- Toresolve synchronization failures between the sequence numbers in the UE and the HSS.

This procedure is mapped to the commands Multimedia-Auth-Request/Answer in the Diameter application specified in
3GPP TS 29.229 [5]. Tahles6.3.1 —6.3.5 detail the involved information elements.

Table 6.3.1: Authentication request

Information Mappingto | Cat. Description
element name Diameter
AVP
PublicUser | Public-ldentity | M | Thisinformation element containsthe public identity of the user
| dentity
(See7.2)
Private User User-Name M | Thisinformation element containsthe user private identity
| dentity
(See7.3)
Number SIP-Number- M | Thisinformation e ement indicates the number of authentication vectors
Authentication |  Auth-ltems requested
Items
(See 7.10)
Authentication SIP-Auth- M | SeeTables6.3.2 and 6.3.3 for the contents of thisinformation element.
Data Data-ltem The content shown in table 6.3.2 shall be used for a normal authentication
(See 7.9) request; the content shown in table 6.3.3 shall be used for an authentication
request after synchronization failure.
S-CSCF Name | Server-Name | M | Thisinformation element contains the name (SIP URL) of the S-CSCF.
(See7.4)
Routing Destination- C | If the S CSCF knows the HSS name this AV P shall be present.
Information Host o o ) ) o
(See 7.13) Thisinformation is available if the MAR belongsto an already existing
registration, e.g. in case of there-registration, wherethe HSS nameis
stored in the S-CSCF. The HSS name is obtained from the Origin-Host
AVP, which isreceived from the HSS, e.g. included in the MAA
command.
Thisinformation may not be availableif the command is sent in case of
theinitial regigration. In this case the Destination-Host AV P is not present
and the command isrouted to the next Diameter node, e.g. SLF, based on
the Diameter routing tablein the client.
Table 6.3.2: Authentication Data content — request
Information Mappingto | Cat. Description
element name Diameter
AVP
Authentication SIP- M | Thisinformation element indicates the authentication scheme. For 3GPP
Scheme Authentication R5 it shall contain “Digest-AKAv1-MD5".
(See7.9.2) -Scheme
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Table 6.3.3: Authentication Data content — request, synchronization failure

Information Mappingto | Cat. Description
element name Diameter
AVP
Authentication SIP- M | Authentication scheme. For 3GPP R5 it shall contain “Digest-AKAvV1-
Scheme Authentication MD5”.
(See 7.9.2) -Scheme
Authorization SIP- M | It shall contain the concatenation of nonce, as sent to the terminal, and
Information Authorization auts, as received from the terminal. Nonce and auts shall both be binary
(See 7.9.4) encoded.
Table 6.3.4: Authentication answer
Information Mappingto | Cat. Description
element name Diameter
AVP
User Identity | Public-ldentity | M | User publicidentity
(See 7.2)
Private User User-Name M | User private identity
| dentity
(See 7.3)
Number SIP-Number- M | Number of authentication vectors ddlivered in the Authentication Data
Authentication |  Auth-ltems information element
Items
(See 7.10)
Authentication SIP-Auth- C | If the SIP-Number-Auth-Items AVPis equa to zero then this AVP shal
Data Data-ltem not be present.
(See7.9) See Table 6.3.5 for the contents of thisinformation element.
Result Result-Code / M | Result of the operation.
(See 7.6) Experimenta - Result-Code AVP shall be used for errors defined in the Diameter Base
Resuilt Protocol.
Experimental-Result AV P shall be used for Cx/Dx errors. Thisisa
grouped AV P which contains the 3GPP Vendor ID in the Vendor-Id AVP,
and the error code in the Experimental-Result-Code AVP.
Table 6.3.5: Authentication Data content —response
Information Mappingto | Cat. Description
element name Diameter
AVP
Item Number SIP-ltem- C | Thisinformation element shall be present in a SIP-Auth-Data-Item
(See7.9.1) Number grouped AVP in circumstances where there are multiple occurrences of
SIP-Auth-Data-1tem AVPs, and the order in which they should be
processed is significant. In this scenario, SIP-Auth-Data-Item AVPswith a
low SIP-Item-Number value should be processed before SIP-Auth-Data-
Items AVPs with ahigh SIP-ltem-Number value.
Authentication SIP- M | Authentication scheme. For 3GPP R5 it shall contain “Digest-AKAvV1-
Scheme Authentication MD5”.
(See7.9.2) -Scheme
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Authentication SIP- It shall contain, binary encoded, the concatenation of the authentication
Information Authenticate chalenge RAND and the token AUTN. See 3GPP TS 33.203 [3] for
(See 7.9.3) further details about RAND and AUTN.

Authorization SIP- It shall containbinary encoded, the expected response XRES. See 3GPP TS
Information Authorization 33.203 [3] for further details about XRES.
(See7.9.4)

Confidentialit | Confidentidit - Thisinformation element, if present, shall contain the confidentiality

y Key y-Key key. It shall be binary encoded.

(See7.9.5)

Integrity Key | Integrity-Key - Thisinformation element shall contain theintegrity key. It shall be
(See7.9.6) binary encoded.
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Authentication procedures

This procedure is used between the S-CSCF and the HSS to exchange information to support the authentication between
the end user and the home IM S network. The procedureisinvoked by the S-CSCF, corresponds to the combination of
the operations Cx-AV-Req and Cx-Put (see 3GPP TS 33.203 [3]) and is used:

- Toretrieve authentication vectors from the HSS.

- Toresolve synchronization failures between the sequence numbers in the UE and the HSS.

This procedure is mapped to the commands Multimedia-Auth-Request/Answer in the Diameter application specified in
3GPP TS 29.229 [5]. Tahles6.3.1 —6.3.5 detail the involved information elements.

Table 6.3.1: Authentication request

Information Mappingto | Cat. Description
element name Diameter
AVP
PublicUser | Public-ldentity | M | Thisinformation element containsthe public identity of the user
| dentity
(See7.2)
Private User User-Name M | Thisinformation element containsthe user private identity
| dentity
(See7.3)
Number SIP-Number- M | Thisinformation e ement indicates the number of authentication vectors
Authentication |  Auth-ltems requested
Items
(See 7.10)
Authentication SIP-Auth- M | SeeTables6.3.2 and 6.3.3 for the contents of thisinformation element.
Data Data-ltem The content shown in table 6.3.2 shall be used for a normal authentication
(See 7.9) request; the content shown in table 6.3.3 shall be used for an authentication
request after synchronization failure.
S-CSCF Name | Server-Name | M | Thisinformation element contains the name (SIP URL) of the S-CSCF.
(See7.4)
Routing Destination- C | If the S CSCF knows the HSS name this AV P shall be present.
Information Host o o ) ) o
(See 7.13) Thisinformation is available if the MAR belongsto an already existing
registration, e.g. in case of there-registration, wherethe HSS nameis
stored in the S-CSCF. The HSS name is obtained from the Origin-Host
AVP, which isreceived from the HSS, e.g. included in the MAA
command.
Thisinformation may not be availableif the command is sent in case of
theinitial regigration. In this case the Destination-Host AV P is not present
and the command isrouted to the next Diameter node, e.g. SLF, based on
the Diameter routing tablein the client.
Table 6.3.2: Authentication Data content — request
Information Mappingto | Cat. Description
element name Diameter
AVP
Authentication SIP- M | Thisinformation element indicates the authentication scheme. For 3GPP
Scheme Authentication R5 it shall contain “Digest-AKAv1-MD5".
(See7.9.2) -Scheme
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Table 6.3.3: Authentication Data content — request, synchronization failure

Information Mappingto | Cat. Description
element name Diameter
AVP
Authentication SIP- M | Authentication scheme. For 3GPP R5 it shall contain “Digest-AKAvV1-
Scheme Authentication MD5”.
(See 7.9.2) -Scheme
Authorization SIP- M | It shall contain the concatenation of nonce and auts binary encoded.
Information Authorization
(See7.9.4)
Table 6.3.4: Authentication answer
Information Mappingto | Cat. Description
element name Diameter
AVP
User Identity | Public-ldentity | M | User publicidentity
(See 7.2)
Private User User-Name M | User private identity
| dentity
(See 7.3)
Number SIP-Number- M | Number of authentication vectors ddlivered in the Authentication Data
Authentication |  Auth-ltems information element
Items
(See 7.10)
Authentication SIP-Auth- C | If the SIP-Number-Auth-Items AVPis equa to zero then this AVP shal
Data Data-ltem not be present.
(See7.9) See Table 6.3.5 for the contents of thisinformation element.
Result Result-Code / M | Result of the operation.
(See7.6) Experimental - Result-Code AVP shall be used for errors defined in the Diameter Base
Resuilt Protocol.
Experimental-Result AVP shall be used for Cx/Dx erors. Thisisa
grouped AV P which contains the 3GPP Vendor ID in the Vendor-Id AVP,
and the error code in the Experimental-Result-Code AVP.
Table 6.3.5: Authentication Data content —response
Information Mappingto | Cat. Description
element name Diameter
AVP
Item Number SIP-Item- C | Thisinformation element shall be present in a SIP-Auth-Data-Item
(See7.9.1) Number grouped AVP in circumstances where there are multiple occurrences of
SIP-Auth-Data-1tem AVPs, and the order in which they should be
processed is significant. In this scenario, SIP-Auth-Data-Item AVPswith a
low SIP-Item-Number value should be processed before SIP-Auth-Data-
Items AVPs with ahigh SIP-ltem-Number value.
Authentication SIP- M | Authentication scheme. For 3GPP R5 it shall contain “Digest-AKAvV1-
Scheme Authentication MD5”.
(See7.9.2) -Scheme
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Authentication SIP- It shall contain, binary encoded, the concatenation of the authentication
Information Authenticate chalenge RAND and the token AUTN. See 3GPP TS 33.203 [3] for
(See 7.9.3) further details about RAND and AUTN.
Authorization SIP- It shall containbinary encoded, the expected response XRES. See 3GPP TS
Information Authorization 33.203 [3] for further details about XRES.
(See 7.9.4)
Confidentialit | Confidentidit - Thisinformation element, if present, shall contain the confidentiality
y Key y-Key key. It shall be binary encoded.
(See7.9.5)
Integrity Key | Integrity-Key - Thisinformation element shall contain theintegrity key. It shall be
(See7.9.6) binary encoded.
6.3.1 Detailed behaviour

The HSS shdll, in the following order (in case of an error in any of the steps the HSS shall stop processing and return
the corresponding error code, see 3GPP TS 29.229 [5]):

1. Check that the user existsin the HSS. If not Experimental-Result-Code shall be set to
DIAMETER_ERROR _USER_UNKNOWN.

2. The HSS may check that the private and public identities belong to the same user. If not Experimental-Result-
Code shdll be set to DIAMETER_ERROR _IDENTITIES DONT_MATCH.

3. Check that the authentication scheme indicated in the request is supported. If not Experimental-Result-Code
shall be set to DIAMETER_ERROR_AUTH_SCHEME_UNSUPPORTED.

4. 4-1f therequest indicatesthere is a synchronization failure, the HSS shall compare the S CSCF name received
in the request to the S CSCF name stored in the HSS:

- If they areidentical the HSS shall process AUTS as described in 3GPP TS 33.203 [3] and return the

reguested authentication information. The Result-Code shall be set to DIAMETER_SUCCESS.

5. Check theregistration status of the public identity received in the request:

- Ifitisregigered, the HSS shall compare the S-CSCF name received in the request to the S-CSCF name
stored in the HSS:

- If they aredifferent, the HSS shall store the S-CSCF name. The HSS shall download Authentication-
Data-Item stored up to a maximum specified in SIP-Number-Auth-ltemsreceived in the command
Multimedia-Auth-Request. The HSS shall set the public identity’ s authentication pending flag which is
specific to the private identity which was received in the request. The Result-Code shall be st to

DIAMETER _SUCCESS.

- If they areidentical, the HSS shall download Authentication-Data-1tem stored up to a maximum specified
in SIP-Number-Auth-ltemsreceived in the command Multimedia-Auth-Request. The Result-Code shall
be set to DIAMETER_SUCCESS.

- Ifitisunregistered (i.e. registered as a consequence of aterminating call to unregistered user or thereisan S
CSCF keeping the user profile stored), the HSS shall compare the S-CSCF name received in the request to
the S-CSCF name stored in the HSS:

- If they aredifferent, the HSS shall store the S-CSCF name. The HSS shall download Authentication-
Data-Item stored up to a maximum specified in SIP-Number-Auth-ltemsreceived in the command
Multimedia-Auth-Request. The HSS shall set the public identity’ s authentication pending flag which is
specific to the private identity which was received in the request. The Result-Code shall be st to

DIAMETER_SUCCESS.

- If they areidentical, the HSS shall download Authentication-Data-1tem stored up to a maximum specified
in SIP-Number-Auth-ltemsreceived in the command Multimedia-Auth-Request. The HSS shall set the
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public identity’ s authentication pending flag which is specific to the private identity that was received in
therequest. The Result-Code shall be set to DIAMETER_SUCCESS.

- Ifitisnot registered, the HSS shall store the S-CSCF name. The HSS shall download Authentication-Data-
Item stored up to a maximum specified in SIP-Number-Auth-ltems received in the command Multimedia-
Auth-Request. The HSS shall set the public identity’ s authentication pending flag which is specific to the
private identity that was received in therequest. The Result-Code shall be set to DIAMETER_SUCCESS.

Exceptionsto the cases specified here shall be treated by HSS as error situations, the Result-Code shall be set to
DIAMETER _UNABLE_TO_COMPLY . No authentication information shall be returned.

8.1 Registration error cases

This section describes the handling of error cases, which can occur during the registration process. If the new and
previously assigned S-CSCF names sent in the Multimedia-Auth-Request command are different and the Multimedia-
Auth-Request is not indicating synchronisation failure (i.e.the request does not contain auts parameter), then the HSS
shall overwrite the S-CSCF name.

If thenew and previoudy assigned S-CSCF names sent in acommand other than the Multimedia-Auth-Request
command are different, then the HSS shall not overwrite the S-CSCF name; instead it shall send aresponseto the S-
CSCF indicating an error.
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Authentication procedures

This procedure is used between the S-CSCF and the HSS to exchange information to support the authentication between
the end user and the home IM S network. The procedureisinvoked by the S-CSCF, corresponds to the combination of
the operations Cx-AV-Req and Cx-Put (see 3GPP TS 33.203 [3]) and is used:

- Toretrieve authentication vectors from the HSS.

- Toresolve synchronization failures between the sequence numbers in the UE and the HSS.

This procedure is mapped to the commands Multimedia-Auth-Request/Answer in the Diameter application specified in
3GPP TS 29.229 [5]. Tahles6.3.1 —6.3.5 detail the involved information elements.

Table 6.3.1: Authentication request

Information Mappingto | Cat. Description
element name Diameter
AVP
PublicUser | Public-ldentity | M | Thisinformation element containsthe public identity of the user
| dentity
(See7.2)
Private User User-Name M | Thisinformation element containsthe user private identity
| dentity
(See7.3)
Number SIP-Number- M | Thisinformation e ement indicates the number of authentication vectors
Authentication |  Auth-ltems requested
Items
(See 7.10)
Authentication SIP-Auth- M | SeeTables6.3.2 and 6.3.3 for the contents of thisinformation element.
Data Data-ltem The content shown in table 6.3.2 shall be used for a normal authentication
(See 7.9) request; the content shown in table 6.3.3 shall be used for an authentication
request after synchronization failure.
S-CSCF Name | Server-Name | M | Thisinformation element contains the name (SIP URL) of the S-CSCF.
(See7.4)
Routing Destination- C | If the S CSCF knows the HSS name this AV P shall be present.
Information Host o o ) ) o
(See 7.13) Thisinformation is available if the MAR belongsto an already existing
registration, e.g. in case of there-registration, wherethe HSS nameis
stored in the S-CSCF. The HSS name is obtained from the Origin-Host
AVP, which isreceived from the HSS, e.g. included in the MAA
command.
Thisinformation may not be availableif the command is sent in case of
theinitial regigration. In this case the Destination-Host AV P is not present
and the command isrouted to the next Diameter node, e.g. SLF, based on
the Diameter routing tablein the client.
Table 6.3.2: Authentication Data content — request
Information Mappingto | Cat. Description
element name Diameter
AVP
Authentication SIP- M | Thisinformation element indicates the authentication scheme. For 3GPP
Scheme Authentication R5 it shall contain “Digest-AKAv1-MD5".
(See7.9.2) -Scheme
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Table 6.3.3: Authentication Data content — request, synchronization failure

Information Mappingto | Cat. Description
element name Diameter
AVP
Authentication SIP- M | Authentication scheme. For 3GPP R5 it shall contain “Digest-AKAvV1-
Scheme Authentication MD5”.
(See7.9.2) -Scheme
Authorization SIP- M | It shall contain the concatenation of nonce and auts binary encoded.
Information Authorization
(See7.9.4)
Table 6.3.4: Authentication answer
Information Mappingto | Cat. Description
element name Diameter
AVP
User Identity | Public-ldentity | MC | User publicidentity. It shall be present when theresult is
(See 7.2) DIAMETER SUCCESS.
Private User User-Name MC | User privateidentity. It shall be present when theresult is
| dentity DIAMETER SUCCESS.
(See 7.3)
Number SIP-Number- | MC | This AVP indicatesthe Number-number of authentication vectors
Authentication |  Auth-ltems delivered in the Authentication Data information element. It shall be
Items present when theresult is DIAMETER SUCCESS.
(See 7.10)
Authentication SIP-Auth- C | If the SIP-Number-Auth-Items AVPis equd to zero or it isnot present,
Data Data-ltem then this AVP shall not be present.
(See7.9) See Table 6.3.5 for the contents of thisinformation element.
Result Result-Code / M | Result of the operation.
(See7.6) Experimental- Result-Code AVP shall be used for errorsdefined in the Diameter Base
Result Protocol.
Experimental-Result AVP shall be used for Cx/Dx erors. Thisisa
grouped AV P which contains the 3GPP Vendor ID in the Vendor-Id AVP,
and the error code in the Experimental -Result-Code AV P.
Table 6.3.5: Authentication Data content —response
Information Mappingto | Cat. Description
element name Diameter
AVP
Item Number SIP-ltem- C | Thisinformation element shall be present in a SIP-Auth-Data-Item
(See7.9.1) Number grouped AV P in circumstances where there are multiple occurrences of
SIP-Auth-Data-1tem AVPs, and the order in which they should be
processed is significant. In this scenario, SIP-Auth-Data-Item AVPswith a
low SIP-Item-Number value should be processed before SIP-Auth-Data-
Items AV Ps with ahigh SIP-Item-Number value.
Authentication SIP- M | Authentication scheme. For 3GPP R5 it shall contain “Digest-AKAvV1-
Scheme Authentication MD5”.
(See7.9.2) -Scheme
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Authentication SIP- It shall contain, binary encoded, the concatenation of the authentication
Information Authenticate chalenge RAND and the token AUTN. See 3GPP TS 33.203 [3] for
(See 7.9.3) further details about RAND and AUTN.
Authorization SIP- It shall containbinary encoded, the expected response XRES. See 3GPP TS
Information Authorization 33.203 [3] for further details about XRES.
(See 7.9.4)
Confidentialit | Confidentidit - Thisinformation element, if present, shall contain the confidentiality
y Key y-Key key. It shall be binary encoded.
(See7.9.5)
Integrity Key | Integrity-Key - Thisinformation element shall contain theintegrity key. It shall be
(See7.9.6) binary encoded.
6.3.1 Detailed behaviour

The HSS shdll, in the following order (in case of an error in any of the steps the HSS shall stop processing and return
the corresponding error code, see 3GPP TS 29.229 [5]):

1. Check that the user existsin the HSS. If not Experimental-Result-Code shall be set to
DIAMETER_ERROR _USER_UNKNOWN.

2. The HSS may check that the private and public identities belong to the same user. If not Experimental-Result-
Code shdll be set to DIAMETER_ERROR _IDENTITIES DONT_MATCH.

3. Check that the authentication scheme indicated in the request is supported. If not Experimental-Result-Code
shall be set to DIAMETER_ERROR_AUTH_SCHEME_UNSUPPORTED.

4. If therequest indicatesthere is a synchronization failure, the HSS shall process AUTS as described in 3GPP TS
33.203 [3] and return the requested authenti cation information. The Result-Code shall be set to
DIAMETER_SUCCESS.

5. Check theregistration status of the public identity received in the request:

- Ifitisregigered, the HSS shall compare the S-CSCF name received in the request to the S-CSCF name
stored in the HSS:

- If they aredifferent, the HSS shall store the S-CSCF name. The HSS shall download Authentication-
Data-Item stored up to a maximum specified in SIP-Number-Auth-ltemsreceived in the command
Multimedia-Auth-Request. It shall also set for this public identity the flag that indicates the identity is
pending of the confirmation of the authentication. The Result-Code shall be set to

DIAMETER_SUCCESS.

- If they areidentical, the HSS shall download Authentication-Data-1tem stored up to a maximum specified
in SIP-Number-Auth-ltemsreceived in the command Multimedia-Auth-Request. The Result-Code shall
be set to DIAMETER_SUCCESS.

- Ifitisunregistered (i.e. registered as a consequence of aterminating call to unregistered user or thereisan S
CSCF keeping the user profile stored), the HSS shall compare the S-CSCF name received in the request to
the S-CSCF name stored in the HSS:

- If they aredifferent, the HSS shall store the S-CSCF name. The HSS shall download Authentication-
Data-Item stored up to amaximum specified in SIP-Number-Auth-ltemsreceived in the command
Multimedia-Auth-Request. It shall also set for this public identity the flag that indicates the identity is
pending of the confirmation of the authentication. The Result-Code shall be set to

DIAMETER_SUCCESS.

If they areidentical, the HSS shall download Authentication-Data-Item stored up to a maximum specified
in SIP-Number-Auth-ltemsreceived in the command Multimedia-Auth-Request. It shall also set for this
public identity the flag that indicates the identity is pending of the confirmation of the authentication. The
Result-Code shall be set to DIAMETER_SUCCESS.
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If itisnot registered, the HSS shall store the SS-CSCF name. The HSS shall download Authentication-Data-
Item stored up to a maximum specified in SIP-Number-Auth-ltems received in the command Multimedia-
Auth-Request. It shall aso set for this public identity the flag that indicates the identity is pending of the
confirmation of the authentication. The Result-Code shall be set to DIAMETER_SUCCESS.

Exceptionsto the cases specified here shall be treated by HSS as error situations, the Result-Code shall be set to
DIAMETER _UNABLE_TO_COMPLY . No authentication information shall be returned.
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Authentication procedures

This procedure is used between the S-CSCF and the HSS to exchange information to support the authentication between
the end user and the home IM S network. The procedureisinvoked by the S-CSCF, corresponds to the combination of
the operations Cx-AV-Req and Cx-Put (see 3GPP TS 33.203 [3]) and is used:

- Toretrieve authentication vectors from the HSS.

- Toresolve synchronization failures between the sequence numbers in the UE and the HSS.

This procedure is mapped to the commands Multimedia-Auth-Request/Answer in the Diameter application specified in
3GPP TS 29.229 [5]. Tahles6.3.1 —6.3.5 detail the involved information elements.

Table 6.3.1: Authentication request

Information Mappingto | Cat. Description
element name Diameter
AVP
PublicUser | Public-ldentity | M | Thisinformation element containsthe public identity of the user
| dentity
(See7.2)
Private User User-Name M | Thisinformation element containsthe user private identity
| dentity
(See7.3)
Number SIP-Number- M | Thisinformation e ement indicates the number of authentication vectors
Authentication |  Auth-ltems requested
Items
(See 7.10)
Authentication SIP-Auth- M | SeeTables6.3.2 and 6.3.3 for the contents of thisinformation element.
Data Data-ltem The content shown in table 6.3.2 shall be used for a normal authentication
(See 7.9) request; the content shown in table 6.3.3 shall be used for an authentication
request after synchronization failure.
S-CSCF Name | Server-Name | M | Thisinformation element contains the name (SIP URL) of the S-CSCF.
(See7.4)
Routing Destination- C | If the S CSCF knows the HSS name this AV P shall be present.
Information Host o o ) ) o
(See 7.13) Thisinformation is available if the MAR belongsto an already existing
registration, e.g. in case of there-registration, wherethe HSS nameis
stored in the S-CSCF. The HSS name is obtained from the Origin-Host
AVP, which isreceived from the HSS, e.g. included in the MAA
command.
Thisinformation may not be availableif the command is sent in case of
theinitial regigration. In this case the Destination-Host AV P is not present
and the command isrouted to the next Diameter node, e.g. SLF, based on
the Diameter routing tablein the client.
Table 6.3.2: Authentication Data content — request
Information Mappingto | Cat. Description
element name Diameter
AVP
Authentication SIP- M | Thisinformation element indicates the authentication scheme. For 3GPP
Scheme Authentication R5 it shall contain “Digest-AKAv1-MD5".
(See7.9.2) -Scheme

CR page 3




3GPP TS aa.bbb vX.Y.Z (YYYY-MM)

CR page 4

Table 6.3.3: Authentication Data content — request, synchronization failure

Information Mappingto | Cat. Description
element name Diameter
AVP
Authentication SIP- M | Authentication scheme. For 3GPP R5 it shall contain “Digest-AKAvV1-
Scheme Authentication MD5”.
(See7.9.2) -Scheme
Authorization SIP- M | It shall contain the concatenation of nonce and auts binary encoded.
Information Authorization
(See7.9.4)
Table 6.3.4: Authentication answer
Information Mappingto | Cat. Description
element name Diameter
AVP
User Identity | Public-ldentity | MC | User publicidentity. It shall be present when theresult is
(See 7.2) DIAMETER SUCCESS.
Private User User-Name MC | User privateidentity. It shall be present when theresult is
| dentity DIAMETER SUCCESS.
(See 7.3)
Number SIP-Number- | MC | This AVP indicatesthe Number-number of authentication vectors
Authentication |  Auth-ltems delivered in the Authentication Data information element. It shall be
Items present when theresult is DIAMETER SUCCESS.
(See 7.10)
Authentication SIP-Auth- C | If the SIP-Number-Auth-Items AVPis equd to zero or it isnot present,
Data Data-ltem then this AVP shall not be present.
(See7.9) See Table 6.3.5 for the contents of thisinformation element.
Result Result-Code / M | Result of the operation.
(See7.6) Experimental- Result-Code AVP shall be used for errorsdefined in the Diameter Base
Result Protocol.
Experimental-Result AVP shall be used for Cx/Dx erors. Thisisa
grouped AV P which contains the 3GPP Vendor ID in the Vendor-Id AVP,
and the error code in the Experimental -Result-Code AV P.
Table 6.3.5: Authentication Data content —response
Information Mappingto | Cat. Description
element name Diameter
AVP
Item Number SIP-ltem- C | Thisinformation element shall be present in a SIP-Auth-Data-Item
(See7.9.1) Number grouped AV P in circumstances where there are multiple occurrences of
SIP-Auth-Data-1tem AVPs, and the order in which they should be
processed is significant. In this scenario, SIP-Auth-Data-Item AVPswith a
low SIP-Item-Number value should be processed before SIP-Auth-Data-
Items AV Ps with ahigh SIP-Item-Number value.
Authentication SIP- M | Authentication scheme. For 3GPP R5 it shall contain “Digest-AKAvV1-
Scheme Authentication MD5”.
(See7.9.2) -Scheme
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Authentication SIP- It shall contain, binary encoded, the concatenation of the authentication
Information Authenticate chalenge RAND and the token AUTN. See 3GPP TS 33.203 [3] for
(See 7.9.3) further details about RAND and AUTN.
Authorization SIP- It shall containbinary encoded, the expected response XRES. See 3GPP TS
Information Authorization 33.203 [3] for further details about XRES.
(See 7.9.4)
Confidentialit | Confidentidit - Thisinformation element, if present, shall contain the confidentiality
y Key y-Key key. It shall be binary encoded.
(See7.9.5)
Integrity Key | Integrity-Key - Thisinformation element shall contain theintegrity key. It shall be
(See7.9.6) binary encoded.
6.3.1 Detailed behaviour

The HSS shdll, in the following order (in case of an error in any of the steps the HSS shall stop processing and return
the corresponding error code, see 3GPP TS 29.229 [5]):

1. Check that the user existsin the HSS. If not Experimental-Result-Code shall be set to
DIAMETER_ERROR _USER_UNKNOWN.

2. The HSS may check that the private and public identities belong to the same user. If not Experimental-Result-
Code shdll be set to DIAMETER_ERROR _IDENTITIES DONT_MATCH.

3. Check that the authentication scheme indicated in the request is supported. If not Experimental-Result-Code
shall be set to DIAMETER_ERROR_AUTH_SCHEME_UNSUPPORTED.

4. If therequest indicatesthere is a synchronization failure, the HSS shall process AUTS as described in 3GPP TS
33.203 [3] and return the requested authenti cation information. The Result-Code shall be set to
DIAMETER_SUCCESS.

5. Check theregistration status of the public identity received in the request:

- Ifitisregigered, the HSS shall compare the S-CSCF name received in the request to the S-CSCF name
stored in the HSS:

- If they aredifferent, the HSS shall store the S-CSCF name. The HSS shall download Authentication-
Data-Item stored up to a maximum specified in SIP-Number-Auth-ltemsreceived in the command
Multimedia-Auth-Request. The HSS shall set the public identity’ s authentication pending flag which is
specific to the private identity which was received in the request. The Result-Code shall be st to

DIAMETER_SUCCESS.

- If they areidentical, the HSS shall download Authentication-Data-1tem stored up to a maximum specified
in SIP-Number-Auth-ltemsreceived in the command Multimedia-Auth-Request. The Result-Code shall
be set to DIAMETER_SUCCESS.

- Ifitisunregistered (i.e. registered as a consequence of aterminating call to unregistered user or thereisan S
CSCF keeping the user profile stored), the HSS shall compare the S-CSCF name received in the request to
the S-CSCF name stored in the HSS:

- If they aredifferent, the HSS shall store the S-CSCF name. The HSS shall download Authentication-
Data-Item stored up to amaximum specified in SIP-Number-Auth-ltemsreceived in the command
Multimedia-Auth-Request. The HSS shall set the public identity’ s authentication pending flag which is
specific to the private identity which was received in the request. The Result-Code shall be st to

DIAMETER_SUCCESS.

- If they areidentical, the HSS shall download Authentication-Data-1tem stored up to a maximum specified
in SIP-Number-Auth-ltemsreceived in the command Multimedia-Auth-Request. The HSS shall set the
public identity’ s authentication pending flag which is specific to the private identity that was received in
therequest. The Result-Code shall be set to DIAMETER_SUCCESS.
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- Ifitisnot registered, the HSS shall store the S-CSCF name. The HSS shall download Authentication-Data-
Item stored up to a maximum specified in SIP-Number-Auth-ltems received in the command Multimedia-
Auth-Request. The HSS shall set the public identity’ s authentication pending flag which is specific to the
private identity that was received in therequest. The Result-Code shall be set to DIAMETER_SUCCESS.

Exceptionsto the cases specified here shall be treated by HSS as error situations, the Result-Code shall be set to
DIAMETER _UNABLE_TO_COMPLY . No authentication information shall be returned.
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*** FIRST MODIFICATION ***

6.1.2

S-CSCF registration/deregistration notification

This procedure is used between the S-CSCF and the HSS. The procedureis invoked by the S-CSCF, correspondsto the
combination of the operations Cx-Put and Cx-Pull (see 3GPP TS 23.228 [1]) and is used:

- Toassign an S-CSCF to a public identity, or to clear the name of the S-CSCF assigned to one or more public

identities.

- Todownload from HSS the relevant user profile information that the S-CSCF needs to serve the user.

This procedure is mapped to the commands Server-Assignment-Request/Answer in the Diameter application specified
in 3GPP TS 29.229 [5]. Tables 6.1.2.1 and 6.1.2.2 describe the invol ved information elements.

Table 6.1.2.1: S-CSCF registration/deregistration notification request

Information Mappingto | Cat. Description
element name Diameter
AVP
PublicUser | Public-ldentity | C | User publicidentity or ligt of user public identities.
Identity At least one public identity shall be present if User-Nameis not present in
(See7.2) the request.
S-CSCF Name | Server-Name M | Name of the S-CSCF.
(See7.4)
Private User User-Name C | User private identity.
|dentity It shall be present if it is available when the S-CSCF issues the request.
(See7.3) _ R _ _
It may be absent during theinitiation of a session to an unregistered user.
In such situation, Server-Assignment-Type shall contain the value
UNREGISTERED_USER.
In case of de-registration, Server-Assignment-Type equal to
TIMEOUT_DEREGISTRATION, USER_DEREGISTRATION or
ADMINISTRATIVE_DEREGISTRATION, if no Public-ldentity AVPs
are present then User-Name AV P shall be present.
Server Server- M | Type of update the S-CSCF requestsin the HSS (e.g: de-registration). See
Assignment Assignment- 3GPP TS 29.229 [5] for all the possible values.
Type Type
(See7.8)
User Data User-Data- M | Part of the user profile the S-CSCF requests from the HSS (e.g: complete
Request Type | Request-Type profile). See 3GPP TS 29.229 [5] for all the possible values.
(See7.15)
User Data User-Data- M | Thisindicatesif the user profile isalready available in the S-CSCF.
Already Already-
Available Available
(See 7.16)
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Routing Destination- C | If the SSCSCF knows HSS name Destination-Host AVP shall be present in
Information Host the command.

(See7.13) o o ) ) o
Thisinformation isavailable if the request belongs to an already existing
registration, e.g. in case of there-registration, wherethe HSS nameis
stored in the S-CSCF. The HSS name is obtained from the Origin-Host
AVP, which isreceived from the HSS, e.g. included in the MAA
command.

Thisinformation may not be availableif the command is sent asa
consequence of a session termination for an unregistered user. In this case
the Destination-Host AVP isnot present and the command isrouted to the
next Diameter node, e.g. SLF, based on the Diameter routing table in the
S-CSCF.
Table 6.1.2.2: S-CSCF registration/deregistration notification response
Information Mappingto | Cat. Description
element name Diameter
AVP
Private User User-Name C | User private identity.
dentity ifiti ilable when th h
(See7.3) It shall be present if it is available when the HSS sends the response.
It may be absent in the following error case: when the Server-Assignment-
Type of therequest isUNREGISTERED _USER and the received public
user identity is not known by the HSS.
Registration Result-Code / M | Result of registration.
result Experimental - Result-Code AVP shall be used for errors defined in the Diameter Base

(See 7.6) Result Protocol.

Experimental-Result AVP shall be used for Cx/Dx erors. Thisisa
grouped AV P which contains the 3GPP Vendor 1D in the Vendor-1d AVP,
and the error code in the Experimental-Result-Code AVP.

User Profile User-Data C | Relevant user profile.

(See7.7) It shall be present when Server-Assignment-Type in the request is equa to
NO_ASSIGNMENT. If the Server-Assignment-Type in therequest is
equal to REGISTRATION, RE_REGISTRATION or
UNREGISTERED USER the User-Data AVP shall be present according
to therules defined in the section 6.6.

If the S-CSCF receives more datathan it is prepared to accept, it shall
perform the de-registration of the user with User-Authorization-Type set to
DEREGISTRATION_TOO_MUCH_DATA and send back a SIP 3xx or
480 (Temporarily Unavailable) response, which shall trigger the selection
of anew S-CSCF by the I-CSCF, as specified in 3GPP TS 24.229 [8].

Charging Charging- O | Addresses of the charging functions.

Information Information
(See7.12)
6.1.2.1 Detailed behaviour

On registering/deregistering a public identity the S-CSCF shall inform the HSS. The same procedure is used by the S-
CSCF to get the user profile. The relevant user profile downloaded is described in more detailed in the section 6.6. The
HSS holds information about the state of regigtration of all the identities of the user. The S-CSCF uses this procedure to
update such state. The HSS shall, in the following order (in case of an error in any of the steps the HSS shall stop
processing and return the corresponding error code, see 3GPP TS 29.229 [5]):
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1. Check that the user is known. If not Experimental-Result-Code shall be set to
DIAMETER_ERROR USER_UNKNOWN.

2. The HSS may check whether the private and public identities received in the request bel ong to the same user. If
not Experimental-Result-Code shall be set to DIAMETER_ERROR_IDENTITIES DONT_MATCH.

3. Check the Server Assignment Type valuereceived in the request:

If it indicates REGISTRATION or RE_REGISTRATION, the HSS shall download the relevant user public
identity information. If set, the flag that indicates that the identity is pending of the confirmation of the
authentication shall be cleared. The Result-Code shall be set to DIAMETER_SUCCESS and the HSS shall
set the registration state of the public user identity and associ ated public user identities asregistered (if not
aready registered).

Only one public identity shall be present in the request. If more than oneidentity is present the Result-Code
shall be set to DIAMETER_AVP_OCCURS TOO _MANY_TIMES and no user information shall be
returned.

If it indicates UNREGISTERED_USER, the HSS shall store the S-CSCF name, set the registration state of
the public identity as unregistered, i.e. registered as a conseguence of a terminating call and download the
relevant user public identity information. The Result-Code shall be set to DIAMETER_SUCCESS.

Only one public identity shall be present in the request. If more than oneidentity is present the Result-Code
shall be set to DIAMETER_AVP_OCCURS TOO_MANY _TIMES and the modifications specified in the
previous paragraph shall not be performed.

If it indicates TIMEOUT_DEREGISTRATION, USER_DEREGISTRATION,
DEREGISTRATION_TOO_MUCH_DATA or ADMINISTRATIVE_DEREGISTRATION, the HSS shall
clear the S-CSCF name for all the public identities that the S-CSCF indicated in the request and set the
registration state of the identities asnot registered. If no public identity is present in the request, the private
identity shall be present; the HSS shall clear the S-CSCF name for dl theidentities of the user and set their
registration state to not registered. The Result-Code shall be set to DIAMETER_SUCCESS.

If itindicates TIMEOUT _DEREGISTRATION_STORE_SERVER NAME or

USER DEREGISTRATION_STORE_SERVER NAME the HSS decides whether to keep the S-CSCF
name stored or not for all the public identities that the S-CSCF indicated in the request and set the
registration state of the identities as unregistered. If no public identity is present in the request, the private
identity shall be present. If the HSS decided to keep the S-CSCF name stored the HSS keeps the S-CSCF
name stored for all the identities of the user and set their registration state to unregistered.

If the HSS decides to keep the S-CSCF name the Result-Code shall be set to DIAMETER_SUCCESS.

If the HSS decides not to keep the S-CSCF name the Experimental -Result-Code shall be set to
DIAMETER _SUCCESS SERVER NAME_NOT_STORED.

If itindicates NO_ASSIGNMENT, the HSS checks whether the user is assigned for the S-CSCF requesting
the data and download the user public identity information requested in the User-Data-Request-Type AVP.
The Result-Code shall be set to DIAMETER _SUCCESS. If the requesting S-CSCF is not the same asthe
assigned S-CSCF, the Result-Code shall be set to DIAMETER_UNABLE_TO COMPLY.

Only one public identity shall be present in the request. If more than one public identity is present the Result-
Code shall be set to DIAMETER_AVP_OCCURS TOO_MANY_TIMES and no user information shal be
returned.

If it indicates AUTHENTICATION_FAILURE or AUTHENTICATION_TIMEQOUT, the HSS shall clear the
S-CSCF name for the public identity that the S-CSCF indicated in the request and set the registration state of
the identity as not registered. The flag that indicates that the identity is pending of the confirmation of the
authentication shall be cleared. The Result-Code shall be set to DIAMETER_SUCCESS.

Only one public identity shall be present in the request. If more than oneidentity is present the Result-Code
shall be set to DIAMETER_AVP_OCCURS TOO_MANY _TIMES and the modifications specified in the
previous paragraph shall not be performed.
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See chapter 8.1.2 and 8.1.3 for the description of the handling of the error situations: reception of an S-CSCF name
different from the one stored in the HSS and reception of a Server-Assignment-Type value not compatible with the
registration state of the user.

*** END OF MODIFICATION ***
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*** FIRST MODIFICATION ***

6.1.2

S-CSCF registration/deregistration notification

This procedure is used between the S-CSCF and the HSS. The procedureis invoked by the S-CSCF, correspondsto the
combination of the operations Cx-Put and Cx-Pull (see 3GPP TS 23.228 [1]) and is used:

- Toassign an S-CSCF to a public identity, or to clear the name of the S-CSCF assigned to one or more public

identities.

- Todownload from HSS the relevant user profile information that the S-CSCF needs to serve the user.

This procedure is mapped to the commands Server-Assignment-Request/Answer in the Diameter application specified
in 3GPP TS 29.229 [5]. Tables 6.1.2.1 and 6.1.2.2 describe the invol ved information elements.

Table 6.1.2.1: S-CSCF registration/deregistration notification request

Information Mappingto | Cat. Description
element name Diameter
AVP
PublicUser | Public-ldentity | C | User publicidentity or ligt of user public identities.
Identity At least one public identity shall be present if User-Nameis not present in
(See7.2) the request.
S-CSCF Name | Server-Name M | Name of the S-CSCF.
(See7.4)
Private User User-Name C | User private identity.
| dentity N . .
It shall be present if it is available when the S-CSCF issues the request.
(See7.3)
It may be absent during theinitiation of a session to an unregistered user.
In such situation, Server-Assignment-Type shall contain the value
UNREGISTERED_USER.
In case of de-registration, Server-Assignment-Type equal to
TIMEOUT_DEREGISTRATION, USER_DEREGISTRATION or
ADMINISTRATIVE_DEREGISTRATION, if no Public-ldentity AVPs
are present then User-Name AV P shall be present.
Server Server- M | Type of update the S-CSCF requestsin the HSS (e.g: de-registration). See
Assignment Assignment- 3GPP TS 29.229 [5] for all the possible values.
Type Type
(See7.8)
User Data User-Data- M | Part of the user profile the S-CSCF requests from the HSS (e.g: complete
Request Type | Request-Type profile). See 3GPP TS 29.229 [5] for all the possible values.
(See7.15)
User Data User-Data- M | Thisindicatesif the user profile isalready available in the S-CSCF.
Already Already-
Available Available
(See 7.16)
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Routing Destination- C | If the SSCSCF knows HSS name Destination-Host AVP shall be present in
Information Host the command.

(See7.13) o o ) ) o
Thisinformation isavailable if the request belongs to an already existing
registration, e.g. in case of there-registration, wherethe HSS nameis
stored in the S-CSCF. The HSS name is obtained from the Origin-Host
AVP, which isreceived from the HSS, e.g. included in the MAA
command.

Thisinformation may not be availableif the command is sent asa
consequence of a session termination for an unregistered user. In this case
the Destination-Host AVP isnot present and the command isrouted to the
next Diameter node, e.g. SLF, based on the Diameter routing table in the
S-CSCF.
Table 6.1.2.2: S-CSCF registration/deregistration notification response
Information Mappingto | Cat. Description
element name Diameter
AVP
Private User User-Name C | User private identity.
dentity ifiti ilable when th h
(See7.3) It shall be present if it is available when the HSS sends the response.
It may be absent in the following error case: when the Server-Assignment-
Type of therequest isUNREGISTERED _USER and the received public
user identity is not known by the HSS.
Registration Result-Code / M | Result of registration.
result Experimental - Result-Code AVP shall be used for errors defined in the Diameter Base

(See 7.6) Result Protocol.

Experimental-Result AVP shall be used for Cx/Dx erors. Thisisa
grouped AV P which contains the 3GPP Vendor 1D in the Vendor-1d AVP,
and the error code in the Experimental-Result-Code AVP.

User Profile User-Data C | Relevant user profile.

(See7.7) It shall be present when Server-Assignment-Type in the request is equa to
NO_ASSIGNMENT. If the Server-Assignment-Type in therequest is
equal to REGISTRATION, RE_REGISTRATION or
UNREGISTERED USER the User-Data AVP shall be present according
to therules defined in the section 6.6.

If the S-CSCF receives more datathan it is prepared to accept, it shall
perform the de-registration of the user with User-Authorization-Type set to
DEREGISTRATION_TOO_MUCH_DATA and send back a SIP 3xx or
480 (Temporarily Unavailable) response, which shall trigger the selection
of anew S-CSCF by the I-CSCF, as specified in 3GPP TS 24.229 [8].

Charging Charging- O | Addresses of the charging functions.

Information Information
(See7.12)
6.1.2.1 Detailed behaviour

On registering/deregistering a public identity the S-CSCF shall inform the HSS. The same procedure is used by the S-
CSCF to get the user profile. The relevant user profile downloaded is described in more detailed in the section 6.6. The
HSS holds information about the state of regigtration of all the identities of the user. The S-CSCF uses this procedure to
update such state. The HSS shall, in the following order (in case of an error in any of the steps the HSS shall stop
processing and return the corresponding error code, see 3GPP TS 29.229 [5]):
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1. Check that the user is known. If not Experimental-Result-Code shall be set to
DIAMETER_ERROR USER_UNKNOWN.

2. The HSS may check whether the private and public identities received in the request bel ong to the same user. If
not Experimental-Result-Code shall be set to DIAMETER_ERROR_IDENTITIES DONT_MATCH.

3. Check the Server Assignment Type valuereceived in the request:

If it indicates REGISTRATION or RE_REGISTRATION, the HSS shall download the relevant user public
identity information. . If the public identity’ s authentication pending flag which is specific for the private
identity is set, the HSS shall clear it. The Result-Code shall be set to DIAMETER_SUCCESS and the HSS
shall set the registration state of the public identity and associated public identities asregistered (if not
already registered).

Only one public identity shall be present in the request. If more than oneidentity is present the Result-Code
shall be set to DIAMETER_AVP_OCCURS TOO _MANY_TIMES and no user information shall be
returned.

If it indicates UNREGISTERED_USER, the HSS shall store the S-CSCF name, set the registration state of
the public identity as unregistered, i.e. registered as a consequence of a terminating call and download the
relevant user public identity information. If there are multiple private identities associated to the public
identity in the HSS, the HSS shall arbitrarily select one of the private identities and put it into the response
message. The Result-Code shall be set to DIAMETER_SUCCESS.

Only one public identity shall be present in the request. If more than oneidentity is present the Result-Code
shall be set to DIAMETER_AVP_OCCURS TOO_MANY _TIMES and the modifications specified in the
previous paragraph shall not be performed.

If itindicates TIMEOUT DEREGISTRATION, USER DEREGISTRATION,
DEREGISTRATION_TOO MUCH_DATA or ADMINISTRATIVE_DEREGISTRATION, the HSS shall
clear the S-CSCF name associated to the private identity for all the public identities that the S-CSCF
indicated in the request and set the registration state of the identities as not registered. If no public identity is
present in the request, the private identity shall be present; the HSS shall clear the S-CSCF name for all the
public identities associated to the private identity and set their regigtration state to not registered. The Result-
Code shdll be set to DIAMETER_SUCCESS.

If it indicates TIMEOUT_DEREGISTRATION_STORE_SERVER_NAME or

USER DEREGISTRATION_STORE_SERVER NAME the HSS decides whether to keep the S-CSCF
name associated to the private identity stored or not for al the public identities that the S-CSCF indicated in
therequest and set the registration state of the identities as unregistered. If no public identity is present in the
reguest, the private identity shall be present. If the HSS decides to keep the S-CSCF name stored the HSS
shall keeps the S-CSCF name stored for all the public identities associated to the private identity and set
their regidration state to unregistered.

If the HSS decides to keep the S-CSCF name the Result-Code shall be set to DIAMETER_SUCCESS.

If the HSS decides not to keep the S-CSCF name the Experimental -Result-Code shall be set to
DIAMETER SUCCESS SERVER NAME_NOT_STORED.

If itindicates NO_ASSIGNMENT, the HSS checks whether the user is assigned for the S-CSCF requesting
the data and download the user public identity information requested in the User-Data-Request-Type AVP.
The Result-Code shall be set to DIAMETER _SUCCESS. If the requesting S-CSCF is not the same asthe
assigned S-CSCF, the Result-Code shall be set to DIAMETER_UNABLE_TO COMPLY.

Only one public user identity shall be present in the request. If more than one public identity is present the
Result-Code shall be set to DIAMETER_AVP_OCCURS_TOO_MANY_TIMES and no user information
shall be returned.

If itindicates AUTHENTICATION_FAILURE or AUTHENTICATION_TIMEOQOUT, the HSS shall clear the
S-CSCF name for the public identity associated to the private identity that the S-CSCF indicated in the
request and set theregistration state of the identity as not registered. If the public identity’ s authentication
pending flag which is specific for the private identity is set, the HSS shall clear it. The Result-Code shall be
set to DIAMETER_SUCCESS.
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Only one public identity shall be present in the request. If more than oneidentity is present the Result-Code
shall be set to DIAMETER_AVP_OCCURS TOO_MANY _TIMES and the modifications specified in the
previous paragraph shall not be performed.

See chapter 8.1.2 and 8.1.3 for the description of the handling of the error situations: reception of an S-CSCF name
different from the one stored in the HSS and reception of a Server-Assignment-Type value not compatible with the
registration state of the user.

*** END OF MODIFICATION ***
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*** FIRST MODIFICATION ***

6.1.1

This procedure is used between the I-CSCF and the HSS during SIP registrations. The procedure isinvoked by the |-
CSCF, corresponds to the combination of the functional level operations Cx-Query and Cx-Select-Pull (see 3GPP TS
23.228[1]) and isused:

User registration status query

- Toauthorize theregistration of the user, checking multimedia subsystem access permissions and roaming
agreements.

- Toperform afirs security check, determining whether the public and private identities sent in the message
bel ong to the same user.

- Toobtain either the SS=CSCF where the user isregistered or unregistered (i.e. registered as a consequence of a
terminating call or thereisa S-CSCF keeping the user profile stored), or theligt of capabilities that the S-CSCF
has to support.

This procedure is mapped to the commands User-Authorization-Request/Answer in the Diameter application specified

in 3GPP TS 29.229 [5]. Tables6.1.1.1 and 6.1.1.2 detail the involved information elements.

Table 6.1.1.1 : User registration status query

Information Mappingto | Cat. Description
element name Diameter
AVP
PublicUser | Public-Identity | M | User publicidentity to be registered
| dentity
(See7.2)
Visited Visited- M | Identifier that alows the home network to identify the visited network
Network Network-
I dentifier I dentifier
(See7.1)
Type of User- C | Type of authorization requested by the |-CSCF.
Authorization | Authorization- If the request corresponds to a de-registration, i.e. Expiresfield or expires
(See 7.14) Type parameter in Contact field in the REGISTER method is equal to zero, this
AVP shall be present in the command and the value shall be set to DE-
REGISTRATION.
If therequest correspondsto an initial registration or are-registration, i.e.
Expiresfield or expires parameter in Contact field in the REGISTER
method is not equd to zero then this AVP may be absent from the
command. If present its value shall be set to REGISTRATION.
If therequest correspondsto an initial registration or are-registration, and
the I-CSCF explicitly queries the S-CSCF capabilities, then this AVP shall
be present in the command and the value shall be st to
REGISTRATION_AND_CAPABILITIES. The I-CSCF shal usethis
value when the user's current S-CSCF, which is stored in the HSS, cannot
be contacted and anew S-CSCF needs to be sdlected.
Private User User-Name M | User private identity
| dentity
(See7.3)
Routing Destination- C | If thel-CSCF knows HSS name Destination-Host AVP shall be present in
Information Host, the command. Otherwise, only Destination-Realm AV P shall be present
(See 7.13) Destination- and the command shall be routed to the next Diameter node, e.g. SLF,
Realm based on the Diameter routing table in the I-CSCF.
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Table 6.1.1.2 : User registration status response

I nfor mation Mappingto | Cat. Description
element name Diameter
AVP
Result Result-Code / M | Result of the operation.
(See 7.6) Experimental- Result-Code AVP shall be used for errors defined in the Diameter Base
Result Protocol.
Experimental-Result AV P shall be used for Cx/Dx errors. Thisisa
grouped AV P which contains the 3GPP Vendor ID in the Vendor-Id AVP,
and the error code in the Experimental-Result-Code AVP.
S CSCF Server- O | Required capabilities of the S-CSCF to be assigned to the user.
capabilities Capabilities
(See7.5)
S-CSCF Name | Server-Name C | Name of the assigned S-CSCF.
(See7.4)
6.1.1.1 Detailed behaviour

The HSS shdll, in the following order (if thereisan eror in any of the following steps the HSS shall stop processing
and return the corresponding error code, see 3GPP TS 29.229 [5]):

1

Check that the user existsin the HSS. If not Experimental-Result-Code shall be set to
DIAMETER_ERROR _USER_UNKNOWN.

Check that the private and public identities received in the request belong to the same user. If not Experimental -
Result-Code shall be set to DIAMETER_ERROR _IDENTITIES DONT_MATCH.

Check whether the public identity received in therequest is barred for the establishment of multimedia sessions.

- Ifitis, the HSS shall check whether there are other non-barred public identities to be implicitly registered
with that one.

- If so, continue to step 4.
- If not, Result-Code shall be set to DIAMETER_AUTHORIZATION_REJECTED.
Check the User-Authorization-Type received in the request:

- IfitisREGISTRATION or if User-Authorization-Type is absent from the request, the HSS shall check that
the user isalowed to roam in the visited network (if not Experimental-Result-Code shall be set to
DIAMETER _ERROR ROAMING_NOT_ALLOWED) and authorized to register (if not Result-Code shall
be set to DIAMETER_AUTHORIZATION_REJECTED). Continue to step 5.

- IfitisDE_REGISTRATION, the HSS may not perform any check regarding roaming. Continueto step 5.

- IfitisREGISTRATION_AND_CAPABILITIES, the HSS shall check that the user isalowed to roam in the
visited network (if not Experimental-Result-Code shall be set to DIAMETER_ERROR
_ROAMING_NOT_ALLOWED) and authorized to register (if not Result-Code shall be st to
DIAMETER_AUTHORIZATION_REJECTED). The HSS shall return the list of S-CSCF capabilities, which
enables the I-CSCF to sdect an S-CSCF. Thereturned capabilities must satisfy the most restrictive service
profile of the user. Thelist of capabilities may be empty, to indicate to the I-CSCF that it can select any
available S-CSCF. Result-Code shall be set to DIAMETER_SUCCESS. The HSS shall not return any S
CSCF name. Stop processing.

Check the state of the public identity received in the request:

- Ifitisregigered, the HSS shall return the stored SS=CSCF name. No S-CSCF capahilities shall be present in
theresponse. If User-Authorization-Type is equal to REGISTRATION, Experimental -Result-Code shall be
set to DIAMETER_SUBSEQUENT_REGISTRATION. If User-Authorization-Typeis equal to DE-
REGISTRATION, Result-Code shall be set to DIAMETER_SUCCESS.
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- Ifitisunregistered (i.eregistered as a consequence of aterminating call or thereisa S-CSCF keeping the
user profile stored) and User-Authorization-Type is equal to DE-REGISTRATION, Result-Code shall be set
to DIAMETER_SUCCESS. If the User-Authorization-Type is equa to REGISTRATION, then:

If the selection of anew S-CSCF isnot necessary, the HSS shall return the stored S-CSCF name and the
Experimental-Result-Code set to DIAMETER_SUBSEQUENT_REGISTRATION. The HSS shal not
return any S-CSCF capabilities.

Otherwise, the HSS shall return the name of the S-CSCF assigned to the unregistered user, the S-CSCF
capabilities and the Experimental -Result-Code set to DIAMETER_SERVER_SELECTION. Consdering
the information received from the HSS, the [-CSCF shall determine whether or not it has to select anew
S-CSCF.

- Ifitisnot registered yet, the HSS shall check the value of User-Authorization-Type received in the request:

If the value of User-Authorization-Typeis DE_REGISTRATION, then the HSS shall not return any S-
CSCF name or S-CSCF capabilities. The HSS shall set the Experimental-Result-Code to
DIAMETER_ERROR_IDENTITY_NOT_REGISTERED in the response.

If the value of User-Authorization-Type is REGISTRATION, then the HSS shall check if thereisat least
one identity of the user with an S-CSCF name assigned.

- If thereisat least oneidentity of the user that is registered the HSS shall return the S-CSCF name
assigned for the user and Experimental-Result-Code set to
DIAMETER _SUBSEQUENT_REGISTRATION. The HSS shall not return any S-CSCF capabilities.

- If thereisat least oneidentity of the user that is unregistered (i.e registered as a consequence of a
terminating call or thereis an S-CSCF keeping the user profile stored), then:

- If thesdection of anew S-CSCF isnot necessary, the HSS shall return the stored S-CSCF name
and the Experimental -Result-Code set to DIAMETER_SUBSEQUENT _REGISTRATION. The
HSS shall not return any S-CSCF capabilities.

- Otherwise, the HSS shall return the name of the S-CSCF assigned to the unregistered user, the S-
CSCF capabilities and the Experimental-Result-Code set to
DIAMETER_SERVER_SELECTION. Considering the information received from the HSS, the I-
CSCF shall determine whether or not it hasto select anew S-CSCF.

- If thereisnot any identity of the user with an S-CSCF name assigned, then the HSS shall return the
list of S-CSCF capabilities, which enables the I-CSCF to select an S-CSCF. The returned capabilities
shall satisfy the most restrictive service profile of the user. Thelist of S-CSCF capabilities may be
empty, to indicate to the I-CSCF that it may select any available S-CSCF. Experimental-Result-Code
shall be set to DIAMETER_FIRST_REGISTRATION. The HSS shall not return any S-CSCF name.

If the HSS cannot fulfil received request, e.g. due to database error, it shall set Result-Code to
DIAMETER UNABLE_TO _COMPLY. No S-CSCF name or S-CSCF capabilities shall be present in the response.

*** END OF MODIFICATION ***
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*** FIRST MODIFICATION ***

6.1.1

This procedure is used between the I-CSCF and the HSS during SIP registrations. The procedure isinvoked by the |-
CSCF, corresponds to the combination of the functional level operations Cx-Query and Cx-Select-Pull (see 3GPP TS
23.228[1]) and isused:

User registration status query

- Toauthorize theregistration of the user, checking multimedia subsystem access permissions and roaming
agreements.

- Toperform afirs security check, determining whether the public and private identities sent in the message
bel ong to the same user.

- Toobtain either the SS=CSCF where the user isregistered or unregistered (i.e. registered as a consequence of a
terminating call or thereisa S-CSCF keeping the user profile stored), or theligt of capabilities that the S-CSCF
has to support.

This procedure is mapped to the commands User-Authorization-Request/Answer in the Diameter application specified

in 3GPP TS 29.229 [5]. Tables6.1.1.1 and 6.1.1.2 detail the involved information elements.

Table 6.1.1.1 : User registration status query

Information Mappingto | Cat. Description
element name Diameter
AVP
PublicUser | Public-Identity | M | User publicidentity to be registered
| dentity
(See7.2)
Visited Visited- M | Identifier that alows the home network to identify the visited network
Network Network-
I dentifier I dentifier
(See7.1)
Type of User- C | Type of authorization requested by the |-CSCF.
Authorization | Authorization- If the request corresponds to a de-registration, i.e. Expiresfield or expires
(See 7.14) Type parameter in Contact field in the REGISTER method is equal to zero, this
AVP shall be present in the command and the value shall be set to DE-
REGISTRATION.
If therequest correspondsto an initial registration or are-registration, i.e.
Expiresfield or expires parameter in Contact field in the REGISTER
method is not equd to zero then this AVP may be absent from the
command. If present its value shall be set to REGISTRATION.
If therequest correspondsto an initial registration or are-registration, and
the I-CSCF explicitly queries the S-CSCF capabilities, then this AVP shall
be present in the command and the value shall be st to
REGISTRATION_AND_CAPABILITIES. The I-CSCF shal usethis
value when the user's current S-CSCF, which is stored in the HSS, cannot
be contacted and anew S-CSCF needs to be sdlected.
Private User User-Name M | User private identity
| dentity
(See7.3)
Routing Destination- C | If thel-CSCF knows HSS name Destination-Host AVP shall be present in
Information Host, the command. Otherwise, only Destination-Realm AV P shall be present
(See 7.13) Destination- and the command shall be routed to the next Diameter node, e.g. SLF,
Realm based on the Diameter routing table in the I-CSCF.
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Table 6.1.1.2 : User registration status response

I nfor mation Mappingto | Cat. Description
element name Diameter
AVP
Result Result-Code / M | Result of the operation.
(See 7.6) Experimental- Result-Code AVP shall be used for errors defined in the Diameter Base
Result Protocol.
Experimental-Result AV P shall be used for Cx/Dx errors. Thisisa
grouped AV P which contains the 3GPP Vendor ID in the Vendor-Id AVP,
and the error code in the Experimental-Result-Code AVP.
S CSCF Server- O | Required capabilities of the S-CSCF to be assigned to the user.
capabilities Capabilities
(See7.5)
S-CSCF Name | Server-Name C | Name of the assigned S-CSCF.
(See7.4)
6.1.1.1 Detailed behaviour

The HSS shdll, in the following order (if thereisan eror in any of the following steps the HSS shall stop processing
and return the corresponding error code, see 3GPP TS 29.229 [5]):

1

Check that the user existsin the HSS. If not Experimental-Result-Code shall be set to
DIAMETER_ERROR _USER_UNKNOWN.

Check that the private and public identities received in the request belong to the same user. If not Experimental -
Result-Code shall be set to DIAMETER_ERROR _IDENTITIES DONT_MATCH.

Check whether the public identity received in therequest is barred for the establishment of multimedia sessions.

- Ifitis, the HSS shall check whether there are other non-barred public identities to be implicitly registered
with that one.

- If so, continue to step 4.
- If not, Result-Code shall be set to DIAMETER_AUTHORIZATION_REJECTED.
Check the User-Authorization-Type received in the request:

- IfitisREGISTRATION or if User-Authorization-Type is absent from the request, the HSS shall check that
the user isalowed to roam in the visited network (if not Experimental-Result-Code shall be set to
DIAMETER _ERROR ROAMING_NOT_ALLOWED) and authorized to register (if not Result-Code shall
be set to DIAMETER_AUTHORIZATION_REJECTED). Continue to step 5.

- IfitisDE_REGISTRATION, the HSS may not perform any check regarding roaming. Continueto step 5.

- IfitisREGISTRATION_AND_CAPABILITIES, the HSS shall check that the user isalowed to roam in the
visited network (if not Experimental-Result-Code shall be set to DIAMETER_ERROR
_ROAMING_NOT_ALLOWED) and authorized to register (if not Result-Code shall be st to
DIAMETER_AUTHORIZATION_REJECTED). The HSS shall return the list of S-CSCF capabilities, which
enables the I-CSCF to sdect an S-CSCF. Thereturned capabilities must satisfy the most restrictive service
profile of the user. Thelist of capabilities may be empty, to indicate to the I-CSCF that it can select any
available S-CSCF. Result-Code shall be set to DIAMETER_SUCCESS. The HSS shall not return any S
CSCF name. Stop processing.

Check the state of the public identity received in the request:

- Ifitisregigered, the HSS shall return the stored SS=CSCF name. No S-CSCF capahilities shall be present in
theresponse. If User-Authorization-Type is equal to REGISTRATION, Experimental -Result-Code shall be
set to DIAMETER_SUBSEQUENT_REGISTRATION. If User-Authorization-Typeis equal to DE-
REGISTRATION, Result-Code shall be set to DIAMETER_SUCCESS.
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- Ifitisunregistered (i.eregistered as a consequence of aterminating call or thereisa S-CSCF keeping the
user profile stored) and User-Authorization-Type is equal to DE-REGISTRATION, Result-Code shall be set
to DIAMETER_SUCCESS. If the User-Authorization-Type is equa to REGISTRATION, then:

If the selection of anew S-CSCF isnot necessary, the HSS shall return the stored S-CSCF name and the
Experimental-Result-Code set to DIAMETER_SUBSEQUENT_REGISTRATION. The HSS shal not
return any S-CSCF capabilities.

Otherwise, the HSS shall return the name of the S-CSCF assigned to the unregistered user, the S-CSCF
capabilities and the Experimental -Result-Code set to DIAMETER_SERVER_SELECTION. Consdering
the information received from the HSS, the [-CSCF shall determine whether or not it has to select anew
S-CSCF.

- Ifitisnot registered yet, the HSS shall check the value of User-Authorization-Type received in the request:

If the value of User-Authorization-Typeis DE_REGISTRATION, then the HSS shall not return any S-
CSCF name or S-CSCF capabilities. The HSS shall set the Experimental-Result-Code to
DIAMETER_ERROR_IDENTITY_NOT_REGISTERED in the response.

If the value of User-Authorization-Type is REGISTRATION, then the HSS shall check if thereisat least
one identity of the user with an S-CSCF name assigned.

- If thereisat least oneidentity of the user that is registered the HSS shall return the S-CSCF name
assigned for the user and Experimental-Result-Code set to
DIAMETER _SUBSEQUENT_REGISTRATION. The HSS shall not return any S-CSCF capabilities.

- If thereisat least oneidentity of the user that is unregistered (i.e registered as a consequence of a
terminating call or thereis an S-CSCF keeping the user profile stored), then:

- If thesdection of anew S-CSCF isnot necessary, the HSS shall return the stored S-CSCF name
and the Experimental -Result-Code set to DIAMETER_SUBSEQUENT _REGISTRATION. The
HSS shall not return any S-CSCF capabilities.

- Otherwise, the HSS shall return the name of the S-CSCF assigned to the unregistered user, the S-
CSCF capabilities and the Experimental-Result-Code set to
DIAMETER_SERVER_SELECTION. Considering the information received from the HSS, the I-
CSCF shall determine whether or not it hasto select anew S-CSCF.

- If thereisnot any identity of the user with an S-CSCF name assigned, then the HSS shall return the
list of S-CSCF capabilities, which enables the I-CSCF to select an S-CSCF. The returned capabilities
shall satisfy the most restrictive service profile of the user. Thelist of S-CSCF capabilities may be
empty, to indicate to the I-CSCF that it may select any available S-CSCF. Experimental-Result-Code
shall be set to DIAMETER_FIRST_REGISTRATION. The HSS shall not return any S-CSCF name.

If the HSS cannot fulfil received request, e.g. due to database error, it shall set Result-Code to
DIAMETER UNABLE_TO _COMPLY. No S-CSCF name or S-CSCF capabilities shall be present in the response.

*** END OF MODIFICATION ***
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*** FIRST MODIFICATION ***

6.1.2

S-CSCF registration/deregistration notification

This procedure is used between the S-CSCF and the HSS. The procedureis invoked by the S-CSCF, correspondsto the
combination of the operations Cx-Put and Cx-Pull (see 3GPP TS 23.228 [1]) and is used:

- Toassign an S-CSCF to a public identity, or to clear the name of the S-CSCF assigned to one or more public

identities.

- Todownload from HSS the relevant user profile information that the S-CSCF needs to serve the user.

This procedure is mapped to the commands Server-Assignment-Request/Answer in the Diameter application specified
in 3GPP TS 29.229 [5]. Tables 6.1.2.1 and 6.1.2.2 describe the invol ved information elements.

Table 6.1.2.1: S-CSCF registration/deregistration notification request

Information Mappingto | Cat. Description
element name Diameter
AVP
PublicUser | Public-ldentity | C | User publicidentity or ligt of user public identities.
Identity At least one public identity shall be present if User-Nameis not present in
(See7.2) the request.
S-CSCF Name | Server-Name M | Name of the S-CSCF.
(See7.4)
Private User User-Name C | User private identity.
| dentity N . .
It shall be present if it is available when the S-CSCF issues the request.
(See7.3)
It may be absent during theinitiation of a session to an unregistered user.
In such situation, Server-Assignment-Type shall contain the value
UNREGISTERED_USER.
In case of de-registration, Server-Assignment-Type equal to
TIMEOUT_DEREGISTRATION, USER_DEREGISTRATION or
ADMINISTRATIVE_DEREGISTRATION, if no Public-ldentity AVPs
are present then User-Name AV P shall be present.
Server Server- M | Type of update the S-CSCF requestsin the HSS (e.g: de-registration). See
Assignment Assignment- 3GPP TS 29.229 [5] for all the possible values.
Type Type
(See7.8)
User Data User-Data- M | Part of the user profile the S-CSCF requests from the HSS (e.g: complete
Request Type | Request-Type profile). See 3GPP TS 29.229 [5] for all the possible values.
(See7.15)
User Data User-Data- M | Thisindicatesif the user profile isalready available in the S-CSCF.
Already Already-
Available Available
(See 7.16)
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Routing Destination- C | If the SSCSCF knows HSS name Destination-Host AVP shall be present in
Information Host the command.

(See7.13) o o ) ) o
Thisinformation isavailable if the request belongs to an already existing
registration, e.g. in case of there-registration, wherethe HSS nameis
stored in the S-CSCF. The HSS name is obtained from the Origin-Host
AVP, which isreceived from the HSS, e.g. included in the MAA
command.

Thisinformation may not be availableif the command is sent asa
consequence of a session termination for an unregistered user. In this case
the Destination-Host AVP isnot present and the command isrouted to the
next Diameter node, e.g. SLF, based on the Diameter routing table in the
S-CSCF.
Table 6.1.2.2: S-CSCF registration/deregistration notification response
Information Mappingto | Cat. Description
element name Diameter
AVP
Private User User-Name C | User private identity.
dentity ifiti ilable when th h
(See7.3) It shall be present if it is available when the HSS sends the response.
It may be absent in the following error case: when the Server-Assignment-
Type of therequest isUNREGISTERED _USER and the received public
user identity is not known by the HSS.
Registration Result-Code / M | Result of registration.
result Experimental - Result-Code AVP shall be used for errors defined in the Diameter Base

(See 7.6) Result Protocol.

Experimental-Result AVP shall be used for Cx/Dx erors. Thisisa
grouped AV P which contains the 3GPP Vendor 1D in the Vendor-1d AVP,
and the error code in the Experimental-Result-Code AVP.

User Profile User-Data C | Relevant user profile.

(See7.7) It shall be present when Server-Assignment-Type in the request is equa to
NO_ASSIGNMENT. If the Server-Assignment-Type in therequest is
equal to REGISTRATION, RE_REGISTRATION or
UNREGISTERED USER the User-Data AVP shall be present according
to therules defined in the section 6.6.

If the S-CSCF receives more datathan it is prepared to accept, it shall
perform the de-registration of the user with User-Authorization-Type set to
DEREGISTRATION_TOO_MUCH_DATA and send back a SIP 3xx or
480 (Temporarily Unavailable) response, which shall trigger the selection
of anew S-CSCF by the I-CSCF, as specified in 3GPP TS 24.229 [8].

Charging Charging- O | Addresses of the charging functions.

Information Information
(See7.12)
6.1.2.1 Detailed behaviour

On registering/deregistering a public identity the S-CSCF shall inform the HSS. The same procedure is used by the S-
CSCF to get the user profile. The relevant user profile downloaded is described in more detailed in the section 6.6. The
HSS holds information about the state of regigtration of all the identities of the user. The S-CSCF uses this procedure to
update such state. The HSS shall, in the following order (in case of an error in any of the steps the HSS shall stop
processing and return the corresponding error code, see 3GPP TS 29.229 [5]):
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1. Check that the user is known. If not Experimental-Result-Code shall be set to
DIAMETER_ERROR USER_UNKNOWN.

2. The HSS may check whether the private and public identities received in the request bel ong to the same user. If
not Experimental-Result-Code shall be set to DIAMETER_ERROR_IDENTITIES DONT_MATCH.

3. Check the Server Assignment Type valuereceived in the request:

If it indicates REGISTRATION or RE_REGISTRATION, the HSS shall download the relevant user public
identity information. If set, the flag that indicates that the identity is pending of the confirmation of the
authentication shall be cleared. The Result-Code shall be set to DIAMETER_SUCCESS.

Only oneidentity shall be present in the request. If more than one identity is present the Result-Code shall be
set to DIAMETER_AVP_OCCURS TOO_MANY_TIMES and no user information shall be returned.

If it indicates UNREGISTERED_USER, the HSS shall store the S-CSCF name, set the registration state of
the public identity as unregistered, i.e. registered as a consegquence of a terminating call and download the
relevant user public identity information. The Result-Code shall be set to DIAMETER_SUCCESS.

Only oneidentity shall be present in the request. If more than one identity is present the Result-Code shall be
set to DIAMETER_AVP_OCCURS TOO_MANY _TIMES and the modifications specified in the previous
paragraph shall not be performed.

If it indicates TIMEOUT_DEREGISTRATION, USER_DEREGISTRATION,
DEREGISTRATION_TOO_MUCH_DATA or ADMINISTRATIVE_DEREGISTRATION, the HSS shall
clear the S-CSCF name for all the public identities that the S-CSCF indicated in the request and set the
registration state of the identities asnot registered. If no public identity is present in the request, the private
identity shall be present; the HSS shall clear the S-CSCF name for dl theidentities of the user and set their
registration state to not registered. The Result-Code shall be set to DIAMETER_SUCCESS.

If itindicates TIMEOUT _DEREGISTRATION_STORE_SERVER NAME or

USER DEREGISTRATION_STORE_SERVER NAME the HSS decides whether to keep the S-CSCF
name gtored or not for all the public identities that the S-CSCF indicated in the request and set the
registration state of the identities as unregistered. If no public identity is present in the request, the private
identity shall be present. If the HSS decided to keep the S-CSCF name stored the HSS keeps the S-CSCF
name stored for all the identities of the user and set their registration state to unregistered.

If the HSS decides to keep the S-CSCF name the Result-Code shall be set to DIAMETER_SUCCESS.

If the HSS decides not to keep the S-CSCF name the Experimental -Result-Code shall be set to

DIAMETER SUCCESS SERVER NAME_NOT_STORED. If the HSS received public identitiesin the
request, the HSS shall set theregistration state to not registered for the public identity(ies) that the S-CSCF
indicated in the request. If the HSS received a private identity in the request, the HSS shall set the registration
state of all public identitesrelated to the private identity to not registered.

If itindicates NO_ASSIGNMENT, the HSS checks whether the user is assigned for the S-CSCF requesting
the data and download the user public identity information requested in the User-Data-Request-Type AVP.
The Result-Code shall be set to DIAMETER _SUCCESS. If the requesting S-CSCF is not the same asthe
assigned S-CSCF, the Result-Code shall be set to DIAMETER_UNABLE_TO COMPLY.

Only one public identity shall be present in the request. If more than one public identity is present the Result-
Code shall be set to DIAMETER_AVP_OCCURS TOO_MANY_TIMES and no user information shal be
returned.

If it indicates AUTHENTICATION_FAILURE or AUTHENTICATION_TIMEQUT, the HSS shall clear the
S-CSCF name for the public identity that the S-CSCF indicated in the request and set the registration state of
the identity as not registered. The flag that indicates that the identity is pending of the confirmation of the
authentication shall be cleared. The Result-Code shall be set to DIAMETER_SUCCESS.

Only oneidentity shall be present in the request. If more than one identity is present the Result-Code shall be
set to DIAMETER_AVP_OCCURS TOO_MANY _TIMES and the modifications specified in the previous
paragraph shall not be performed.

3GPP



3GPP TS 29.228 v5.5.0 (2003-09) CR page 6

See chapter 8.1.2 and 8.1.3 for the description of the handling of the error situations: reception of an S-CSCF name
different from the one stored in the HSS and reception of a Server-Assignment-Type value not compatible with the
registration state of the user.

*** END OF MODIFICATION ***
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*** FIRST MODIFICATION ***

6.1.2

S-CSCF registration/deregistration notification

This procedure is used between the S-CSCF and the HSS. The procedureis invoked by the S-CSCF, correspondsto the
combination of the operations Cx-Put and Cx-Pull (see 3GPP TS 23.228 [1]) and is used:

- Toassign an S-CSCF to a public identity, or to clear the name of the S-CSCF assigned to one or more public

identities.

- Todownload from HSS the relevant user profile information that the S-CSCF needs to serve the user.

This procedure is mapped to the commands Server-Assignment-Request/Answer in the Diameter application specified
in 3GPP TS 29.229 [5]. Tables 6.1.2.1 and 6.1.2.2 describe the invol ved information elements.

Table 6.1.2.1: S-CSCF registration/deregistration notification request

Information Mappingto | Cat. Description
element name Diameter
AVP
PublicUser | Public-ldentity | C | User publicidentity or ligt of user public identities.
Identity At least one public identity shall be present if User-Nameis not present in
(See7.2) the request.
S-CSCF Name | Server-Name M | Name of the S-CSCF.
(See7.4)
Private User User-Name C | User private identity.
| dentity N . .
It shall be present if it is available when the S-CSCF issues the request.
(See7.3)
It may be absent during theinitiation of a session to an unregistered user.
In such situation, Server-Assignment-Type shall contain the value
UNREGISTERED_USER.
In case of de-registration, Server-Assignment-Type equal to
TIMEOUT_DEREGISTRATION, USER_DEREGISTRATION or
ADMINISTRATIVE_DEREGISTRATION, if no Public-ldentity AVPs
are present then User-Name AV P shall be present.
Server Server- M | Type of update the S-CSCF requestsin the HSS (e.g: de-registration). See
Assignment Assignment- 3GPP TS 29.229 [5] for all the possible values.
Type Type
(See7.8)
User Data User-Data- M | Part of the user profile the S-CSCF requests from the HSS (e.g: complete
Request Type | Request-Type profile). See 3GPP TS 29.229 [5] for all the possible values.
(See7.15)
User Data User-Data- M | Thisindicatesif the user profile isalready available in the S-CSCF.
Already Already-
Available Available
(See 7.16)
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Routing Destination- C | If the SSCSCF knows HSS name Destination-Host AVP shall be present in
Information Host the command.

(See7.13) o o ) ) o
Thisinformation isavailable if the request belongs to an already existing
registration, e.g. in case of there-registration, wherethe HSS nameis
stored in the S-CSCF. The HSS name is obtained from the Origin-Host
AVP, which isreceived from the HSS, e.g. included in the MAA
command.

Thisinformation may not be availableif the command is sent asa
consequence of a session termination for an unregistered user. In this case
the Destination-Host AVP isnot present and the command isrouted to the
next Diameter node, e.g. SLF, based on the Diameter routing table in the
S-CSCF.
Table 6.1.2.2: S-CSCF registration/deregistration notification response
Information Mappingto | Cat. Description
element name Diameter
AVP
Private User User-Name C | User private identity.
dentity ifiti ilable when th h
(See7.3) It shall be present if it is available when the HSS sends the response.
It may be absent in the following error case: when the Server-Assignment-
Type of therequest isUNREGISTERED _USER and the received public
user identity is not known by the HSS.
Registration Result-Code / M | Result of registration.
result Experimental - Result-Code AVP shall be used for errors defined in the Diameter Base

(See 7.6) Result Protocol.

Experimental-Result AVP shall be used for Cx/Dx erors. Thisisa
grouped AV P which contains the 3GPP Vendor 1D in the Vendor-1d AVP,
and the error code in the Experimental-Result-Code AVP.

User Profile User-Data C | Relevant user profile.

(See7.7) It shall be present when Server-Assignment-Type in the request is equa to
NO_ASSIGNMENT. If the Server-Assignment-Type in therequest is
equal to REGISTRATION, RE_REGISTRATION or
UNREGISTERED USER the User-Data AVP shall be present according
to therules defined in the section 6.6.

If the S-CSCF receives more datathan it is prepared to accept, it shall
perform the de-registration of the user with User-Authorization-Type set to
DEREGISTRATION_TOO_MUCH_DATA and send back a SIP 3xx or
480 (Temporarily Unavailable) response, which shall trigger the selection
of anew S-CSCF by the I-CSCF, as specified in 3GPP TS 24.229 [8].

Charging Charging- O | Addresses of the charging functions.

Information Information
(See7.12)
6.1.2.1 Detailed behaviour

On registering/deregistering a public identity the S-CSCF shall inform the HSS. The same procedure is used by the S-
CSCF to get the user profile. The relevant user profile downloaded is described in more detailed in the section 6.6. The
HSS holds information about the state of regigtration of all the identities of the user. The S-CSCF uses this procedure to
update such state. The HSS shall, in the following order (in case of an error in any of the steps the HSS shall stop
processing and return the corresponding error code, see 3GPP TS 29.229 [5]):
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1. Check that the user is known. If not Experimental-Result-Code shall be set to
DIAMETER_ERROR USER_UNKNOWN.

2. The HSS may check whether the private and public identities received in the request bel ong to the same user. If
not Experimental-Result-Code shall be set to DIAMETER_ERROR_IDENTITIES DONT_MATCH.

3. Check the Server Assignment Type valuereceived in the request:

If it indicates REGISTRATION or RE_REGISTRATION, the HSS shall download the relevant user public
identity information. . If the public identity' s authentication pending flag which is specific for the private
identity is set, the HSS shall clear it. The Result-Code shall be set to DIAMETER_SUCCESS.

Only oneidentity shall be present in the request. If more than one identity is present the Result-Code shall be
set to DIAMETER_AVP_OCCURS TOO_MANY_TIMES and no user information shall be returned.

If it indicates UNREGISTERED_USER, the HSS shall store the S-CSCF name, set the registration state of
the public identity as unregistered, i.e. registered as a consequence of a terminating call and download the
relevant user public identity information. If there are multiple private identities associated to the public
identity in the HSS, the HSS shall arbitrarily select one of the private identities and put it into the response
message. The Result-Code shall be set to DIAMETER_SUCCESS.

Only oneidentity shall be present in the request. If more than one identity is present the Result-Code shall be
set to DIAMETER_AVP_OCCURS TOO_MANY _TIMES and the modifications specified in the previous
paragraph shall not be performed.

If itindicates TIMEOUT DEREGISTRATION, USER_DEREGISTRATION,
DEREGISTRATION_TOO MUCH_DATA or ADMINISTRATIVE_DEREGISTRATION, the HSS shall
clear the S-CSCF name associated to the private identity for all the public identities that the S-CSCF
indicated in the request and set the registration state of the identities as not registered. If no public identity is
present in the request, the private identity shall be present; the HSS shall clear the S-CSCF name for all the
public identities associated to the private identity and set their regigtration state to not registered. The Result-
Code shdll be set to DIAMETER_SUCCESS.

If it indicates TIMEOUT_DEREGISTRATION_STORE_SERVER_NAME or

USER DEREGISTRATION_STORE_SERVER NAME the HSS decides whether to keep the S-CSCF
name associated to the private identity stored or not for al the public identities that the S-CSCF indicated in
therequest and set the registration state of the identities as unregistered. If no public identity is present in the
reguest, the private identity shall be present. If the HSS decides to keep the S-CSCF name stored the HSS
shall keeps the S-CSCF name stored for all the public identities associated to the private identity and set
their regidration state to unregistered.

If the HSS decides to keep the S-CSCF name the Result-Code shall be set to DIAMETER_SUCCESS.

If the HSS decides not to keep the S-CSCF name the Experimental -Result-Code shall be set to

DIAMETER SUCCESS SERVER NAME_NOT_STORED. If the HSS received public identitiesin the
request, the HSS shall set theregistration state to not registered for the public identity(ies) that the S-CSCF
indicated in the request. If the HSS received a private identity in the request, the HSS shall set the registration
state of all public identitesrelated to the private identity to not registered.

If itindicates NO_ASSIGNMENT, the HSS checks whether the user is assigned for the S-CSCF requesting
the data and download the user public identity information requested in the User-Data-Request-Type AVP.
The Result-Code shall be set to DIAMETER _SUCCESS. If the requesting S-CSCF is not the same asthe
assigned S-CSCF, the Result-Code shall be set to DIAMETER_UNABLE_TO COMPLY.

Only one public identity shall be present in the request. If more than one public identity is present the Result-
Code shadll be set to DIAMETER_AVP_OCCURS TOO_MANY_TIMES and no user information shal be
returned.

If itindicates AUTHENTICATION_FAILURE or AUTHENTICATION_TIMEOQOUT, the HSS shall clear the
S-CSCF name for the public identity associated to the private identity that the S-CSCF indicated in the
request and set theregistration state of the identity as not registered. If the public identity’ s authentication
pending flag which is specific for the private identity is set, the HSS shall clear it. The Result-Code shall be
set to DIAMETER_SUCCESS.
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Only oneidentity shall be present in the request. If more than one identity is present the Result-Code shall be
set to DIAMETER_AVP_OCCURS TOO_MANY _TIMES and the modifications specified in the previous
paragraph shall not be performed.

See chapter 8.1.2 and 8.1.3 for the description of the handling of the error situations: reception of an S-CSCF name
different from the one stored in the HSS and reception of a Server-Assignment-Type value not compatible with the
registration state of the user.

*** END OF MODIFICATION ***
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<?ml version="1.0" encoding="UTF-8"?>

<xs:schema xmins:xs="http://www.w3.0rg/200L/ XML Schema" & ementFormDefault="qualified"
attributeFormDefault="unqualified">

<xs.sampleType name="tPriority" final="list restriction">
<xsrestriction base="xs:int">
<xs:mininclusve value="0"/>
</xsrestriction>
</xs.ampleType>
<xs.sampleType name="tGroupl D" final="list restriction">
<xsrestriction base="xs.int">
<xs:mininclusve value="0"/>
</xsrestriction>
</xs.ampleType>
<xs.sampleType name="tDefaultHandling" final="list restriction">
<xsrestriction base="xs.unsignedByte">
<xs:maxInclusive value="1"/>
<xs.enumeration value="0">
<xs.annotation>
<xs:.documentation>
<labd xml:lang="en">SESSION_CONTINUED</label>
<definition xml:lang="en">Session Continued</definition>
</xs.documentation>
</xs:annotation>
</xs.enumeration>
<xs.enumeration value="1">
<xs.annotation>
<xs.documentation>
<labd xml:lang="en">SESSION_TERMINATED</label>
<definition xml:lang="en">Session Terminated</definition>
</xs.documentation>
</xs:annotation>
</xs.enumeration>
</xsrestriction>

</xs.ampleType>
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<xs.sampleType name="tDirectionOfRequest” final="list restriction">
<xsrestriction base="xs.unsignedByte">
<xs:maxInclusive value="3"/>
<xs.enumeration value="0">
<xs.annotation>
<xs.documentation>
<labd xml:lang="en">0ORIGINATING_SESSION</label>
<definition xml:lang="en">Criginating Session</definition>
</xs.documentation>
</xs:annotation>
</xs.enumeration>
<xs.enumeration value="1">
<xs.annotation>
<xs.documentation>
<labd xml:lang="en">TERMINATING_SESSION</label>
<definition xml:lang="en">Terminating Sess on</definition>
</xs.documentation>
</xs:annotation>
</xs.enumeration>
<xs.enumeration value="2">
<xs.annotation>
<xs.documentation>
<labd xml:lang="en">TERMINATING_UNREGISTERED</label>
<definition xml:lang="en">Terminating Session for unregistered user</definition>
</xs.documentation>
</xs:annotation>
</xs.enumeration>
</xsrestriction>
</xs.ampleType>
<xs.sampleType name="tPrivatel D" final="list restriction">
<xsrestriction base="xs.anyURI"/>
</xs.ampleType>
<xs:simpleType name="tSIP_URL" final="list restriction">
<xsrestriction base="xs.anyURI"/>

</xs.ampleType>
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<xs.sampleType name="tTEL_URL" final="list restriction">
<xsrestriction base="xs.anyURI"/>
</xs.ampleType>
<xs.sampleType name="tldentity" final="list restriction">
<xs:union memberTypes="tSIP_URL tTEL_URL"/>
</xs.ampleType>
<xs.sampleType name="tServicelnfo" final="list restriction">
<xsrestriction base="xs:string">
<xs:minLength value="0"/>
</xsrestriction>
</xs.ampleType>
<xs.ampleType name="tString" final="list restriction">
<xsrestriction base="xs:string">
<xs:minLength value="0"/>
</xsrestriction>
</xs.ampleType>
<xs:simpleType name="tBool">
<xsrestriction base="xs:boolean"/>
</xs.ampleType>
<xs.smpleType name="tSubscribedM ediaProfileld" final="list restriction">
<xsrestriction base="xs:int">
<xs:mininclusve value="0"/>
</xsrestriction>
</xs.ampleType>
<xs.complexType hame="tIM SSubscription">
<xs:.sequence>
<xs.dement name="Privatel D" type="tPrivatel D"/>
<xs.element name="ServiceProfile" type="tServiceProfile' maxOccurs="unbounded"/>
<Xs.any namespace="#Hother"-processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
</xs.sequence>
</xs.complexType>
<xs.complexType name="tServiceProfile'>
<xs:.sequence>

<xs.element name="Publicldentity" type="tPublicldentity" maxOccurs="unbounded"/>
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<xs.dement name="CoreNetworkServicesAuthorization" type="tCoreNetworkServicesAuthorization"
minOccurs="0"/>

<xs.eement name="Initial FilterCriteria" type="tInitial FilterCriteria" minOccurs="0"
maxOccurs="unbounded"/>

<Xs.any namespace="##other-processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
</xs.sequence>
</xs.complexType>
<xs.complexType hame="tCoreNetworkServicesAuthorization">
<xs.sequence>
<xs.element name="SubscribedMediaProfileld" type="tSubscribedMediaProfileld" minOccurs="0"/>
<Xs.any namespace="##other-processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
</xs.sequence>
</xs.complexType>
<xs.complexType name="tInitial FilterCriteria'>
<xs.sequence>
<xs.element name="Priority" type="tPriority"/>
<xs.element name="TriggerPoint" type="tTrigger" minOccurs="0"/>
<xs.dement name="ApplicationServer" type="tApplicationServer"/>
<Xs.any hamespace="##Other"-processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
</xs.sequence>
</xs.complexType>
<xs.complexType name="tTrigger">
<xs.sequence>
<xs.dement name="ConditionTypeCNF" type="tBool"/>
<xs.eement name="SPT" type="tSePoTri" maxOccurs="unbounded"/>
<Xs.any namespace="##other"-processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
</xs.sequence>
</xs.complexType>
<xs.complexType name="tSePoTri">
<xs:.sequence>
<xs.element name="ConditionNegated" type="tBool" default="0" minOccurs="0"/>
<xs.element name="Group" type="tGroupl D" maxOccurs="unbounded"/>
<xs:choice>
<xs.element name="RequestURI" type="tString"/>
<xs.eement name="Method" type="tString"/>

<xs.element name="SIPHeader" type="tHeader"/>
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<xs.element name="SessionCase" type="tDirectionOfRequest"/>
<xs.element name="SessionDescription" type="tSessionDescription"/>
</xs.choice>
<Xs.any namespace="##other-processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
</xs.sequence>
</xs.complexType>
<xs.complexType hame="tHeader">
<xs.sequence>
<xs.element name="Header" type="tString"/>
<xs.element name="Content" type="tString" minOccurs="0"/>
</xs.sequence>
</xs.complexType>
<xs.complexType hame="tSessionDescription">
<xs:.sequence>
<xs.eement name="Line" type="tString"/>
<xs.element name="Content" type="tString" minOccurs="0"/>
</xs.sequence>
</xs.complexType>
<xs.complexType name="tApplicationServer">
<xs.sequence>
<xs.element name="ServerName" type="tSIP_URL"/>
<xs.element name="DefaultHandling" type="tDefaultHandling" minOccurs="0"/>
<xs.dement name="Servicelnfo" type="tServicelnfo" minOccurs="0"/>
<Xs.any namespace="#Hother"-processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
</xs.sequence>
</xs.complexType>
<xs.complexType hame="tPublicldentity">
<xs:.sequence>
<xs.element name="Barringlndication" type="tBool" default="0" minOccurs="0"/>
<xs.element name="Identity" type="tldentity"/>
<Xs.any namespace="#Hother-processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
</xs.sequence>
</xs.complexType>
<xs.dement name="IM SSubscription" type="tIM SSubscription"/>

</xs.schema>
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<?ml version="1.0" encoding="UTF-8"?>

<xs:schema xmins:xs="http://www.w3.0rg/200L/ XML Schema" & ementFormDefault="qualified"
attributeFormDefault="unqualified">

<xs.ampleType name="tPriority" final="list restriction">
<xsrestriction base="xs:int">
<xs:mininclusve value="0"/>
</xsrestriction>
</xs.ampleType>
<xs.sampleType name="tGroupl D" final="list restriction">
<xsrestriction base="xs.int">
<xs:mininclusve value="0"/>
</xsrestriction>
</xs.ampleType>
<xs.sampleType name="tDefaultHandling" final="list restriction">
<xsrestriction base="xs.unsignedByte">
<xs:maxInclusive value="1"/>
<xs.enumeration value="0">
<xs.annotation>
<xs.documentation>
<labd xml:lang="en">SESSION_CONTINUED</label>
<definition xml:lang="en">Session Continued</definition>
</xs.documentation>
</xs:annotation>
</xs.enumeration>
<xs.enumeration value="1">
<xs.annotation>
<xs.documentation>
<labd xml:lang="en">SESSION_TERMINATED</label>
<definition xml:lang="en">Session Terminated</definition>
</xs.documentation>
</xs:annotation>
</xs.enumeration>
</xsrestriction>
</xs.ampleType>

<xs.sampleType name="tDirectionOfRequest” final="list restriction">

CR page 3

CR page 3



3GPP TS aa.bbb vX.Y.Z (YYYY-MM) CR page 4

<xsrestriction base="xs.unsignedByte">
<xs:maxInclusive value="3"/>
<xs.enumeration value="0">
<xs.annotation>
<xs.documentation>
<labd xml:lang="en">0ORIGINATING_SESSION</label>
<definition xml:lang="en">Criginating Session</definition>
</xs.documentation>
</xs:annotation>
</xs.enumeration>
<xs.enumeration value="1">
<xs.annotation>
<xs.documentation>
<labd xml:lang="en">TERMINATING_SESSION</label>
<definition xml:lang="en">Terminating Sess on</definition>
</xs.documentation>
</xs:annotation>
</xs.enumeration>
<xs.enumeration value="2">
<xs.annotation>
<xs.documentation>
<labd xml:lang="en">TERMINATING_UNREGISTERED</label>
<definition xml:lang="en">Terminating Session for unregistered user</definition>
</xs.documentation>
</xs:annotation>
</xs.enumeration>
</xsrestriction>
</xs.ampleType>
<xs.sampleType name="tPrivatel D" final="list restriction">
<xsrestriction base="xs.anyURI"/>
</xs.ampleType>
<xs:simpleType name="tSIP_URL" final="list restriction">
<xsrestriction base="xs.anyURI"/>
</xs.ampleType>

<xs.ampleType name="tTEL_URL" final="list restriction">
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<xsrestriction base="xs.anyURI"/>
</xs.ampleType>
<xs.sampleType name="tldentity" final="list restriction">
<xs:union memberTypes="tSIP_URL tTEL_URL"/>
</xs.ampleType>
<xs:simpleType name="tServicelnfo" final="list restriction">
<xsrestriction base="xs:string">
<xs:minLength value="0"/>
</xsrestriction>
</xs.ampleType>
<xs.ampleType name="tString" final="list restriction">
<xsrestriction base="xs:string">
<xs:minLength value="0"/>
</xsrestriction>
</xs.ampleType>
<xs:simpleType name="tBool ">
<xsrestriction base="xs:boolean"/>
</xs.ampleType>
<xs.sampleType name="tSubscribedM ediaProfileld" final="list restriction">
<xsrestriction base="xs:int">
<xs:mininclusve value="0"/>
</xsrestriction>
</xs.ampleType>
<xs.complexType hame="tIM SSubscription">
<xs:.sequence>
<xs.dement name="Privatel D" type="tPrivatel D"/>
<xs:dement name="ServiceProfile" type="tServiceProfile' maxOccurs="unbounded"/>
<Xs.any namespace="#Hother"-processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
</xs.sequence>
</xs.complexType>
<xs.complexType name="tServiceProfile'>
<xs.sequence>
<xs.element name="Publicldentity" type="tPublicldentity" maxOccurs="unbounded"/>

<xs.dement name="CoreNetworkServicesAuthorization" type="tCoreNetworkServicesAuthorization"
minOccurs="0"/>
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<xs.eement name="Initial FilterCriteria" type="tInitial FilterCriteria* minOccurs="0"
maxOccurs="unbounded"/>

<Xs.any namespace="##other"-processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
</xs.sequence>
</xs.complexType>
<xs.complexType hame="tCoreNetworkServicesAuthorization">
<xs.sequence>
<xs.element name="SubscribedMediaProfileld" type="tSubscribedMediaProfileld" minOccurs="0"/>
<Xs.any namespace="##other-processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
</xs.sequence>
</xs.complexType>
<xs.complexType name="tInitial FilterCriteria'>
<xs:.sequence>
<xs.element name="Priority" type="tPriority"/>
<xs.element name="TriggerPoint" type="tTrigger" minOccurs="0"/>
<xs:dement name="ApplicationServer" type="tApplicationServer"/>
<Xs.any namespace="##Other"-processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
</xs.sequence>
</xs.complexType>
<xs.complexType name="tTrigger">
<xs.sequence>
<xs.dement name="ConditionTypeCNF" type="tBool"/>
<xs.eement name="SPT" type="tSePoTri" maxOccurs="unbounded"/>
<Xs.any namespace="##other"-processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
</xs.sequence>
</xs.complexType>
<xs.complexType name="tSePoTri">
<xs.sequence>
<xs.element name="ConditionNegated" type="tBool" default="0" minOccurs="0"/>
<xs.element name="Group" type="tGroupl D" maxOccurs="unbounded"/>
<xs:.choice>
<xs.element name="RequestURI" type="tString"/>
<xs.eement name="Method" type="tString"/>
<xs.element name="SIPHeader" type="tHeader"/>

<xs.element name="SessionCase" type="tDirectionOfRequest"/>

CR page 6



3GPP TS aa.bbb vX.Y.Z (YYYY-MM) CR page 7

<xs.element name="SessionDescription" type="tSessionDescription"/>
</xs.choice>
<Xs.any namespace="##other"-processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
</xs.sequence>
</xs.complexType>
<xs.complexType hame="tHeader">
<xs:.sequence>
<xs.element name="Header" type="tString"/>
<xs.element name="Content" type="tString" minOccurs="0"/>
</xs.sequence>
</xs.complexType>
<xs.complexType hame="tSessionDescription">
<xs:.sequence>
<xs.eement name="Line" type="tString"/>
<xs.element name="Content" type="tString" minOccurs="0"/>
</xs.sequence>
</xs.complexType>
<xs.complexType name="tApplicationServer">
<xs:.sequence>
<xs.element name="ServerName" type="tSIP_URL"/>
<xs.element name="DefaultHandling" type="tDefaultHandling" minOccurs="0"/>
<xs.dement name="Servicelnfo" type="tServicelnfo" minOccurs="0"/>
<Xxs.any namespace="#Hother"-processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
</xs.sequence>
</xs.complexType>
<xs.complexType hame="tPublicldentity">
<xs.sequence>
<xs.element name="Barringlndication" type="tBool" default="0" minOccurs="0"/>
<xs.element name="Identity" type="tldentity"/>
<Xs.any namespace="##other"-processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
</xs.sequence>
</xs.complexType>
<xs.element name="IM SSubscription" type="tIM SSubscription"/>

</xs.schema>
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6.1.3 Server-Assignment-Request (SAR) Command

The Server-Assignment-Request (SAR) command, indicated by the Command-Code field set to 301 and the ‘R’ bit set
in the Command Flagsfield, is sent by a Diameter Multimedia client to a Diameter Multimedia server in order to
reguest it to store the name of the server that is currently serving the user.

Message Format

<Server-Assignment-Request> ::= < Diameter Header: 301, TBD, REQ, PXY >
< Session-ld >
{ Vendor-Specific-Application-1d }
{ Auth-Session-State }
{ Origin-Host }
{ Origin-Realm }
[ Destination-Host ]
{ Destination-Realm }
[ User-Name]
*[ Public-ldentity ]
H_ Server-Name 1}
{ Server-Assignment-Type}
{ User-Data-Request-Type }
{ User-Data-Already-Available}
*[ AVP]
*[ Proxy-Info]
*[ Route-Record ]

6.1.7 Multimedia-Auth-Request (MAR) Command

The Multimedia-Auth-Request (MAR) command, indicated by the Command-Code field set to 4 and the ‘R’ hit set in
the Command Flags field, is sent by a Diameter Multimedia client to a Diameter Multimedia server in order to request
security information.

Message Format

< Multimedia-Auth-Request > ::= < Diameter Header: 303, TBD, REQ >
< Session-ld >
{ Vendor-Specific-Application-ld }
{ Auth-Session-State }
{ Origin-Host }
{ Origin-Realm }
{ Destination-Realm }
[ Destination-Host |
{ User-Name}
{ Public-ldentity }
[ SIP-Auth-Data-l1tem ]
[ SIP-Number-Auth-ltems]
H_ Server-Name 1}
* [ AVP]
* [ Proxy-Info]
* [ Route-Record ]
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*** FIRST MODIFICATION ***

6.3.24 User-Authorization-Type AVP

The User-Authorization-Type AVP (AVP code 24) is of type Enumerated, and indicates the type of user authorization
being performed in a User Authorization operation, i.e. UAR command. The following val ues are defined:

REGISTRATION (0)

Thisvalueisused in case of theinitial registration or re-registration. I1-CSCF determinesthis from the
Expiresfield or expires parameter in Contact field in the SIP REGISTER method if it isnot equal to zero.

Thisisthe default value.
DE_REGISTRATION (1)

Thisvalueisused in case of the de-registration. 1-CSCF determines this from the Expiresfield or expires
parameter in Contact field in the SIP REGISTER method if it isegual to zero.

REGISTRATION_AND_CAPABILITIES (2)

Thisvalueisused in case of initid regigtration or re-registration and when the 1-CSCF explicitly requests S-
CSCF capability information from the HSS. The |-CSCF shall use this value when the user's current S-CSCF,
which isstored in the HSS, cannot be contacted and a new S-CSCF needs to be selected

*** END OF MODIFICATION ***
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