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	Reason for change:
(

	There are two alternative criteria for the MS to reject the network during authentication, MAC failure and invalid SQN. The network is only given two attempts and after that the MS marks the cell as barred.

According to 4.7.7.5.1 f) and g), if one of these is met, then the MS shall start a timer to await for a new authentication and then see if the second try was successful. But only the case of two subsequent errors being similar is covered. There is no specification about MAC failure after invalid SQN or vice versa.

Note that the sequence ‘MAC failure’, ‘invalid SQN’ should not be taken as an indication of a fake network, because it is a possible scenario in a regular network and the 3rd authentication attempt might well be successful.
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	1) Specify that the MS may consider cell barred if three faulty authentication challenges are received, never mind which type.

2) If the MS considers a cell as barred, it should abort the RR connection and the PS signalling connection.
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	Security is compromised, because repeated authentication requests become possible.
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4.3.2.6.1
MS behaviour towards a network that has failed the authentication procedure

In addition to the cases specified in subclause 4.3.2.6, the MS may deem that the network has failed the authentication check after any combination of three consecutive authentication failures, regardless whether ‘MAC failure’, ‘invalid SQN’, or ‘GSM authentication unacceptable’ was diagnosed. The authentication failures shall be considered as consecutive only, if the authentication challenges causing the second and third authentication failure are received by the MS, while the timer T3214 or T3216 started after the previous authentication failure is running.
If the MS deems that the network has failed the authentication check, then it should abort the RR connection and the PS signalling connection. Additionally, the MS shall treat the cell where the first failed AUTHENTICATION REQUEST message was received as barred, until refresh of system information data. The MS shall start any retransmission timers (e.g. T3210, T3220 or T3230), if they were running and stopped when the MS received the first AUTHENTICATION REQUEST message containing an invalid MAC or invalid SQN, or no AUTN when a UMTS authentication challenge was expected.

*********************** NEXT MODIFIED SECTION ******************

4.7.7.6.1
MS behaviour towards a network that has failed the authentication procedure

In addition to the cases specified in subclause 4.7.7.6, the MS may deem that the network has failed the authentication check after any combination of three consecutive authentication failures, regardless whether ‘MAC failure’, ‘invalid SQN’, or ‘GSM authentication unacceptable’ was diagnosed. The authentication failures shall be considered as consecutive only, if the authentication challenges causing the second and third authentication failure are received by the MS, while the timer T3318 or T3320 started after the previous authentication failure is running.
If the MS deems that the network has failed the authentication check, then it should abort the RR connection and the PS signalling connection. Additionally, the MS shall treat the cell where the first failed AUTHENTICATION & CIPHERING REQUEST message was received as barred, until refresh of system information data. The MS shall start any retransmission timers (i.e. T3310, T3321, T3330 or T3317), if they were running and stopped when the MS received the first AUTHENTICATION AND CIPHERING REQUEST message containing an invalid MAC or invalid SQN, or no AUTN when a UMTS authentication challenge was expected.
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