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**** Next modified section ****

7.6.12 Secure Transport Parameters

7.6.12.1

Security Header

This parameter carries the security header information which is required by a receiving entity in order to extract
the protected information from a securely transported MAP message. The components of the security header are
shown in table 7.6.12/1.
| See3GPP TS 33.200102 for the use of these parameters.
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Table 7.6.12/1: Components of the Security Header

Component name

Presence
requirement

Description

b

Protection-mode

Key version-number for Hash
olgopiamley

Initialisation vector

An initialisation vector for the message protection
function. The TVP part of the IV is mandatory. The
other parts shall be present if required for the

current Protection Mode.Shall-be-presentif-the

Meode of operation-is CBC, CFB-or OFB; otherwise
shall- be-absent

Sending PLMN identity

<

The Mobile Country Code and the Mobile Network
Code of the PLMN which sent the secure MAP
message.

Security Parameters Index

I<

Identifies the Security Association for the
component.

Original component identifier

Identifies the type of component to be securely
transported — one of:

- Operation, identified by the operation
code;

- Error, defined by the error code;

- User information.
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**** Next modified section ****

17.7.14  Secure transport data types

MAP- ST- Dat aTypes {
ccitt identified-organization (4) etsi (0) nobil eDomain (0)
gsm Network (1) nodul es (3) map- ST-DataTypes (27) version7 (7)}

DEFI NI TI ONS
IMPLICI T TAGS

BEG N

EXPORTS
Secur eTransport Arg,
Secur eTransport Res,

Securi t yHeader,
Pr ot ect edPayl oad

1

I MPORTS
| MBI,
PLM\-1 d

FROM MAP- CormpnDat aTypes {
ccitt identified-organization (4) etsi (0) nobil eDomain (0)
gsm Network (1) nodul es (3) map- CoomonDat aTypes (18) version7 (7)}

SecureTransportArg ::= SEQUENCE {
securit yHeader Securi t yHeader,
pr ot ect edPayl oad Pr ot ect edPayl oad OPTI ONAL

-- The protectedPayl oad carries the result of applying the security function
-- defined in 3G TS 33.200102 to the encoding of the argunent of the securely
-- transported operation

Secur eTransportRes ::= SEQUENCE {
securit yHeader Securi t yHeader,
pr ot ect edPayl oad Pr ot ect edPayl oad OPTI ONAL

-- The protectedPayl oad carries the result of applying the security function
-- defined in 3G TS 33.200102 to the encoding of the result of the securely
-- transported operation

SecurityHeader ::= SEQUENCE {
initialisationVector InitialisationVector,
sendi ngPLMN- | d PLM\- | d,
securi tyPar anet er sl ndex Securi t yPar anet er sl ndex,
ori gi nal Conponent | denti fier Ori gi nal Conponent | dentifier,

%%M—%M
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Pr ot ect edPayl oad ::= OCTET STRI NG(SI ZE(1..34381000))

-- In protection node 0 (noProtection) the ProtectedPayl oad carries the transfer
-- syntax val ue of the conponent paraneter identified by the
-- original Conponentldentifier.

-- In protection node 1 (integrityAuthenticity) the protectedPayload carries 4
-- eepeFS—FVILﬁel—l—ewed—by the transfer syntax val ue of the conponent
-- paraneter identified by the original Conponentldentifier, followed by
-- the 32 bit integrity check val ue.
-- The integrity check value is the result of applying the hash al gorithm
-- to the concatenation of TVP-the transfer syntax val ue of the SecurityHeader,
-- and the transfer syntax val ue of the conponent paraneter.

-- In protection node 2 (confidentialitylntegrityAuthenticity) the protected
-- payl oad carries 4—eoctets—TFVRP—followed by the encrypted transfer syntax

val ue of the conponent paraneter identified by the

-- original Conponentldentifier, followed by the 32 bit integrity check val ue.
-- The integrity check value is the result of applying the hash al gorithm
-- to the concatenation of F/P-the transfer syntax value of the SecurityHeader,
-- and the encrypted transfer syntax val ue of the conponent paraneter.

-- See 33.200102.

-- The length of the protectedPayl oad is adjusted according to the capabilities of

-- the |lower protocol |ayers

noProtection {0}
RO+-F0t t+o6h \ Sy

ech {0}
eco A\
che (1)
bl =75
cfb {2}
o =75
of b {2}

e N

T

[SecurityParanetersindex ::= OCTET STRING (S| ZE(4))
InitialisationVector ::= OCTET STRING (S| ZE(4..148))
-- the internal structure is defined as follows:
-- Cctets 1 to 4 : TVP. The TVWP is a 32 bit tine stanp. Its value is binary coded
-- and i ndi cates the nunber of intervals of 4/100 ef—m |l i seconds
-- el appsed since
1st January +¥-2002, 0:00:00 UTC
-- Cctets 5 to 10: NE-1d. The NE-I1d uniquely identifies the sending network entity
- - within the PLMN. It is the entityie's E 164 nunber without CC
and
- - NDC. It is TBCD coded, padded with zeros.
-- Cctets 11 to 14: PROP. This 32 bit value is used to nake the
-- I'nitialisationVector unique within the sane TVP period.
-- The content s not standardized.
Ori gi nal Conponentldentifier ::= CHO CE {
oper at i onCode [0] OperationCode,
error Code [1] ErrorCode,
user | nfo [2] NULL}
Oper ationCode ::= CHO CE {
| ocal Val ue I NTECER,
gl obal Val ue OBJECT | DENTI FI ER}
ErrorCode ::= CHO CE {
| ocal Val ue I NTECER,
gl obal Val ue OBJECT | DENTI FI ER}
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15.2  Dialogue establishment

The establishment of a MAP dial ogue involves two MAP-service-users: the dialogue-initiator and the dialogue-
responder.

This procedure is driven by the following signals:

- aMAP-OPEN request primitive from the dialogue-initiator;

- aTC-BEGIN indication primitive occurring at the responding side;

- aMAP-OPEN response primitive from the dialogue-responder;

- thefirst TC-CONTINUE indication primitive occurring at the initiating side;
and under specific conditions:

- aTC-END indication primitive occurring at the initiating side;

- aTC-U-ABORT indication primitive occurring at the initiating side;

- aTC-P-ABORT indication primitive occurring at the initiating side.

Oneinstance of the MAP dia ogue state machine runs at the initiating side, and one at the responding side.

15.2.1 Behaviour at the initiating side

The behaviour of the MAP dialogue state machine at the initiating side is defined in sheets 1 — 9 of the process
Secure MAP_DSM.

Sheet 1: The MAP protocol machine decides according to the application context name received in the MAP-OPEN
reguest and the identity of the responder whether secure transport of the MAP dialogue is required, and if so what level
of protection isrequired. This decision is based on bilateral agreements between the operators of the network entities
concerned; it requires the dialogue initiating entity to store configuration information on which the decision is based.
Secure transport of aMAP dialogueis required if any of the operation components (invoke, result or error) used in the
application context for the dialogue requires secure transport, as shown in 3GPP TS 33.200. If a dialogue uses secure
transport then MAP secure transport services shall be used with a protection mode of "No protection” to produce the
same functional effect as unsecured transport for those components which do hot need protection. If secure transport is
required, the MAP protocol machine builds a protected dialogue portion (including the AC name and any user
information received in the MAP-OPEN request, encoded as user information for the TC-BEGIN) for the TC-BEGIN;
otherwise it builds a normal dialogue portion using the application context name and any user dataincluded in the
MAP-OPEN request.

**** Next modified section ****

15.5 Procedures for MAP specific services

15.5.4 Service invocation receipt for unasecured dialogues

The behaviour of the performing SSMs which handle a service for a secured dialogue is defined by the SDL for the
processes Secure_Performing MAP_SSM and Performing MAP_SSM. The secure performing SSM receivesa TC-
INVOKE component containing a secure MAP transport service from TCAP viathe MAP dialogue state machine and
unpacks the MAP service indication fromit. It then creates an instance of the performing SSM and sends the MAP
service indication to it. The performing SSM forwards the MAP service indication to the MAP-Service User. When the
MAP dialogue state machine receives a M AP service response from the MAP-Service User it forwardsiit to the secure
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performing SSM. The secure performing SSM constructs a MAP secure transport service response and sendsiit to the
performing SSM, which forwards a TC-RESULT or TC-U-ERROR component to TCAP.

**** Next modified section ****

15.6  SDL descriptions

The following SDL specification describes a system which includes three blocks: MAP-user, MAP-provider and TC.

Such a system resides in each network component supporting MAP and communicates with its peers viathe lower
layers of the signalling network which are part of the environment.

Only the MAP-provider is fully described in this subclause. The various types of processes which form the MAP-User
block and the TC block are described respectively in clauses 18 to 25 of the present document and in CCITT
Recommendation Q.774.

The MAP-Provider block communicates with the MAP_USER viatwo channels U1 and U2. Via U1 the MAP-provider
receives the MAP request and response primitives. Via U2 it sends the MAP indication and confirm primitives.

The MAP-Provider block communicates with TC viatwo channels P1 and P2. ViaP1 the MAP-Provider sends all the
TC request primitives. Via P2 it receives all the TC indication primitives.

The MAP-Provider block is composed of the six following types of process:

a) Secure MAP_DSM: Thistype of process handles a dialogue for both secured and unsecured transport of
MAP messages. There exists one process instance per MAP dialogue.

b) Load Ctrl: Thistype of processisin charge of load control. There is only one instance of this processin each
system.

¢) Requesting MAP_SSM: Thistype of process handles a MAP service requested during a dialogue. For
unsecured transport of MAP messages, an instance of this process is created by the instance of the
Secure MAP_DSM process for each requested MAP -service. For secured transport of MAP messages, an
instance of this processis created by the instance of the Secure_Requesting MAP_SSM process for each
requested MAP-Secure-Transport-service.

d) Secure Requesting MAP_SSM: Thistype of process handles a MAP service requested during a dialogue
for secured transport of MAP messages. An instance of this process is created by the Secure MAP_DSM
process for each requested MAP -service.

e) Performing_ MAP_SSM: Thistype of process handles a MAP service performed during a dialogue. For
unsecured transport of MAP messages, an instance of this process is created by the instance of the
Secure MAP_DSM process for each MAP -service to be performed. For secured transport of MAP
messages, an instance of this processis created by the instance of the Secure_Performing MAP_SSM
process for each M AP-Secure-Transport-service to be performed.

f) Secure Performing MAP_SSM: Thistype of process handles a MAP service performed during a dialogue
for secured transport of MAP messages. An instance of this process is created by the Secure MAP_DSM
process for each MAP -service to be performed.
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