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4.3.2.3
Authentication processing in the network

Upon receipt of the AUTHENTICATION RESPONSE message, the network stops the timer T3260 and checks the validity of the response (see GSM 03.20).
Upon receipt of the AUTHENTICATION FAILURE message, the network stops the timer T3260. In MAC failure case, the procedural behaviour is ffs. In Synch failure case, the core network may renegotiate with the HLR/AuC and provide the MS with new authentication parameters.
4.3.2.5.1 ***
Next Modification
***

4.3.2.5.2 Authentication not accepted by the MS

In a UMTS authentication challenge, the authentication procedure is extended to allow the MS to check the authenticity of the core network.  Thus allowing, for instance, detection of false base station.

A R99 GSM-only MS connected to a R99 core network (even using the BSS radio access) shall support a UMTS authentication challenge.

Following a UMTS authentication challenge, the MS may reject the core network, on the grounds of an incorrect AUTN parameter (see TS 33.102).  This parameter contains two possible causes for authentication failure:

(a) MAC code failure

If the MS considers the MAC code (supplied by the core network in the AUTN parameter) to be invalid, it shall send a CS AUTHENTICATION FAILURE message (9.2.3a) to the network, with the failure cause ‘CS MAC failure’ (see 33.102).
(b) SQN failure

If the MS considers the SQN (supplied by the core network in the AUTN parameter) to be out of range, it shall send a CS AUTHENTICATION FAILURE message (9.2.3a) to the network, with the failure cause ‘CS Synch failure’ and parameters provided by the SIM (see 33.102).
 Note:
Actions might vary according to the presence/absence of an integrity protected connection to a different core network node.

GMM

4.7.7.3
Authentication and ciphering completion by the network

Upon receipt of the AUTHENTICATION AND CIPHERING RESPONSE message, the network stops the timer T3360 and checks the validity of the response (see GSM 03.20 [13]). For this, it may use the A&C reference number information element within the AUTHENTICATION AND CIPHERING RESPONSE message to determine whether the response is correlating to the last request that was sent.

In GSM, the GMM layer shall notify the LLC sublayer if ciphering shall be used or not and if yes which algorithm and GPRS ciphering key that shall be used (see GSM 04.64 [76]).
Upon receipt of the AUTHENTICATION AND CIPHERING FAILURE message, the network stops the timer T3360. In MAC failure case, the procedural behaviour is ffs. In Synch failure case, the core network may renegotiate with the HLR/AuC and provide the MS with new authentication parameters.
***
Next Modification
***

4.7.7.5.1
Authentication not accepted by the MS

In a UMTS authentication challenge, the authentication procedure is extended to allow the MS to check the authenticity of the core network.  Thus allowing, for instance, detection of false base station.

Following a UMTS authentication challenge, the MS may reject the core network, on the grounds of an incorrect AUTN parameter (see TS 33.102).  This parameter contains two possible causes for authentication failure:

a) MAC code failure

b) If the MS considers the MAC code (supplied by the core network in the AUTN parameter) to be invalid, it shall send a PS AUTHENTICATION FAILURE message (9.2.3a) to the network, with the failure cause ‘PS MAC failure’ and parameters provided by the SIM (see TS 33.102).
c) SQN failure

If the MS considers the SQN (supplied by the core network in the AUTN parameter) to be out of range, it shall send a PS AUTHENTICATION FAILURE message (9.2.3a) to the network, with the failure cause ‘PS Synch failure’ and parameters provided by the SIM (see 33.102).
 Note:
Actions might vary according to the presence/absence of an integrity protected connection to a different core network node.
***
Next Modification
***

11.2
Timers of mobility management

Table 11.1/TS 24.008: Mobility management timers - MS-side

+-----------------------------------------------------+

│TIMER│MM│TIME│CAUSE FOR   │NORMAL STOP  │AT THE      │

│NUM. │ST│OUT │START       │             │EXPIRY      │

│     │AT│VAL.│            │             │            │

+-----+--+----+------------+-------------+------------│

│T3210│3 │20s │-LOC_UPD_REQ│- LOC_UPD_ACC│            │

│     │  │    │sent        │- LOC_UPD_REJ│            │

│     │  │    │            │- AUTH_REJ   │Start T3211 │

│     │  │    │            │- Lower layer│            │

│     │  │    │            │  failure    │            │

+-----+--+----+------------+-------------+------------│

│T3211│1 │15s │-LOC_UPD_REJ│- Time out   │Restart the │

│     │2 │    │ with cause │- cell change│Location up-│

│     │  │    │ #17 netw.  │- request for│date proc.  │

│     │  │    │ failure    │  MM connec- │            │

│     │  │    │-lower layer│  tion       │            │

│     │  │    │ failure or │  establish- │            │

│     │  │    │ RR conn.   │  ment       │            │

│     │  │    │ released   │- change of  │            │

│     │  │    │ after      │  LA         │            │

│     │  │    │ RR conn.   │             │            │

│     │  │    │ abort      │             │            │

│     │  │    │ during loc.│             │            │

│     │  │    │ updating   │             │            │

+-----+--+----+------------+-------------+------------│

│T3212│1,│Note│-termination│-initiation  │initiate    │

│     │2 │ 1  │ of MM ser- │ of MM ser-  │periodic    │

│     │  │    │ vice or MM │ vice or MM  │updating    │

│     │  │    │ signalling │ signalling  │            │

+-----+--+----+------------+-------------+------------│

│T3213│1 │ 4s │-location up│- expiry     │new random  │

│     │2 │    │ dating fai │- change of  │attempt     │

│     │11│    │ lure       │  BCCH para- │            │

│     │  │    │            │  meter      │            │

+-----+--+----+------------+-------------+------------│

│T3220│7 │5s  │-IMSI DETACH│- release    │enter Null  │

│     │  │    │            │  from RM-   │or Idle, AT-│

│     │  │    │            │  sublayer   │TEMPTING TO │

│     │  │    │            │             │UPDATE      │

+-----+--+----+------------+-------------+------------│

│T3230│5 │15s │-CM SERV REQ│- Cipher mode│provide     │

│     │  │    │            │  setting    │release ind.│

│     │  │    │CM REEST REQ│- CM SERV REJ│            │

│     │  │    │            │- CM SERV ACC│            │

+-----+--+----+------------+-------------+------------│

│T3240│9 │10s │see section │ see section │ abort the  │

│     │10│    │ 11.2.1     │  11.2.1     │ RR connec- │

│     │  │    │            │             │ tion       │

+-----------------------------------------------------+

NOTE 1:
The timeout value is broadcasted in a SYSTEM INFORMATION message

Table 11.2/TS 24.008: Mobility management timers - network-side

+--------------------------------------------------------------+

│TIMER│MM│TIME│CAUSE FOR   │NORMAL STOP  │AT THE FIRST│AT THE  │

│NUM. │ST│OUT │START       │             │EXPIRY      │SECOND  │

│     │AT│VAL.│            │             │            │EXPIRY  │

+-----+--+----+------------+-------------+------------+--------│

│T3250│6 │12s │TMSI-REAL-  │TMSI-REALL-  │ Optionally │        │

│     │  │    │CMD or      │ COM received│ Release    │        │

│     │  │    │LOC UPD ACC │             │ RR connec- │        │

│     │  │    │with new    │             │ tion       │        │

│     │  │    │TMSI sent   │             │            │        │

+-----+--+----+------------+-------------+------------+--------│

│T3255│  │Note│LOC UPD ACC │CM SERVICE   │Release RR  │        │

│     │  │    │sent with   │ REQUEST     │Connection  │        │

│     │  │    │"Follow on  │             │or use for  │        │

│     │  │    │ Proceed"   │             │mobile sta- │        │

│     │  │    │            │             │tion termi- │        │

│     │  │    │            │             │nating call │        │

+-----+--+----+------------+-------------+------------+--------│

│T3260│5 │12s │AUTHENT-    │AUTHENT-     │ Optionally │        │

│     │  │    │REQUEST     │RESPONSE     │ Release    │        │

│     │  │    │ sent       │ received    │ RR connec- │        │

│     │  │    │            │             │ tion       │        │
|     |  |    |            |AUTHENT-     | Procedural |        |

|     |  |    |            |FAILURE      | behavior   |        |

|     |  |    |            | received    | is FFS     |        |

+-----+--+----+------------+-------------+------------+--------│

│T3270│4 │12s │IDENTITY    │IDENTITY     │ Optionally │        │

│     │  │    │REQUEST     │RESPONSE     │ Release    │        │

│     │  │    │ sent       │ received    │ RR connec- │        │

│     │  │    │            │             │ tion       │        │

+--------------------------------------------------------------+

NOTE 2:
The value of this timer is not specified by this recommendation.

11.2.1
Timer T3240

Timer T3240 is started in the mobile station when:

-
the mobile station receives a LOCATION UPDATING ACCEPT message completing a location updating procedure in the cases specified in section 4.4.4.6 and 4.4.4.8;

-
the mobile station receives a LOCATION UPDATING REJECT message in the cases specified in section 4.4.4.7;

-
the mobile station has sent a CM SERVICE ABORT message as specified in section 4.5.1.7;

-
the mobile station has released or aborted all MM connections in the cases specified in 4.3.2.5, 4.3.5.2, 4.5.1.1, and 4.5.3.1.

Timer T3240 is stopped, reset, and started again at receipt of an MM message.

Timer T3240 is stopped and reset (but not started) at receipt of a CM message that initiates establishment of an CM connection (an appropriate SETUP, REGISTER, or CP-DATA message as defined in TS 24.008, TS 24.010 or GSM 04.11).

11.2.2
Timers of GPRS mobility management

Table 11.3/TS 24.008: GPRS Mobility management timers - MS side

TIMER NUM.
TIMER VALUE
STATE 
CAUSE OF START
NORMAL STOP
ON THE
 1st , 2nd, 3rd , 4th  EXPIRY Note 3

T3310
15s
GMM-
REG-INIT
ATTACH REQ sent
ATTACH ACCEPT received

ATTACH REJECT received
Retransmission of ATTACH REQ

T3311
15s
GMM-DEREG ATTEMPTING TO ATTACH or

GMM-REG ATTEMPTING TO UPDATE
ATTACH REJ with other cause values as described in chapter ‘GPRS Attach’ 

ROUTING AREA UPDATE REJ with other cause values as described in chapter ‘Routing Area Update’ 

Low layer failure
Change of the routing area
Restart of the Attach or the RAU procedure with updating of the relevant attempt counter

T3321
15s
GMM-

DEREG-INIT
DETACH REQ sent
DETACH ACCEPT received
Retransmission of the DETACH REQ

T3330
15s
GMM-ROUTING-UPDATING-INITIATED
ROUTING AREA UPDATE REQUEST sent
ROUTING AREA UPDATE ACC received

ROUTING AREA UPDATE REJ received
Retransmission of the ROUTING AREA UPDATE REQUEST
message

Table 11.3a/TS 24.008: GPRS Mobility management timers – MS side

TIMER NUM.
TIMER VALUE
STATE 
CAUSE OF START
NORMAL STOP
ON 
EXPIRY

T3302
T3212

Note 4
GMM-DEREG

or

GMM-REG
At attach failure and the attempt counter is greater than or equal
to 5.

At routing area updating failure and the attempt counter is greater than or equal to 5.
At successful attach


At successful routing area updating
On every expiry, initiation of the

GPRS attach procedure

or

RAU procedure

T3312
Default 
54 min

Note1
GMM-REG
In GSM, when READY state is left.

In UMTS, when PMM-CONNECTED mode is left.
When entering state GMM-DEREG 
Initiation of the Periodic RAU procedure

T3314

READY

(GSM only)
Default 
44 sec
Note 2
All except GMM-DEREG
Transmission of a PTP PDU
Forced to Standby
No cell-updates are performed

T3316 
AA-READY
Default 
44 sec
Note 2
-
Transmission of a PTP PDU
-
-

T3317

(UMTS only)
10s
GMM-REG
SERVICE REQ sent
Security mode setting procedure is completed,

SERVICE ACCEPT received, or

SERVICE REJECT received
Abort the procedure

NOTE 1:
The value of this timer is used if the network does not indicate another value in a GMM signalling procedure.

NOTE 2:
The default value of this timer is used if neither the MS nor the Network send another value, or if the Network sends this value, in a signalling procedure.

NOTE 3:
Typically, the procedures are aborted on the fifth expiry of the relevant timer. Exceptions are described in the corresponding procedure description.

NOTE 4:
T3302 is loaded with the same value which is used to load T3212.

Table 11.4/TS 24.008: GPRS Mobility management timers - network side

TIMER NUM.
TIMER VALUE
STATE 
CAUSE OF START
NORMAL STOP
ON THE
 1st , 2nd, 3rd , 4th  EXPIRY Note 3

T3322
6s
GMM-
DEREG-INIT
DETACH REQ sent
DETACH ACCEPT received
Retransmission of DETACH REQUEST

T3350
6s
GMM-COMMON-PROC-INIT
ATTACH ACCEPT
sent with P-TMSI and/or TMSI


RAU ACCEPT sent with P-TMSI and/or TMSI

P-TMSI REALLOC COMMAND
sent
ATTACH COMPLETE received

RAU COMPLETE received

P-TMSI REALLOC COMPLETE received
Retransmission of the same message type, i.e. ATTACH ACCEPT, RAU ACCEPT or REALLOC COMMAND

T3360
6s
GMM- COMMON-PROC-INIT
AUTH AND CIPH REQUEST
sent
AUTH AND CIPH RESPONSE received
AUTHENT- AND CIPHER- FAILURE     received
Retransmission of AUTH AND CIPH REQUEST
Procedural behaviour is FFS

T3370
6s
GMM-COMMON-PROC-INIT
IDENTITY REQUEST sent
IDENTITY RESPONSE received
Retransmission of IDENTITY REQUEST

Table 11.4a/TS 24.008: GPRS Mobility management timers - network side

TIMER NUM.
TIMER VALUE
STATE 
CAUSE OF START
NORMAL STOP
ON 
EXPIRY

    T3313
Note1
GMM_REG
Paging procedure initiated
Paging procedure completed
Network dependent

T3314

READY

(GSM only)
Default 
44 sec
Note 2
All except GMM-DEREG
Receipt of a PTP PDU
Forced to Standby
The network shall page the MS if a PTP PDU has to be sent to the MS

T3316 AA-

READY
Default 
44 sec
Note 2
-
Receipt of a PTP PDU
-
-

Mobile Reachable
Default 4 min greater than T3312
All except GMM-DEREG
In GSM, change from READY to STANDBY state 

In UMTS, change from PMM-CONNECTED mode to PMM-IDLE mode.
PTP PDU received 
Network dependent but typically paging is halted on 1st expiry

NOTE 1:
The value of this timer is network dependent.

NOTE 2:
The default value of this timer is used if neither the MS nor the Network send another value, or if the Network sends this value, in a signalling procedure. The value of this timer should be slightly shorter in the network than in the MS, this is a network implementation issue.

NOTE 3:
Typically, the procedures are aborted on the fifth expiry of the relevant timer. Exceptions are described in the corresponding procedure description.
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