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Other 
comments:
Clarifications and changes since N1-000043

· Offline discussion and confirmation from experts clarifies that if the failure occur at MM auth. then the reject code is directed to the CS domain (MSC) and at GMM auth. failure the reject code is directed to the PS domain (SGSN). The HLR/AuC nodes do not need to know where the failure occurred (i.e. at MM auth. procedure or GMM auth. procedure). 

· 10.5.3.2.2: Editorial change

· Cause codes for MAC and Synch failure is changed to No. 20 and 21 in table 10.5.95 and 10.5.147 as well as in Annex G.3.

· Annex G.3: “MSC” is changed to “network”.

4.3.2.5.1
Authentication not accepted by the MS

In a UMTS authentication challenge, the authentication procedure is extended to allow the MS to check the authenticity of the core network.  Thus allowing, for instance, detection of false base station.

A R99 GSM-only MS connected to a R99 core network (even using the BSS radio access) shall support a UMTS authentication challenge.

Following a UMTS authentication challenge, the MS may reject the core network, on the grounds of an incorrect AUTN parameter (see TS 33.102).  This parameter contains two possible causes for authentication failure:

a)
MAC code failure


If the MS considers the MAC code (supplied by the core network in the AUTN parameter) to be invalid, it shall send a CS AUTHENTICATION FAILURE message (9.2.3a) to the network, with the failure cause ‘MAC failure’ (see 33.102). Thereafter the procedural behaviour is ffs.

b)
SQN failure


If the MS considers the SQN (supplied by the core network in the AUTN parameter) to be out of range, it shall send a CS AUTHENTICATION FAILURE message (9.2.3a) to the network, with the failure cause ‘Synch failure’ and parameters provided by the SIM (see 33.102)  Upon receipt of this message, the core network may renegotiate with the HLR/AuC and provide the MS with new authentication parameters.

NOTE:
Actions might vary according to the presence/absence of an integrity protected connection to a different core network node.

9.2.3a.1
Response from SIM

This IE shall be sent if and only if the reject cause was ‘Synch failure.’  It shall include the response to the authentication challenge from the SIM, which is made up of the RANDMS and the AUTS parameters (see TS 33.102).

4.7.7.5.1
Authentication not accepted by the MS

In a UMTS authentication challenge, the authentication procedure is extended to allow the MS to check the authenticity of the core network.  Thus allowing, for instance, detection of false base station.

Following a UMTS authentication challenge, the MS may reject the core network, on the grounds of an incorrect AUTN parameter (see TS 33.102).  This parameter contains two possible causes for authentication failure:

a)
MAC code failure

If the MS considers the MAC code (supplied by the core network in the AUTN parameter) to be invalid, it shall send a PS AUTHENTICATION FAILURE message (9.2.3a) to the network, with the failure cause ‘MAC failure’ and parameters provided by the SIM (see TS 33.102). Thereafter the procedural behaviour is ffs.

b)
SQN failure

If the MS considers the SQN (supplied by the core network in the AUTN parameter) to be out of range, it shall send a PS AUTHENTICATION FAILURE message (9.2.3a) to the network, with the failure cause ‘Synch failure’ and parameters provided by the SIM (see 33.102)  Upon receipt of this message, the core network may renegotiate with the HLR/AuC and provide the MS with new authentication parameters.

 Note:
Actions might vary according to the presence/absence of an integrity protected connection to a different core network node.

9.4.10a.1
Response from SIM

This IE shall be sent if and only if the GMM cause was ‘Synch failure.’  It shall include the response to the authentication challenge from the SIM, which is made up of the RANDMS and the AUTS parameters (see TS 33.102).

10.5.3.2.2
Response from SIM (UMTS authentication challenge only)

The purpose of the Response from SIM information element is to provide the network with the necessary information to begin a re-authentication procedure (see TS 33.102) in the case of a ‘Synch failure’, following a UMTS authentication challenge.

The Response from SIM IE is coded as shown in figure 10.5.76.2/TS 24.008 and table 10.5.90.2/TS 24.008.

The Response from SIM IE is a type 4 information element with a minimum length of 30 octets and a maximum length of 32 octets.

Figure 10.5.76.2/TS 24.008 Response from SIM information element (UMTS authentication challenge only)
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Table 10.5.90.2/TS 24.008: Response from SIM  information element
+------------------------------------------------------+

│ Response from SIM value (octet 3 to 32)              │

│                                                      │

│ This contains RANDMS and AUTS (see TS 33.102)         │

│                                                      │

│                                                      │

+--------------------------------------------------------------------------------------------------+
10.5.3.6
Reject cause

The purpose of the Reject Cause information element is to indicate the reason why a request from the mobile station is rejected by the network.

The Reject Cause information element is coded as shown in figure 10.5.81/TS 24.008 and table 10.5.95/TS 24.008.

The Reject Cause is a type 3 information element with 2 octets length.

   8     7     6     5     4     3     2     1

+-----------------------------------------------+

│               Reject cause IEI                │ octet 1

+-----------------------------------------------│

│                                               │

│                reject cause value             │ octet 2

+-----------------------------------------------+

Figure 10.5.81/TS 24.008 Reject Cause information element

Table 10.5.95/TS 24.008: Reject Cause information element

+-------------------------------------------------------+

│ Reject cause value (octet 2)                          │

│      Bits                                             │

│ 8 7 6 5 4 3 2 1                                       │

│ 0 0 0 0 0 0 1 0  IMSI unknown in HLR                  │

│ 0 0 0 0 0 0 1 1  Illegal MS                           │

│ 0 0 0 0 0 1 0 0  IMSI unknown in VLR                  │

│ 0 0 0 0 0 1 0 1  IMEI not accepted                    │

│ 0 0 0 0 0 1 1 0  Illegal ME                           │

│ 0 0 0 0 1 0 1 1  PLMN not allowed                     │

│ 0 0 0 0 1 1 0 0  Location Area not allowed            │

│ 0 0 0 0 1 1 0 1  Roaming not allowed in this          │

│                    location area                      │



│ 0 0 0 1 0 0 0 1  Network failure                      │

│ 0 0 0 1 0 1 0 0  MAC failure                          │

│ 0 0 0 1 0 1 0 1  Synch failure                        │

│ 0 0 0 1 0 1 1 0  Congestion                           │

│ 0 0 1 0 0 0 0 0  Service option not supported         │

│ 0 0 1 0 0 0 0 1  Requested service option             │

│                    not subscribed                     │

│ 0 0 1 0 0 0 1 0  Service option temporarily           │

│                    out of order                       │

│ 0 0 1 0 0 1 1 0  Call cannot be identified            │

│ 0 0 1 1 0 0 0 0  }                                    │

│       to          }  retry upon entry into a new cell │

│ 0 0 1 1 1 1 1 1  }                                    │

│ 0 1 0 1 1 1 1 1  Semantically incorrect message       │

│ 0 1 1 0 0 0 0 0  Invalid mandatory information        │

│ 0 1 1 0 0 0 0 1  Message type non-existent            │

│                    or not implemented                 │

│ 0 1 1 0 0 0 1 0  Message type not compatible with     │

│                  the protocol state                   │

│ 0 1 1 0 0 0 1 1  Information element non-existent     │

│                    or not implemented                 │

│ 0 1 1 0 0 1 0 0  Conditional IE error                 │

│ 0 1 1 0 0 1 0 1  Message not compatible with          │

│                    the protocol state                 │

│ 0 1 1 0 1 1 1 1  Protocol error, unspecified          │

│                                                       │

│ Any other value received by the mobile station        │

│ shall be treated as 0010 0010, 'Service option        │

│ temporarily out of order'. Any other value received   │

│ by the network shall be treated as 0110 1111,         │

│ 'Protocol error, unspecified'.                        │

│                                                       │

│ NOTE: The  listed reject cause values are defined in  │

│       Annex G.                                        │

+-------------------------------------------------------+

10.5.5.14
GMM cause 

The purpose of the GMM cause information element is to indicate the reason why a GMM request from the mobile station is rejected by the network.

The GMM cause information element is coded as shown in figure 10.5.129/TS 24.008 and table 10.5.147/TS 24.008.

The GMM cause is a type 3 information element with 2 octets length.
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Figure 10.5.129/TS 24.008: GMM cause information element

Table 10.5.147/TS 24.008: GMM cause information element

Cause value (octet 2)                          ¬

       Bits                                              

  8 7 6 5 4 3 2 1                                        

  0 0 0 0 0 0 1 0  IMSI unknown in HLR                   

  0 0 0 0 0 0 1 1  Illegal MS                            

  0 0 0 0 0 1 1 0  Illegal ME                            

  0 0 0 0 0 1 1 1  GPRS services  not allowed  

  0 0 0 0 1 0 0 0  GPRS services and non-GPRS services


                   not allowed  

  0 0 0 0 1 0 0 1  MS identity cannot be derived by the  

                   network

  0 0 0 0 1 0 1 0  Implicitly detached

  0 0 0 0 1 0 1 1  PLMN not allowed                      

  0 0 0 0 1 1 0 0  Location Area not allowed             

  0 0 0 0 1 1 0 1  Roaming not allowed in this           

                     location area                      



  0 0 0 1 0 0 0 0  MSC temporarily not reachable         

  0 0 0 1 0 0 0 1  Network failure                       

  0 0 0 1 0 1 0 0  MAC failure

  0 0 0 1 0 1 0 1  Synch failure

  0 0 0 1 0 1 1 0  Congestion                            

  0 0 1 1 0 0 0 0  }                                     

        to         }  retry upon entry into a new cell   

  0 0 1 1 1 1 1 1  }                                     

  0 1 0 1 1 1 1 1  Semantically incorrect message        

  0 1 1 0 0 0 0 0  Invalid mandatory information         

  0 1 1 0 0 0 0 1  Message type non-existent             

                     or not implemented                  

  0 1 1 0 0 0 1 0  Message type not compatible with      

                   the protocol state                    

  0 1 1 0 0 0 1 1  Information element non-existent      

                     or not implemented                  

  0 1 1 0 0 1 0 0  Conditional IE error                  

  0 1 1 0 0 1 0 1  Message not compatible with           

                     the protocol state                  

  0 1 1 0 1 1 1 1  Protocol error, unspecified           

  Any other value received by the mobile station         

  shall be treated as 0110 1111, 'Protocol error,'       

  unspecified'. Any other value received                 

  by the network shall be treated as 0110 1111,          

  'Protocol error, unspecified'.                         

  NOTE: The  listed reject cause values are defined in   

        Annex G.                                         



Annex G (informative):
GSM specific cause values for mobility management

G.3
Causes related to PLMN specific network failures and congestion / Authentication Failures

Cause value = 20 MAC failure


This cause is sent to the network if the SIM detects that the MAC in the authentication request message is not fresh (see TS 33.102)

Cause value = 21 Synch failure


This cause is sent to the network if the SIM detects that the SQN in the authentication request message is out of range (see TS 33.102)

Cause value = 17 Network failure


This cause is sent to the MS if the MSC cannot service an MS generated request because of PLMN failures, e.g. problems in MAP.

Cause value = 22  Congestion


This cause is sent if the service request cannot be actioned because of congestion (e.g. no channel, facility busy/congested etc.)

G.6
Additional cause codes for GMM

Cause value = 7 GPRS services not allowed


This cause is sent to the MS if it requests an IMSI attach for GPRS services, but is not allowed to operate GPRS services.

Cause value = 8 GPRS services and non-GPRS services not allowed


This cause is sent to the MS if it requests a combined IMSI attach for GPRS and non-GPRS services, but is not allowed to operate either of them.

Cause value = 9 MS identity cannot be derived by the network

This cause is sent to the MS when the network cannot derive the MS’s identity from the P-TMSI in case of inter-SGSN routing area update.

Cause value = 10 Implicitly detached

This cause is sent to the MS either if the network has implicitly detached the MS, e.g. some while after the Mobile reachable timer has expired, or if the GMM context data related to the subscription dose not exist in the SGSN e.g. because of a SGSN restart.

Cause value = 16 MSC temporarily not reachable


This cause is sent to the MS if it requests a combined GPRS attach or routing are updating in a PLMN where the MSC is temporarily not reachable via the GPRS part of the GSM network.





