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7
Application guidelines to use GAA

GAA provides different alternatives to an AS or an AP to perform user authentication (i.e. force the UE to run AKA with the BSF as specified in TS 33.220 [2] or use a mechanism based on subscriber certificates). Also under GAA, an AS may understand that the user request is already authenticated by an Authentication Proxy.

GAA as described in this TR has not the intention to impose any one authentication mechanism onto applications . It is rather aimed to be a tool at developer’s disposal which they can use to their benefit. Application developers may save development time by using GAA instead of designing and implementing application-specific authentication mechanisms. An additional advantage of the mechanisms of GAA is that they can provide global coverage, inherited from the GSM/UMTS coverage.

Depending on network configuration and policies of the operator, an AS or an AP will be able to use any of the alternatives provided by GAA or even any other user authentication mechanisms specified outside of 3GPP if such mechanisms are at their disposal. It is therefore assumed that an AS and an AP should be able to take the decision what parts of GAA shall be used if any.

This section tries to give an overview of arguments that can play a role in the choice of authentication mechanism. The authentication mechanism selected will be dependent on:
1.
Requirements/policies relating to the user/server/application/device that needs authentication. This may be in both directions (mutual authentication), but the usual emphasis is user to server authentication.

2.
Device and service characteristics, user capabilities and preferences as defined in the user profile.

3.
Policies of the network or networks providing the transport service and the service providers of the applications.

Requirements/policies relating to authentication will depend on whether there is a need for:
a)
Device authentication: The device is genuine and not a clone i.e. Authentication of a (U)SIM by challenge response.

b)
Integrity protection: An example is signalling protection in UTRAN access A weakness in GSM is that it is very easy for a man in the middle to manipulate signalling message e.g. cipher mode command and a way to prevent it being compromised is to use device authentication and integrity protection via a keyed MAC (Message Authentication Code) on the specific signalling messages.

c)
Application authentication: It will often be necessary to check the authenticity of the application software. An example is TS 29.198-3 V5.2.0 and TS 29.199-01 V6.0.0 (section 4.3). Application authentication is however out of the scope of GAA. 
d)
User authentication:. This refers to authentication of the end user, the person who is using the end user device. One way of doing this is to make the USIM availability to devices/protocols/applications dependent, logically, by user PIN input or physically, by a policy of removal and insertion. The entry of a PIN may also be required before access is allowed to a specific application.

e)
Transaction authentication and non-repudiation: For some business transactions that are carried out using the mobile device it is necessary to digitally sign the transaction with a users private key, specifically where there is a need for non repudiation i.e. to prevent:
-
the False Denial of the: SENDING of the Message, e.g. "I never sent it!"
-
the CONTENT of the Message, e.g. "I said you should sell, not buy!"
-
the TIME of the Message, e.g. "I sent it a different time!"
NOTE:
Many authentication techniques such as 3GPP AKA are based on a single key which is shared between the network and the user - this is OK for authentication between sender and recipient, but non repudiation provable to a third party may require the use of public key technique where the private key is only held by the sender.
Figure 5 shows how device and service characteristics can impact the choice of a particular technique from the Spectrum of Authentication Mechanisms.

	
	authentication type

	client (device) charateristics
	device (client) auth
	server auth
	transaction auth

	PIN/password
	stored PIN/password
	signature or password
	x

	GAA: subscriber certificate
	client private key, signature
	signature
	private key, signature

	GAA: GBA at UE
	shared secret (GBA), keyd MAC
	shared secret (GBA), keyd MAC OR server private key, signature
	x


x = client characteristics do not allow authentication requirement to be met.

Figure 5: Authentication characteristics comparison
Annex A:
Change history

	Change history

	Date
	TSG #
	TSG Doc.
	CR
	Rev
	Subject/Comment
	Old
	New

	2003-10
	SA3#30
	
	
	
	New Draft TR: Generic Authentication Architecture (GAA)
	
	0.1.0

	2003-11
	SA3#31
	
	
	
	Text has been added to the introduction and to sections 1 to 6
	0.1.0
	0.2.0

	2003-12
	SP-22
	SP-030582
	-
	-
	Presentation to TSG SA#22 for Information
	0.2.0
	1.0.0

	2004-01
	SA3#32
	-
	-
	-
	Editorial changes plus an additional reference
	1.0.0
	1.0.1

	2004-02
	SA3#32
	-
	-
	-
	References have been added. An editor's note in section 6.5 has been removed, Figure with explanation has been added and text has been added to sections 6.3, 6.4, 6.5 and 7.
	1.0.1
	1.2.0

	2004-06
	SP-24
	SP-040365
	-
	-
	Editorial changes for Presentation to TSG SA#24 for information
	1.2.0
	1.2.1

	2004-07
	SA3#34
	-
	-
	-
	Text has been added to section 7
	1.2.1
	1.3.0

	2004-09
	SP-25
	SP-040625
	-
	-
	Edited by MCC for presentation to TSG SA #25 for approval
	1.3.0
	2.0.0

	2004-09
	-
	-
	-
	-
	Updated to v6.0.0 after TSG SA approval
	2.0.0
	6.0.0

	2004-12
	SP-26
	SP-040861
	002
	-
	Removal of unnecessary editor's notes
	6.0.0
	6.1.0

	
	
	
	
	
	
	
	








3GPP


