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1. Introduction

PAM provides for two types of privacy controls. One is an access control mechanism to control access to any data maintained by the Presence Service. The other is the availability management mechanism itself that determines what presence data (including the value of the data) is provided to the asker. These privacy controls can be created, deleted or modified at any time using the SetPreference method in the Availability Management interface.

The current mechansim is unsatisfactory for several reasons. One, it is not a feasible design to specify access controls for all interfaces in each of the 3 SCFs via one method in a single interface. Second, it complicates the treatment of preferences that are used primarily for availability management.

This contribution proposes moving the access control mechanism to separate methods in each of the toplevel manager interfaces in the 3 PAM SCFs and the deprecation of the access control mechanism via the setPreference method in availability management interface. This proposal maintains the backward compatibility of the current specification.

2. Proposal

First the option to specify access control list is removed in the definition of TpPAMPreferenceData

11.8.5 TpPAMPreferenceData

This is a tagged choice of data elements that specifies the preference data. The data depends on the type of preference being specified.
	
	Tag Element Type
	

	
	TpPAMPreferenceType
	


	Tag Element Value
	Choice Element Type
	Choice Element Name

	
	
	

	PAM_EXTERNAL_CONTROL
	IpInterfaceRef
	ExternalControlInterface


Next two new methods are introduced into each top level menager interfaces in sections 8.1.1, 8.2.1 and 8.3.1. The signatures and semantics are the same in all three sections.

	getAccessControl (identity : in TpPAMFQName, authToken : in TpPAMCredential) : TpPAMAccessControlData

setAccessControl (identity : in TpPAMFQName, operation : in TpPAMPreferenceOp, newAccessControl : in TpPAMAccessControlData, authToken : in TpPAMCredential) : void




Method getAccessControl()

Get the access control associated with the data belonging to an identity. The data associated with an identity includes the static and dynamic attributes of an identity as well as data about agents associated with an identity.

This method should be used in conjunction with the setAccessControl method. 

Returns the access control if previously specified for the identity. Is null if there is no access control associated.  

Parameters

identity : in TpPAMFQName

specifies the identity of interest.
authToken : in TpPAMCredential

of the entity who wishes to do this operation.
Returns

TpPAMAccessControlData

Raises

TpCommonExceptions, P_PAM_UNKNOWN_IDENTITY, P_PAM_INVALID_CREDENTIAL
Method setAccessControl()

Set the access controls for the data associated with the specified identity. If the identity is Null, the access control is set for all identities (if authorized to do so). The data associated with an identity includes the static and dynamic attributes of an identity as well as data about agents associated with an identity.

Any existing access control will be modified based on the operation.

If the new access control is specified as Null for replace operation , an existing access control will be removed. 

Parameters

identity : in TpPAMFQName

specifies the identity of interest.
operation : in TpPAMPreferenceOp

specifies the operation to be performed with the specified preference
newAccessControl : in TpPAMAccessControlData

specifies the access controls to add.
authToken : in TpPAMCredential

of the entity who wishes to do this operation.
Raises

TpCommonExceptions, P_PAM_UNKNOWN_IDENTITY, P_PAM_INVALID_CREDENTIAL
Two methods are deprecated in the IpAppPAMPreferenceCheck that are no longer needed because of the new access control mechanism.

8.1.4 Interface Class IpAppPAMPreferenceCheck 

Inherits from: IpInterface.
The purpose of this interface is to provide methods to be called by the PAM service to check for access control or to compute availability using an implementation provided by an application. Instances of this interface are registered using the setPreference() method in the availability management interface. 

	<<Interface>>

IpAppPAMPreferenceCheck

	

	

computeAvailability (identity : in TpPAMFQName, pamContext : in TpPAMContext, attributeNames : in TpStringList) : TpPAMAvailabilityProfileList




