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1 Introduction

This contribution discusses two issues related to a specific functionality in TS 29.198-3 v4.2.0 which makes the challenge used for CHAP-based authentication to be encrypted when passed from the verifier to the claimant.

This is based on a contribution originally discussed at the last SA3 meeting and is expected to reflect these discussions.

2 Issue

TS 29.198-3 relies on the use of a challenge-based mechanism (CHAP as per IETF RFC 1994) for authentication of the client application by the framework, and vice-versa. CHAP is chosen as the authentication scheme when the authentication type in the initiateAuthenticate() method is set to P_OSA_AUTHENTICATION.

The overall authentication phase works as follows:

· the client first uses the initiateAuthenticate() method to set the P_OSA_AUTHENTICATION scheme (ie CHAP).

· with the selectEncryption() method, the client application and the framework agree on a symmetric encryption function to be used to encrypt the challenge sent from the verifier to the claimant.

· the framework can then use the authenticate() method to pass an encrypted challenge string to the client, using the encryption algorithm (DES, triple DES) negotiated in the previous step. Encryption of the challenge string is done thanks to a secret key which must a priori be shared between the client and the framework (out of scope). The client must then decrypt the received encrypted challenge and generate a response based on the decrypted challenge and a secret shared with the framework. The client can authenticate the framework using the exactly same mechanism in the other direction.

We hereby discuss two issues related to the above procedure.

2.1 Issue 1: the need for encrypting the challenge

A fundamental question is whether there is any real security gain in encrypting the challenge string itself. This indeed requires extra management (shared secret key for encryption/decryption between the client and the framework) and processing, while no identified security weakness is solved by this extra encryption process.

We believe that there is no need to have this challenge encryption phase, which should be removed from the authentication procedure
.

2.2 Issue 2: no formatting defined for challenge encryption.

In the case we still consider the challenge encryption procedure itself, we note that the specification lacks details which make it unimplementable as is.

Symmetric encryption mechanisms such as DES, 3DES, … to be used for challenge encryption require the use of an Initialisation Vector (IV) as input into the encryption/decryption phases. This IV must be passed from the encryptor to the decryptor (or at least known by the decryptor).

The length of the challenge string is not necessarily a multiple of the encryption algorithm block length (eg 8 bytes for DES or 3DES). When it is not the case, padding bytes must be appended to the input (ie challenge string) of the encryption algorithm. After decryption, it is obviously necessary to be able to isolate those padding bytes so as not to use them as part of the challenge string. To avoid potential attacks, it is also important to provide the length of the challenge string within the encrypted data.

The description of the authenticate() method does not cover those aspects.

3 Solution

As presented above, it is suggested to suppress the requirement for encryption of the challenge in the authentication phase. The accompanying proposed CR implements the required modifications to TS 29.198-3 v4.4.0 by removing the selectEncryptionMethod() from the specification, since its sole purpose is to negotiate the encryption mechanism used in challenge-based authentication.

Use of public-key based authentication schemes should be specified separately and not on top of CHAP itself.

















































� It is noted that this view was shared by SA3 delegates during the joint SA3-CN5 meeting held in Bristol on Feb 25th.





