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PAM Event SCF

This service contains an interface for registering for notifications for events that occur within the PAM service.

0.1. Event Manager Interface

The purpose of this interface is to supply the various interfaces available in this service to the application and to provide the authentication credentials. This interface is the only discoverable interface from the framework. 

All PAM methods use an authentication token as a parameter since the outcome of the operations may depend on the entity requesting the operation. To enable this, the getAuthToken() method is used to obtain an implementation dependent token. An application that has authenticated itself with the Parlay framework, can get an authentication token for itself. Alternatively, if the application is requesting PAM operations on behalf of multiple entities, authentication tokens may be requested for each such entity after providing any available data about the asker. These tokens can then be used repeatedly for operations within a session without further need to identify the asker. 

	<<Interface>>

IpPAMEventManager

	

	getAuthToken (in askerData  :  in TpPAMDataList) : TpPAMCredential 

obtainInterface(interfaceName: in TpString) : IpInterfaceRef 


Method

getAuthToken()

Get an authentication token for access to the interface methods.

Parameters

askerData : in TpPAMDataList

specifies information about the asker. Can be an empty array.

Return Type

TpPAMCredential

is an implementation-dependent authentication credential that can be verified.

Exceptions

P_PAM_INVALID_CREDENTIAL

indicates that the credential presented is not recognized or insufficient for the operation.

P_PAM_NOT_SUPPORTED

implementation dependent status that indicates that this method is not supported by the implementation.

obtainInterface()

Obtain available interfaces from the service. The valid parameters for this method can be obtained from the service property P_OBTAINABLE_INTERFACES
Parameters

interfaceName : in TpString

specifies the name of the required interface.

Return Type

IpInterfaceRef

Returns the requested interface.

Exceptions

P_PAM_UNAVAILABLE_INTERFACE

indicates that the specified interface does not exist or is unavailable.

P_PAM_NOT_SUPPORTED

implementation dependent status that indicates that this method is not supported by the implementation.

0.2. Interface Class IpPAMEvent
The purpose of this interface is to manage the registrations of interest in events and the registration of client interfaces for subsequent notification. All notifications in this specification are to be sent after the corresponding event has occurred and are asynchronous. An application must first register a notification interface with the service. It can then register interest in one or more events for this interface.


For security and privacy purposes, a registration for an event is allowed if and only if the supplied credentials during registration is sufficient to have allowed access to the information related to the event through one or more of the PAM interface methods. 

	<<Interface>>

IpPAMEvent

	

	isRegistered (clientID : in TpInt32, authToken : in TpPAMCredential): TpBoolean 

registerAppInterface (appInterface : in IpInterface, authToken : in TpPAMCredential): TpInt32 

registerForEvent (clientID : in TpInt32, event : in TpPAMEventInfoList, authToken : in TpPAMCredential) : TpAssignmentID 

deregisterAppInterface (clientID : in TpInt32, authToken : in TpPAMCredential) : void

deregisterFromEvent (eventID : in TpInt32, authToken : in TpPAMCredential) : void


Method

deregisterAppInterface

Unregister a client application’s notification interface.

All registrations for events for this client registration are also removed

Parameters

clientID : in TpInt32

specifies the registration ID provided at registration.

authToken : in TpPAMCredential

Credential of the entity who wishes to do this operation.

Return Type

void

No return value.

Exceptions

P_PAM_NOT_REGISTERED

indicating that the interface was not previously registered.

P_PAM_INVALID_CREDENTIAL

indicates that the credential presented is not recognized or insufficient for the operation.

P_PAM_NOT_SUPPORTED

implementation dependent status that indicates that this method is not supported by the implementation.

Method

deregisterFromEvent

Unregister a client application’s interest in an event.

Parameters

eventID : in TpInt32

specifies a prior event registration ID.

authToken : in TpPAMCredential

Credential of the entity who wishes to do this operation.

Return Type

void

No return value.

Exceptions

P_PAM_NOT_REGISTERED

indicating that the interface was not previously registered.

P_PAM_INVALID_CREDENTIAL

indicates that the credential presented is not recognized or insufficient for the operation.

P_PAM_NOT_SUPPORTED

implementation dependent status that indicates that this method is not supported by the implementation.

Method

isRegistered

Check if a client application interface is registered

Parameters

clientID : in TpInt32

specifies the registration ID provided at registration.

authToken : in TpPAMCredential

Credential of the entity who wishes to do this operation.

Return Type

TpBoolean

is True if the registration ID is still valid, False otherwise.

Exceptions

P_PAM_INVALID_CREDENTIAL

indicates that the credential presented is not recognized or insufficient for the operation.

P_PAM_NOT_SUPPORTED

implementation dependent status that indicates that this method is not supported by the implementation.

Method

registerAppInterface

Register a client application’s notification interface

Parameters

appInterface : in IpInterface

specifies the client notification interface.

authToken : in TpPAMCredential

Credential of the entity who wishes to do this operation.

Return Type

TpInt32

is an ID returned by the service that uniquely identifies this registration.

Exceptions

P_PAM_INVALID_CREDENTIAL

indicates that the credential presented is not recognized or insufficient for the operation.

P_PAM_NOT_SUPPORTED

implementation dependent status that indicates that this method is not supported by the implementation.

Method

registerForEvent

Register a client application’s interest in an event.

Parameters

clientID : in TpInt32

specifies the registration ID provided at registration.

event : in TpPAMEventInfoList
specifies the events of interest. E.g. for presence information monitoring the following data are given: the addresses, identity types and attributes that are concerned with the request. Also the asker data may be included to facilitate privacy control features. Furthermore the period of reporting can be indicated to provide for periodic reporting or a request for an immediate report.
authToken : in TpPAMCredential

Credential of the entity who wishes to do this operation.

Return Type

TpAssignmentID
an assignment ID returned by the service that uniquely identifies this registration for the event.

Exceptions

P_PAM_NOT_REGISTERED

indicating that the interface was not previously registered.

P_PAM_INVALID_CREDENTIAL

indicates that the credential presented is not recognized or insufficient for the operation.

P_PAM_NOT_SUPPORTED

implementation dependent status that indicates that this method is not supported by the implementation.

0.3. Application Notification Interface

This is the interface that a client application must implement and register with the Event Service in order to be notified of events.

	<<Interface>>

IpAppPAMEvent

	

	eventNotify (assignmentID : in TpAssignmentID, eventInfo : in TpPAMNotificationInfoList): void
eventNotifyErr (assignmentID : in TpAssignmentID, errorInfo : in TpPAMErrorInfoList): void


Method

eventNotify

Notify the occurrence of an event. The implementations will not attempt to re-notify on failure.

Parameters

assignmentID : in TpAssignmentID
specifies the assignment ID.

eventInfo : in TpPAMNotificationInfoList
contains the data about the events that occurred.



Return Type

void

No return value.

Exceptions

P_PAM_FAILURE

indicates that the notification was not successful.
Method

eventNotifyErr

Notify an error in the event reporting. The error may concern all assignments, one whole assignment or a part of it. An eventNotify is sent after the error condition has passed away unless the event has been subsequently deregistered. Re-registration may only be needed in fatal system error cases depending on the implementation. Note that in normal operation unavailable or protected pieces of presence information are delivered by the normal reporting methods instead of an error method.
Parameters

assignmentID : in TpAssignmentID

specifies a prior event registration ID. If no assignment ID is given, it is assumed that all event notifications are barred for the time being.
errorInfo : in TpPAMErrorInfoList
contains information about the addresses that are having problems with the indicated attributes. Also the cause of the error is provided. If no address is given, the whole assignment is undergoing errors. Furthermore if no attribute is defined, all the relevant attributes are assumed to have problems.
Return Type

void

No return value.
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