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Introduction

The Joint API Group was invited for a joint session at the SA3 meeting in Bristol, UK, held on the 25th of February. Chelo Abarca and Musa Unmehopa, on behalf of the Joint API Group, attended this joint session. This paper provides a brief report of the joint session and an overview of the technical discussions on security issues in the OSA Framework. All the technical contributions in SA3 were prepared by Olivier Paridaens from Alcatel. The report is provided for information.

Background

In the Cancun meeting, contribution N5-011152, a CR to the Framework on TpEncryptionCapability, was submitted and discussed in an attempt to address certain security issues identified by 3GPP SA3, in LS S3-010574. SA3 further clarified the identified issues in S3-010661 (N5-011159) which contained the recommendation that the work to resolve these outstanding security issues is done within SA3 in collaboration with OSA experts from CN5. As a result, a joint SA3/CN5 slot was allocated at the SA3 meeting in Bristol.

Discussion

Four technical contributions were submitted and discussed at the joint session. This section summarizes these issues, as well as the proposed solutions.

Agenda item 7.2 “OSA including joint session with CN5 experts (Monday afternoon after 7.1)”

S3-020126: JWG Tutorial presentation by Chelo, ETSI SPAN 12 chair, on behalf of the JWG.

Some questions were asked on user authentication/user provided credentials, as well as questions on SIP load management, Call Control for IMS.

S3-020102: Encryption of challenge in CHAP-based OSA authentication.
Two issues have been identified. 1) The description of the encryption process is not detailed enough. 2) For challenge-based mechanisms, encryption of the challenge really doesn’t add any security value.

The paper proposes two solutions, either improving the description of the encryption process or removing the encryption altogether. SA3 recommends removing encryption.

Is Backwards Compatibility at risk here? If not, CN5 should consider removing the encryption functionality. CN5 is to assess Backwards Compatibility.

A contribution will be submitted to the Sophia meeting.

S3-020104: Use of one-way hash function for CHAP in OSA.
The reference to the IETF RFC is found to be insufficient, as it does not provide any details or information on how to apply the RFC. Some formatting and coding is proposed in the RFC, and it is not clear if and how to use that in OSA. Furthermore, the proposed hashing mechanism is considered to be outdated and not sufficient anymore from a security perspective.

A solution for the first issue is proposed in the document. This solution involves an updated description only, to prevent interoperability problems. This solution will be backwards compatible. A contribution will be submitted to the Sophia meeting.

A solution for the second issue is to introduce newer and more secure hashing mechanisms. However, these need to be introduced and it should then be possible to perform renegotiation in case the application chooses a hashing mechanism that is deemed insufficient by the framework. This proposed renegotiation mechanism is described in S3-020101.

S3-020101: Authentication Scheme Negotiation in OSA.
Currently (re-) negotiation of authentication mechanisms is not possible. Two alternative solutions are proposed, 1) introduce a new method for the negotiation and 2) change existing authType parameter of the initiateAuthentication method.

Two action items for CN5: Does CN5 wish to extend the functionality from the Framework prescribing the authentication method only, or do we wish to extend the Framework functionality to allow for renegotiation? If yes, which of the proposed alternatives is preferable, e.g. from backwards compatibility perspective. SA3 has no preference from a security point of view.

There still remains an issue with terminateAccess(), which is identified in S3-020103.

The data type enumeration value for MD5 needs to remain because of backwards compatibility. But then we really need to introduce renegotiation mechanisms, to prevent MD5 from being the only selectable option.

A contribution will be submitted to the Sophia meeting.

S3-020103: Security of terminateAccess() function in OSA.
Issue #1

The framework does not indicate which public key/certificate the client must use to verify the signature. The assumption to be made in the current specification is that the client and the framework have some a-priori agreement in which the client obtains a copy of the public key (embedded in a certificate or not) used by the framework for signing.

Two possible solutions are being proposed, if which adding parameter is not acceptable for CN5 for issues of Backwards Compatibility. CMS format may be too complex? SA3 sees this as a valid issue that needs to be resolved.

Issue #2

As currently specified, the signature is calculated solely over the terminationText string. Because such a string is more of a constant nature (same string is used on many occasions), no mechanism is defined to prevent re-use of a digital signature by a third-party.

The proposed solution is states that a fresh value must be generated by the framework for use as input into the signing algorithm. The signing time can be used by both parties to detect replayed signatures, under the condition that the verifier keeps track of the last verified value.

Issue #3

The signature algorithm used by the framework is not negotiated as it is a parameter of the terminateAccess(0 function itself. There is therefore no way for the client application to indicate which algorithm(s) it supports and it must consequently merely accept what it receives. If the signing algorithm is not supported, the client cannot verify the signature and an exception will be generated but the effect will most probably be that the association with the framework will be considered closed by the client itself. If the latter is the case, the lack of a priori agreement also opens the door to denial of service: an attacker can issue a terminateAccess() to the client with a signature algorithm that it knows is not supported by the client. In such a scenario, the signature value does not have to be valid since the client will not try and verify it.

The proposed solution is the introduction of the renegotiation mechanism, already discussed in S3-020101.

Issue#4

The list of signature algorithms is provided in table TpSigningAlgorithm, which lists P_MD5_RSA_512 and P_MD5_RSA_1024 as possible algorithms. Such a reference to the use of MD5 with RSA for signing is not sufficient to determine what the exact mechanism to implement is. Moreover, the use of MD5 as hashing algorithm and especially a modulus of 512 bits for RSA is not advisable.

The proposed solution is to more precisely define the list of algorithms and also extend the list to include other signing algorithms.

A contribution will be submitted to the Sophia meeting.

Conclusion

Security experts in SA3 identified several security issues. During the SA3 meeting in Bristol, the proposed solutions were discussed and assessed, based on security recommendations from SA3 and API backwards compatibility concerns from CN5. Several detailed technical contributions will be submitted to the CN5 meeting in Sophia Antipolis for discussion and approval.

