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Introduction

In tdoc N5-010846, the following requirement has been proposed:

The workgroup should investigate different confirmation mechanisms. A representative selection of confirmation mechanisms shall be fixed, similar to the benchmark scenarios that comprise the base of the Parlay 3.0 specification of the Content Based Charging API. Eventually, the existing Content Based Charging API should be enhanced in a backwards-compatible manner.

The current paper discusses four confirmation categories. Each category has different requirements on the Content Charging SCF. The requirements that result from each category are discussed.

The underlying assumption is that each possible confirmation mechanism falls into exactly one of the confirmation categories. Changes to the Content Charging SCF, that fulfil a certain category’s requirements, shall be made in a way that a single, generic mechanism supports all possible confirmation mechanisms that fall into that confirmation category.

Discussion

Draft Definition: “User Confirmation is a means in content charging scenarios that allows the consumer to confirm or reject payments before they are processed by the CBC SCS.”

Confirmation Categories

Interactive confirmation

This is probably the most obvious way to implement confirmation. The Authorization Engine initiates an interaction with the consumer. During the interaction, the Authorization Engine presents information about the transaction that needs to be confirmed, and prompts for confirmation.

This confirmation type requires that the user equipment accepts incoming connections. This holds true for 2G phones, which accept voice calls, USSD interactions, or SMS. It may hold true for 3G phones, which shall support appropriate SIP flows (SIP MESSAGE). It may hold true for user equipment that runs WAP browsers, since a push mechanism is defined for WAP.

However, it does not work for user equipment running HTTP based Web browsers.

Policy based confirmation

Instead of interacting with the consumer, the Authorization Engine could decide based on consumer defined policies if a payment shall be performed or not. These policies could have semantics like

· “I confirm all payments that are originated by merchant x, because I trust him”.

· “I confirm all payments up to €1 per charge, but no more than €10 per day and €20 per week”.

Stored confirmation or Advance confirmation

For Web browsers (or WAP browsers if push doesn’t work for some reason), the Authorization Engine has no way of initiating a confirmation dialog. However, the consumer could initiate this dialog before accessing an merchant application. Resulting from that dialog, the Authorization Engine stores a confirmation in advance. When reservation or charge request is received from a Request Engine, the confirmation is already there. However, the Payment Engine needs to correlate the stored confirmation with the request received from a Request Engine.

Of course, the consumer does not need to actively initiate the confirmation dialog. This can be automated. The scenario is intended primarily for Web and WAP scenarios; the Web or WAP based merchant application redirects the consumer’s browser to the Authorization Engine. As soon as the confirmation dialog was successful, the Authorization Engine redirects the consumer’s browser back to the merchant application.

Relayed confirmation

Another way of getting a consumer’s confirmation into the Authorization Engine is via the Request Engine. The consumer and the Request Engine have to communicate anyway to deliver or use the merchant application. However, the Authorization Engine typically does not trust the Request Engine. The Authorization Engine needs to be sure that the Request Engine cannot generate a phantom confirmation or change an existing one. This can be achieved by electronically sign the confirmation with a private key. However, this mechanism requires appropriate capabilities in the consumer’s user equipment to sign the confirmation. Further, a public key infrastructure (PKI) is required to distribute and verify public keys.

A mechanism like this is utilized by SET. 

Resulting requirements for Content Charging

General

We assume that the Authorization Engine will decide on its own which confirmation mechanism shall be used. However, some mechanisms may require specific support from either the User Agent or the Request Engine. To ensure that the Request Engine can provide the support that the Payment Engine expects, appropriate service properties could be introduced that allow for negotiation of possible confirmation categories during service discovery and service instantiation.

Interactive confirmation

The client shall give hints about capabilities of the User Agent. These hints are useful if the payment engine wants to do interactive confirmation. The Request Engine can derive these capabilities from the way it communicates with the consumer. For example, if the Request Engine is a WAP application, we can grand for sure that the User Agent will have a WAP browser. If the Request Engine is an IVR application, we can be quite sure that the User Agent is a phone, so it will typically support DTMF touch-tones, and in GSM environments, it will support USSD and SMS. Further, an address how to reach the User Agent could be given, such as the phone number. This may be different from the user id that identifies the Consumer.

We propose the following changes to the Content Charging SCF:

· Standardize the way to give hints (re-vitalize the application description type?)

· Standardize some hints (e.g. WAP enabled phone, 2G phone, 3G phone, where 2G phone means “supports voice, SMS, USSD” and 3G phone means “supports voice, MM and SIP Message”). Allow merchant and payment provider to agree on further hints out-of-band.

· Eventually, define a confirmation protocol and an appropriate hint.

The last proposal addresses online games that require specific client software on the User Agent. Since a user of such an online game needs to install the client software anyway, a dedicated confirmation functionality could be included in that software. The presence of this confirmation functionality could be signalled to the Payment Engine via the Content Charging API.

Policy based confirmation

No specific requirements for the API are seen so far.

However, the policies the consumer can define could conform to the Policy Management API. Appropriate variables for use in conditions, as well as actions (reject payment, confirm payment and do interaction) could be defined.

Stored confirmation or Advance confirmation

For correlation of the stored confirmation with a payment request, both need to have a correlation id. The process of storing the confirmation will not be standardized, however, the Authorization Engine must generate a correlation id that is sent to the Consumer’s User Agent. The User Agent shall send the confirmation id to the Request Engine during production selection. The Request Engine needs a means to transmit the correlation id to the Payment Engine. The transmission of the correlation id requires a change in the Content Charging API.

Stored confirmation has to be initiated by the customer prior accessing a charged application. The Merchant has the responsibility to tell the Customer that a confirmation dialog shall be initiated. “Tell” could be automated by utilizing Web/WAP redirect.

If the Authorization Engine cannot find confirmation that relates to a given charge request, it may want to tell the Request Engine that a stored confirmation procedure shall be initiated by the consumer.

Relayed confirmation

Currently, the following requirements are seen to support the relayed confirmation concept:

· The format of the confirmation object needs to be defined

· The way how to sign it electronically needs to be defined.

· The way to send the confirmation object to the Payment Engine needs to be defined. This may require the introduction of a new parameter at the Content Charging API.

Conclusion

We propose to further discuss the above mentioned confirmation types. If they are accepted as a basis for further discussion, detailled changes to the Content Charging SCF will be contributed to subsequent meetings.

