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1 Introduction

This contribution accompanies the Change Request on the TS29.198 for introduction of TpOctetSet in the authentication and access methods. With this contribution we outline the proposed changes in the parts of the API that currently are not within the scope of 3GPP.

2 Proposed changes

6.3.1 Interface Class IpFwAPILevelAuthentication 

Inherits from: IpFwAuthentication.
Once the service entity has made initial contact with the provider, authentication of the service entity and Framework provider may be required.  The API supports multiple authentication techniques. The procedure used to select an appropriate technique for a given situation is described below.  The authentication mechanisms may be supported by cryptographic processes to provide confidentiality, and by digital signatures to ensure integrity. The inclusion of cryptographic processes and digital signatures in the authentication procedure depends on the type of authentication technique selected. In some cases strong authentication may need to be enforced by the framework provider to prevent misuse of resources. In addition it may be necessary to define the minimum encryption key length that can be used to ensure a high degree of confidentiality.  The service entity must authenticate with the framework before it will be able to use any of the other interfaces supported by the framework. Invocations on other interfaces will fail until authentication has been successfully completed.  




















1. The service entity calls initiateAuthentication on the provider's IpFwInitial interface. This allows the service entity to specify the type of authentication process. This authentication process may be specific to the Framework provider, or to the implementation technology used. The initiateAuthentication operation can be used to designate the specific process, (e.g. CORBA security could be used in a CORBA-based implementation of OSA). OSA defines a generic authentication interface (IpFwAPILevelAuthentication), which can be used to perform the authentication process.   The initiateAuthentication operation allows the service entity to pass a reference to its IpSvcAPILevelAuthentication interface to the Framework, and receive a reference to the IpFwAPILevelAuthentication interface supported by the framework, in return.  




















2. The service entity invokes the selectEncryptionMethod on the framework's IpFwAPILevelAuthentication interface.  This includes the authentication capabilities of the service entity. The framework then chooses an authentication method based on the authentication capabilities of the service entity and the framework. If the service entity is capable of handling more than one authentication method, then the framework chooses one option, the prescribedMethod. In some instances, the authentication capability of the service entity may not fulfil the demands of the framework, in which case, the authentication will fail.  


























3. The service entity and framework interact to authenticate each other. Depending on the method prescribed, this procedure may consist of a number of messages e.g. a challenge/ response protocol. This authentication protocol is performed using the authenticate operation on the IpFwAPILevelAuthentication interface. Depending on the authentication method selected the protocol may require invocations on either the IpFwAPILevelAuthentication interface supported by the framework, or on the IpSvcAPILevelAuthentication interface supported by the service entity, or on both interfaces. 

<<Interface>>

IpFwAPILevelAuthentication



selectEncryptionMethod (authCaps : in TpAuthCapabilityList, prescribedMethod : out TpAuthCapabilityRef) : TpResult

authenticate (prescribedMethod : in TpAuthCapability, challenge : in TpOctetSet, response : out TpOctetSetRef) : TpResult

abortAuthentication () : TpResult

authenticationSucceeded () : TpResult



Method

selectEncryptionMethod()

The service entity uses this method to initiate the authentication process. The framework returns its preferred mechanism. This should be within the capability of the service entity. If a mechanism that is both acceptable to the framework and within the capability of the service entity cannot be found, then the framework returns an error code (P_NO_ACCEPTABLE_AUTH_CAPABILITY). 

Parameters

authCaps : in TpAuthCapabilityList

This is the means by which the authentication mechanisms supported by the service entity are conveyed to the framework.
prescribedMethod : out TpAuthCapabilityRef

This is the mechanism preferred by the framework for the authentication process. If the service entity does not understand the value of the prescribedMethod returned by the framework, it is considered a catastrophic error and the service entity must abort the authentication process.
Raises

TpCommonExceptions,P_NO_ACCEPTABLE_AUTH_CAPABILITY
Method

authenticate()

The service entity uses this method to authenticate the framework using the mechanism indicated in prescribedMethod. The framework must respond with the correct responses to the challenges presented by the service entity. The serviceID received in the initiateAuthentication() can be used by the framework to reference the correct public key for the service entity (the key management system is currently outside of the scope of the OSA API specification). The number and the order of the exchanges depend upon the prescribedMethod. 

Parameters

prescribedMethod : in TpAuthCapability

see selectEncryptionMethod. This parameter contains the method that the framework has specified as acceptable for authentication.  If this is not the same value as returned by selectEncryptionMethod(), then the framework returns an error code (P_INVALID_AUTH_CAPABILITY).
challenge : in TpOctetSet
The challenge presented by the service entity to be responded to by the framework. The challenge mechanism used will be in accordance with the IETF PPP Authentication Protocols - Challenge Handshake Authentication Protocol [RFC 1994, August1996]. The challenge will be encrypted with the mechanism prescribed by selectEncryptionMethod().
response : out TpOctetSetRef

This is the response of the framework to the challenge of the service entity in the current sequence. The response will be based on the challenge data, decrypted with the mechanism prescribed by the selectEncryptionMethod() method.
Raises

TpCommonExceptions,P_INVALID_AUTH_CAPABILITY
Method

abortAuthentication()

The service entity uses this method to abort the authentication process. This method is invoked if the service entity no longer wishes to continue the authentication process, (unless the application responded incorrectly to a challenge in which case no further communication with the application should occur.) If this method has been invoked, calls to the requestAccess operation on IpFwAPILevelAuthentication will return an error code (P_ACCESS_DENIED), until the service entity has been properly authenticated. 

Parameters

No Parameters were identified for this method

Raises

TpCommonExceptions
Method

authenticationSucceeded()

The service entity uses this method to inform the Framework of the success of the authentication attempt. 

Parameters

No Parameters were identified for this method

6.3.1 Interface Class IpFwAccess 

Inherits from: IpInterface.
Once the service entity has authenticated with the framework provider, the service entity can gain access to other framework interfaces.  After authentication, the service entity can gain access to the framework's functions, by invoking the requestAccess method on the IpFwAPILevelAuthentication or IpFwAuthentication interfaces. This allows the service entity to request the type of access they require. If they request P_OSA_ACCESS, then a reference to the IpFwAccess interface is returned. (Operators can define their own access interfaces to satisfy service entity requirements for different types of access.) The service entity must also provide the framework with a reference to a 'callback' interface to allow the framework to initiate interactions during the access session. If the service entity has requested P_OSA_ACCESS, then they must provide a reference to a IpSvcAccess interface to the framework.  The IpFwAccess interface allows the service entity to gain references to other interfaces offered by the framework. erences to these framework interfaces are gained by invoking the obtainInterface, or obtainInterfaceWithCallback operations. The latter is used when a callback interface is supplied to the framework. For example, a service registration interface reference is returned when invoking obtainInterface with "registration" as the interface name.  The endAccess operation is used to end the service entity's session with the framework. After it is invoked, the service entity will no longer be authenticated with the framework. The service entity will not be able to use the references to any of the framework interfaces gained during the access session. Any calls to these interfaces will fail.  The IpSvcAccess interface is offered by the service entity to the framework to allow the framework to initiate interactions during the access session. It can be used to terminate the access session and request that the service entity re-authenticate. 

<<Interface>>

IpFwAccess



obtainInterface (interfaceName : in TpInterfaceName, fwInterface : out IpInterfaceRefRef) : TpResult

obtainInterfaceWithCallback (interfaceName : in TpInterfaceName, svcinterface : in IpInterfaceRef, fwInterface : out IpInterfaceRefRef) : TpResult

endAccess (endAccessProperties : in TpEndAccessProperties) : TpResult



Method

obtainInterface()

This method is used to obtain other framework interfaces. The service entity uses this method to obtain interface references to other framework interfaces. (The obtainInterfacesWithCallback method should be used if the service entity is required to supply a callback interface to the framework.) 

Parameters

interfaceName : in TpInterfaceName

The name of the framework interface for which a reference is requested.  If the interfaceName is invalid, the framework returns an error code (P_INVALID_INTERFACE_NAME).
fwInterface : out IpInterfaceRefRef

This is the reference to the interface requested.
Raises

TpCommonExceptions,P_ACCESS_DENIED,P_INVALID_INTERFACE_NAME
Method

obtainInterfaceWithCallback()

This method is used to obtain other framework interfaces. The service entity uses this method to obtain interface references to other framework interfaces, when it is required to supply a callback interface to the framework. (The obtainInterface method should be used when no callback interface needs to be supplied.) 

Parameters

interfaceName : in TpInterfaceName

The name of the framework interface for which a reference is requested.  If the interfaceName is invalid, the framework returns an error code (P_INVALID_INTERFACE_NAME).
svcinterface : in IpInterfaceRef

This is the reference to the service entity interface, which is used for callbacks.  If the interface reference is not of the correct type, the framework returns an error code (P_INVALID_INTERFACE_TYPE).
fwInterface : out IpInterfaceRefRef

This is the reference to the interface requested.
Raises

TpCommonExceptions,P_ACCESS_DENIED,P_INVALID_INTERFACE_NAME,P_INVALID_INTERFACE_TYPE
Method

endAccess()

The service entity uses this method to end its access session with the framework.  After it is invoked, the service entity will no longer be authenticated with the framework.  The service entity will not be able to use the references to any of the framework interfaces gained during the access session.  Any calls to these interfaces will fail. 

Parameters

endAccessProperties : in TpEndAccessProperties

This is a list of properties that can be used to tell the framework the actions to perform when ending the access session (e.g. existing application sessions may be stopped, or left running).  If a property is not recognised by the framework, an error code (P_INVALID_PROPERTY) is returned.
Raises

TpCommonExceptions,P_ACCESS_DENIED,P_INVALID_PROPERTY
6.3.1 Interface Class IpSvcAPILevelAuthentication 

Inherits from: IpInterface.
<<Interface>>

IpSvcAPILevelAuthentication



authenticate (prescribedMethod : in TpAuthCapability, challenge : in TpOctetSet, response : out TpOctetSetRef) : TpResult

abortAuthentication () : TpResult

authenticationSucceeded () : TpResult



Method

authenticate()

The framework uses this method to authenticate the service entity using the mechanism indicated in prescribedMechanism. The service entity must respond with the correct responses to the challenges presented by the framework. The number and order of the exchanges depends upon the prescribedMethod. (These may be interleaved with authenticate() method calls by the service entity on the IpFWAPILevelAuthentication interface. This is defined by the prescribedMethod.) 

Parameters

prescribedMethod : in TpAuthCapability

see selectEncryptionMethod() on the IpFwAPILevelAuthentication interface. This parameter contains the agreed method for authentication.  If this is not the same value as returned by selectEncryptionMethod(), then an error code (P_INVALID_AUTH_CAPABILITY) is returned.
challenge : in TpOctetSet
The challenge presented by the framework to be responded to by the service entity. The challenge mechanism used will be in accordance with the IETF PPP Authentication Protocols - Challenge Handshake Authentication Protocol [RFC 1994, August1996]. The challenge will be encrypted with the mechanism prescribed by selectEncryptionMethod().
response : out TpOctetSetRef

This is the response of the service entity to the challenge of the framework in the current sequence. The response will be based on the challenge data, decrypted with the mechanism prescribed by selectEncryptionMethod().
Raises

TpCommonExceptions,P_INVALID_AUTH_CAPABILITY
Method

abortAuthentication()

The framework uses this method to abort the authentication process. This method is invoked if the framework wishes to abort the authentication process, (unless the service entity responded incorrectly to a challenge in which case no further communication with the service entity should occur.) If this method has been invoked, calls to the requestAccess operation on IpFwAPILevelAuthentication will return an error code (P_ACCESS_DENIED), until the service entity has been properly authenticated. 

Parameters

No Parameters were identified for this method

Raises

TpCommonExceptions
Method

authenticationSucceeded()

The Framework uses this method to inform the service entity of the success of the authentication attempt. 

Parameters

No Parameters were identified for this method

Raises

TpCommonExceptions
6.3.1 Interface Class IpSvcAccess 

Inherits from: IpInterface.
<<Interface>>

IpSvcAccess



terminateAccess (terminationText : in TpString, signingAlgorithm : in TpSigningAlgorithm, digitalSignature : in TpOctetSet) : TpResult



Method

terminateAccess()

This method is used to end the service entity's access session with the framework.  The service entity must re-authenticate if it wishes to continue its association with the framework.  The service entity will not be able to use the references to any of the framework interfaces gained during the access session.  Any method invocations associated with these interfaces will fail.  If at any point the framework's level of confidence in the identity of the service entity becomes too low, perhaps due to re-authentication failing,  the framework should terminate all outstanding service agreements for that entity and should take steps to terminate the entity's access session WITHOUT invoking terminateAccess() on the service entity.  This follows a generally accepted security model where the framework has decided that it can no longer trust the service entity and will therefore sever ALL contact with it. 

Parameters

terminationText : in TpString

This is the termination text that describes the reason for the termination of the access session.
signingAlgorithm : in TpSigningAlgorithm

This is the algorithm used to compute the digital signature.  If the signingAlgorithm is invalid, or unknown to the service entity, an error code (P_INVALID_SIGNING_ALGORITHM) is returned.
digitalSignature : in TpOctetSet
This is a signed version of a hash of the termination text. The framework uses this to confirm its identity to the service entity. The service entity can check that the framework has signed the terminationText.  If a match is made, the access session is terminated, otherwise an error code (P_INVALID_SIGNATURE) is returned.
Raises

TpCommonExceptions,P_INVALID_SIGNING_ALGORITHM,P_INVALID_SIGNATURE
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