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Problem

A number of methods on the IpLoadManager and IpFaultManager interfaces take either a single serviceID or a list of serviceIDs as a parameter.  An APL should only be allowed to invoked these methods if it has access to the specified service(s) (signed a service agreement), as it doesn’t seem to make sense to allow an APL to query the fault or load statistics for someone else’s instance of a service.

Proposal

When a service agreement has been signed, that is when the FW operator agrees to provide a service to the application.  This agreement most likely includes some kind of quality of service parameters (e.g. the maximum number of faults allowed before the agreement is to be terminated).  It is only then that an APL should have access to this data.

Lucent proposes that any method on the IpLoadManager and IpFaultManager interfaces that accepts either a single serviceID or a list of serviceIDs as a parameter should check that the APL has signed a service agreement for the specified service(s).  If not, then the P_SERVICE_ACCESS_DENIED exception should be thrown, with the string field of the exception indicating the serviceID at fault.

Resulting changes

The following text should be added to the method descriptions for IpFaultManager.activityTestReq, IpFaultManager.svcUnavailableInd, IpFaultManager.genFaultStatsRecordReq, IpLoadManager.registerLoadController/createLoadLevelNotification, IpLoadManager.unregisterLoadController/destroyLoadLevelNotification, IpLoadManager.suspendNotification, IpLoadManager.resumeNotification and IpLoadManager.queryLoadReq:

“If the application does not have access to a service instance with the specified serviceID, the P_SERVICE_ACCESS_DENIED exception shall be thrown.  The extraInformation field of the exception shall contain the corresponding serviceID.”

The definition sections for the methods mentioned above need to be modified to state that these methods can raise the P_SERVICE_ACCESS_DENIED exception.
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