Ja3GPP TSG_CN5 (Open Service Access – OSA)

Meeting #12, Sophia-Antipolis, France, 16 – 19 July 2001
Tdoc N5-010508

Source:
Alcatel, Frans.Haerens@alcatel.be 

Title:
Working Document on Initial Access for trusted and non-trusted clients
Agenda Item:
FW
Document for:
Information
Category:
other
Work Item ID:
OSA

Doc Summary:

Specs involved:
TS 29.198
1 Introduction

Please find in section a proposed sequence diagram supporting for the framework client interfaces for trusted and non-trusted clients. The client can be either an application domain or a service domain. Based on the alignment discussions of both interfaces one sequence diagram will apply.  Also we have to state  which of the TpInterface names  passed into the obtainInterface* method will be returned (i.e. Ip* or IpFw*)

2 Initial Access for trusted and non-trusted clients

The following figure shows a client accessing the OSA Framework for the first time for trusted and non-trusted clients. The client can be either an application domain or a service domain.

For trusted clients before being authorized to use the OSA SCFs, the Client must first of all authenticate itself with the Framework. For this purpose the client needs a reference to the Initial Contact interfaces for the Framework; this may be obtained through a URL, a Naming or Trading Service or an equivalent service, a stringified object reference, etc. At this stage, the Client has no guarantee that this is a Framework interface reference, but it to initiate the authentication process with the Framework. The Initial Contact interface only supports the initiateAuthentication method to allow the authentication process to take place. 

Once the Client has authenticated with the Framework, it can gain access to other framework interfaces and SCFs. This is done by invoking the requestAccess method, by which the client requests a certain type of access SCF.

Note that there exists no difference between the process for trusted and non-trusted clients except for the need to have an additional authentication sequence for trusted clients.

1:
Initiate Authentication

The Client invokes initiateAuthentication  on the Framework's "public" (initial contact) interface to initiate the authentication process.  It  provides in turn a reference to its own authentication interface.  The Framework returns a reference to its authentication interface.

2:
Select Encryption Method

The Client invokes selectEncryptionMethod on the Framework's API Level Authentication interface, identifying the authentication methods it supports.  The Framework prescribes the method to be used. 

3:
Authenticate

4:
The client provides an indication if authentication succeeded.

5:
The Client and Framework authenticate each other using the prescribed method.  The sequence diagram illustrates one of a series of one or more invocations of the authenticate method on the Framework's API Level Authentication interface.  In each invocation, the Client supplies a challenge and the Framework returns the correct response.  Alternatively or additionally the Framework may issue its own challenges to the Client using the authenticate method on the Client's API Level Authentication interface.

6:
The Framework provides an indication if authentication succeeded.

7:
Request Access

Upon successful (mutual) authentication, the Client invokes requestAccess on the Framework's API Level Authenticaiton interface, providing in turn a reference to the IpAccessFactory interface.  The Framework returns a reference to the IpAccessFactory interface.

8
The client invokes getAccess to the framework IpAccessFactory which would then create an IpAccess interface. It should be noted that the IpAccessFactory is of the same cardinality (singleton) and similar lif-cycle as IpInitial. .  The Framework returns a reference to its access interface. In the case of the trusted client, the client has direct access to the IpAccessFactory from its configuration data, since no authentication is required.

9:
The client invokes obtainInterface on the framework's Access interface to obtain a reference to its service discovery interface.
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