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To aid the writing of applications it is suggested that a new method be introduced which indicates a successful authentication attempt
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Problem

During authentication the Framework invokes authenticate() on the Client Application. If the response given by the Client Application (in the out parameter of the method) is considered correct by the Framework then the Client is now authenticated. Currently there is no indication of this to the Client (although the Framework can indicate an authentication failure by invoking abortAuthentication on the Client).

This means that the Client doesn’t know when to invoke requestAccess. If requestAccess is invoked before the Framework has processed the authentication response and determined success or failure a P_ACCESS_DENIED error code is returned and the Client will have to try again (either until success or until it receives abortAuthentication).

Solution

The solution is to provide a positive indication of authentication success. Some security concerns were raised at the previous Antwerp meeting over indicating authentication success. 
After further investigation it seems that a general concern amongst security experts is that failure to authenticate should never be indicated to the party being authenticated. Indicating success is acceptable since by definition it is sent only to trusted entities.
This diverges from the CHAP specification in that CHAP specifies that an indication of success or failure must be given.
Proposal

We propose that a new method, authenticationSucceeded(), is added to the IpAppAuthentication and IpAuthentication interfaces and the IpSvcAuthentication and IpFwAuthentication interfaces. The example of IpAppAuthentication is shown below.

<<Interface>>

IpAppAuthentication



authenticate (prescribedMethod : in TpAuthCapability, challenge : in TpString, response : out TpStringRef) : TpResult

authenticationSucceeded () : TpResult 
abortAuthentication () : TpResult



In addition we propose that the text describing abortAuthentication() should be changed since this method should now only be invoked if authentication is to be aborted for a reason other than the response to a challenge is incorrect.

Method

abortAuthentication()

The framework uses this method to abort the authentication process. This method is invoked if the framework wishes to abort the authentication process, (e.g. if the client application responds incorrectly to a challenge unless the application responded incorrectly to a challenge in which case no further communication with the application should occur.) If this method has been invoked, calls to the requestAccess operation on IpInitial will return an error  code (P_ACCESS_DENIED), until the client has been properly authenticated. 
Method

AuthenticationSucceeded()
The Framework uses this method to inform the client application of the success of the authentication attempt.
Parameters

none
6.4.2 Initial Access

The following figure shows an application accessing the OSA Framework for the first time.

Before being authorized to use the OSA SCFs, the Application must first of all authenticate itself with the Framework. For this purpose the application needs a reference to the Initial Contact interfaces for the Framework; this may be obtained through a URL, a Naming or Trading Service or an equivalent service, a stringified object reference, etc. At this stage, the Application has no guarantee that this is a Framework interface reference, but it to initiate the authentication process with the Framework. The Initial Contact interface only supports the initiateAuthentication method to allow the authentication process to take place. 

Once the Application has authenticated with the Framework, it can gain access to other framework interfaces and SCFs. This is done by invoking the requestAccess method, by which the application requests a certain type of access SCF.
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1:
Initiate Authentication

The Application invokes initiateAuthentication  on the Framework's "public" (initial contact) interface to initiate the authentication process.  It  provides in turn a reference to its own authentication interface.  The Framework returns a reference to its authentication interface.

2:
Select Encryption Method

The Application invokes selectAuthMethod on the Framework's API Level Authentication interface, identifying the authentication methods it supports.  The Framework prescribes the method to be used. 

3:
Authenticate

4:
The application provides an indication of whether authentication succeeded.

5:
The Application and Framework authenticate each other using the prescribed method.  The sequence diagram illustrates one of a series of one or more invocations of the authenticate method on the Framework's API Level Authentication interface.  In each invocation, the Application supplies a challenge and the Framework returns the correct response.  Alternatively or additionally the Framework may issue its own challenges to the Application using the authenticate method on the Application's API Level Authentication interface.

6:
The Framework provides an indication of whether authentication succeeded.

7:
Request Access

Upon successful (mutual) authentication, the Application invokes requestAccess on the Framework's API Level Authenticaiton interface, providing in turn a reference to its own access interface.  The Framework returns a reference to its access interface.

8:
The client invokes obtainInterface on the framework's Access interface to obtain a reference to its service discovery interface.
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