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Doc Summary:
To aid the writing of applications it is suggested that a new method be introduced which indicates a successful authentication attempt
Specs involved:

Problem

During authentication the Framework invokes authenticate() on the Client Application. If the response given by the Client Application (in the out parameter of the method) is considered correct by the Framework then the Client is now authenticated. Currently there is no indication of this to the Client (although the Framework can indicate an authentication failure by invoking abortAuthentication on the Client).

This means that the Client doesn’t know when to invoke requestAccess. If requestAccess is invoked before the Framework has processed the authentication response and determined success or failure a P_ACCESS_DENIED error code is returned and the Client will have to try again (either until success or until it receives abortAuthentication).

Solution

The solution is to provide a positive indication of authentication success. 

Proposal

This could be done in a number of ways. We propose that a new method, authenticationResponse(), is added to the IpAppAuthentication interface. 

<<Interface>>

IpAppAuthentication



authenticate (prescribedMethod : in TpAuthCapability, challenge : in TpString, response : out TpStringRef) : TpResult

authenticationResponse (authenticated : in TpBoolean) : TpResult

abortAuthentication () : TpResult



In addition we propose that the text describing abortAuthentication() should be changed since this method should now only be invoked if authentication is to be aborted for a reason other than the response to a challenge is incorrect.

Method

abortAuthentication()

The framework uses this method to abort the authentication process. This method is invoked if the framework wishes to abort the authentication process, (e.g. if the client application responds incorrectly to a challenge unless the client application responds incorrectly to a challenge in which case authenticationResponse() should be used) If this method has been invoked, calls to the requestAccess operation on IpInitial will return an error code (P_ACCESS_DENIED), until the client has been properly authenticated. 
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