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1 Introduction

Currently GUP stage 3 specification 29.240, includes text with regards to the handling of SOAP headers in the main body of the specification and also in Annex F. CN4 has previously shown preference to maintain this information only in Annex F.

2 Discussion

GUP messages are designed so that they may be mapped onto various transport or transfer protocols. However, for the time being only the specific binding to the SOAP protocol is covered by GUP Technical Specification 29.240. Another bindings are not precluded, but are simply not described in this specification.

As such, the definition and usage of the needed SOAP headers in GUP messages exchanges is an essential area the GUP specification 29.240 should cover.

Following the same approach as for other architecture and protocol aspects of the GUP solution, the handling of SOAP headers in the context of GUP shall be based on the definition and handling of SOAP headers made by the Liberty Alliance and as specified in the following specifications: 

· Liberty Alliance ID-WSF SOAP Bindings
· Liberty Alliance ID-WSF Security Mechanisms
· Liberty Alliance ID-WSF Interaction Service 
At this moment, Chapter 9.2 in GUP Technical Specification 29.240 includes text with about the use of SOAP Headers in the context of GUP. From this chapter, a reference to Annex F is also included in order to find the normative binding to SOAP Headers but in reality most of the information and structure is simply copied from the main body of the specification. In both cases, a brief description and the XML schema definition of each required header is included. This information is extracted from the referred Liberty Alliance specification but no explicit reference to them is actually made. 

In principle, there should be no deviation in the usage of the SOAP headers defined by Liberty Alliance in the context of GUP. As such, it would be reasonable to specify the definition and usage of SOAP Headers in the context of GUP simply by references to the corresponding Liberty Alliance specifications. GUP specification may include a description of the needed headers but their normative semantic, definitions, schemas and processing rules shall be as defined in Liberty Alliance specifications.

This is also proposed for the sake of consistency and future compatibility in the event that some of the existing headers need to be fixed, modified or qualified with some other functionality. 

3 Proposal

The following text about the use of SOAP headers in GUP is proposed to be added to TS 29.240.

CN4 has previously shown preference to maintain SOAP Header handling only in Annex F. This contribution is however proposing to keep this information in the main body of the specification (chapter 9.2). 

Since the information proposed for chapter 9.2 is not that too verbose and since most parts of the rest of the specification are already assuming a wide use of SOAP it would be still fine to keep this information in the main body of the specification. 

However, this should be considered simply as an alternative to the current working assumption by CN4. If CN4 still believes that this kind of information better fits into Annex F, that would be still fine as long as the information there is as per the current proposal for chapter 9.2. Then in the main body of the specification under chapter 9.2 a simple sentence like the following one will do:

”GUP interactions are designed so that they may be mapped onto various transport or transfer protocols. This specification recommends a specific binding to the SOAP protocol. Another bindings are not precluded, but are not described in this specification. 

Annex F provides normative binding to SOAP for the GUP headers.”
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9.2    GUP SOAP headers


SOAP headers used in the context of GUP shall be as defined by Liberty Alliance ID-WSF SOAP Bindings [14] specification. This Liberty Alliance specification includes the definition of a number of SOAP header blocks for simple message correlation, as well as provider declaration, processing context, consent claims, usage directives and a number of other optional headers. Liberty Alliance ID-WSF SOAP Bindings [14] specification also defines how messages are bound into SOAP message bodies, and how the Liberty defined SOAP header blocks are bound into SOAP message headers.

Additionally, other SOAP header blocks defined by other Liberty Alliance specifications (i.e. Liberty Alliance ID-WSF Security Mechanisms [15] and Liberty Alliance ID-WSF Interaction Service [23]) shall be also applicable in the context of GUP and may be used concurrently with the header blocks defined in Liberty Alliance ID-WSF SOAP Bindings [14] specification. 
This chapter presents a brief description of the different SOAP header blocks used in the context of GUP. Other sections in this specification also refer to the use of such headers in the context of GUP. 





9.2.1 Correlation header

9.2.1.1 Description

SOAP does not define a mechanism to correlate one SOAP message with another message, such as in a request-

response paradigm. The correlation header block provides a means for being able to correlate one SOAP message with another SOAP message. Message correlation is achieved by inserting a <Correlation> element in SOAP-bound GUP message headers and using a messageID attribute to identify individual messages. Additionally, a message may refer to another message by setting its refToMessageID attribute to the value of the messageID of the message of interest.
9.2.1.2 Content

Normative semantics, definitions, schemas and processing rules for the correlation header block are defined in Liberty Alliance ID-WSF SOAP Bindings [14] specification.


	


9.2.2 Provider header

9.2.2.1 Description

Participants in GUP interactions may declare themselves by their Provider ID, as well as their Affiliation ID if

appropriate. This header block provides a means for a sender to claim that it 
is represented by a given providerID value. The sender may also claim that it is a member of a given affiliation. 
9.2.2.2 Content

Normative semantics, definitions, schemas and processing rules for the provider header block are defined in Liberty Alliance ID-WSF SOAP Bindings [14] specification.

	


9.2.3 ProcessingContext header

9.2.3.1 Description

A GUP requestor may need to express additional context for a given request, for example indicating that the
requester expects to make such requests in the future when the end-user may or may not be online. This header block may be employed by a sender to signal to a receiver that the latter should add a specific additional facet to the overall processing context in which any action(s) are invoked as a result of processing any message also conveyed in the overall message.

9.2.3.2 Content

Normative semantics, definitions, schemas and processing rules for the processing context header block are defined in Liberty Alliance ID-WSF SOAP Bindings [14] specification.

	


9.2.4 Consent header

9.2.4.1 Description

GUP applications may wish to claim whether they obtained the end-user’s consent for carrying out any given operation. This header block is used to explicitly claim that the Principal consented to the present interaction. 


9.2.4.2 Content

Normative semantics, definitions, schemas and processing rules for the consent header block are defined in Liberty Alliance ID-WSF SOAP Bindings [14] specification.

	


9.2.5 UsageDirective header

9.2.5.1 Description

GUP requestors may wish to indicate their policies for handling data at the time of data request, while GUP server and RAFs may wish to specify their policies for the subsequent use of data at the time of data release. To facilitate this, GUP requestors may add one or more UsageDirective header blocks to the message being sent. A UsageDirective header appearing in a request message expresses intended usage. A UsageDirective header appearing in a response expresses how the receiver of the response is to use the response data.
9.2.5.2 Content

Normative semantics, definitions, schemas and processing rules for the usage directive header block are defined in Liberty Alliance ID-WSF SOAP Bindings [14] specification.

	


9.2.6 ServiceInstanceUpdate header

9.2.6.1 Description

It may be necessary for an entity receiving a message to indicate that messages from the sender should be directed to a different endpoint, or that they wish a different credential to be used than was originally specified by the entity for access to the requested resource.
The ServiceInstanceUpdate header allows a message receiver to indicate that a new endpoint, new credentials, or new security mechanisms should be employed by the sender of the message.
The use of this header block allows the sender of the message to convey updates to security tokens, essentially providing a token renewal mechanism. This is not discussed further in this specification.

9.2.6.2  Content

Normative semantics, definitions, schemas and processing rules for the service instance update header block are defined in Liberty Alliance ID-WSF SOAP Bindings [14] specification.

	



9.2.7 Timeout header

9.2.7.1 Description

A requesting entity may wish to indicate that they would like a request to be processed within some specified amount of time. Such an entity would indicate their wish via the Timeout header block.

9.2.7.2 Content

Normative semantics, definitions, schemas and processing rules for the timeout header block are defined in Liberty Alliance ID-WSF SOAP Bindings [14] specification.

	


9.2.8 CredentialsContext header

9.2.8.1 Description

The receiver of a GUP message might indicate that credentials supplied in the request did not meet its policy in

allowing access to the requested resource. The <CredentialsContext> header block allows such policies to be expressed to a GUP requester. 
9.2.8.2 Content

Normative semantics, definitions, schemas and processing rules for the credentials context header block are defined in Liberty Alliance ID-WSF SOAP Bindings [14] specification.

	



9.2.9 wsse:Security header 
9.2.9.1 Description

OASIS WS-Security compliant header elements as defined in OASIS SOAP Message Security [24] specification communicate the relevant security information in SOAP. 

The construction and decoration of the <wsse:Security> header element in the context of GUP MUST adhere to the rules specified in OASIS SOAP Message Security [24] specification. 
Additionally the construction, decoration and usage of the <wsse:Security> header element in the context of GUP MUST also adhere to the mechanisms defined in Liberty Alliance Security Mechanisms [15] specification. Refer to chapter 12 later in this specification for further information related to security, authentication and authorization in the context of GUP. 
9.2.9.2 Content

Normative semantics, definitions, schemas and processing rules for the security header block are defined both in OASIS SOAP Message Security [24] and Liberty Alliance ID-WSF Security Mechanisims [15] specifications.


9.2.10 is:UserInteraction header

In some scenarios it might be necessary for GUP Servers and/or RAFs to interact with the owner of GUP component data exposed in order to e.g. ask for explicit end-user consent for the release of the requested information.

To this end, GUP messages may include a <UserInteraction> SOAP header, which controls the possibilities that GUP Servers and/or RAFs have to engage in interactions with end-users when serving a request from a GUP Requestor.
9.2.10.1 Description

9.2.10.2 Content

Normative semantics, definitions, schemas and processing rules for the user interaction header block are defined in Liberty Alliance ID-WSF Interaction Service [23] specification.
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