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1 Introduction
This paper discusses a problem found with inter‑working between early versions of GTP and later versions. This problem exists within different versions of GTPv0 and within different versions of GTPv1, however more importantly it highlights a potential problem which could re‑occur in the future.
2 A History Lesson!
In CN4 #16, it was proposed to add the MNC and MCC to GTP signalling between the SGSN and GGSN. Specifically, the SGSN to convey to the GGSN it's MNC/MCC pair. This was needed to help meet government regulations in certain visiting countries that subscribers may visit. It was also noted by in a later meeting that this information is also needed to better allow GGSN based charging ("IP Flow" WI). During the CN4 #16 it was proposed that instead of adding a new Information Element, the RAI (Routing Area Identity) could be re‑used. This is because the RAI already contains the MNC and MCC fields (as well as others, but these were specified to be blanked).
In CN4 #17, the addition of the RAI to the Create PDP Context Request message and the Update PDP Context Request message was eventually approved. This was for all releases of GTP i.e. R97, R98, R99, Rel‑4 and Rel‑5. See TDocs N4‑021526 – N4‑021530. Obviously, after the freezing of Rel‑5, this functionality was copied in to Rel-6, as per normal 3GPP working procedures for creating a new release of the 3GPP specification set. The following table documents the earliest versions for all releases (present at time of writing) of the GTP specification that contain the RAI IE included in the Create PDP Context Request message and Update PDP Context Request message:
	Release
	Spec
	Version

	R97
	GSM 09.60
	6.14.0

	R98
	GSM 09.60
	7.10.0

	R99
	3GPP TS 29.060
	3.16.0

	Rel‑4
	3GPP TS 29.060
	4.6.0

	Rel‑5
	3GPP TS 29.060
	5.3.0

	Rel‑6
	3GPP TS 29.060
	6.0.0


Table 1: Table to show earliest versions of GTP that contain RAI in Create/Update PDP Context Req
Note that Rel‑6 and onwards contain the RAI inherent from Rel‑5; there were no CRs to Rel‑6 (nor later) as such releases of the GTP specification did not exist at the time!
3 Problems

Unfortunately what was not realised at the time is that the RAI IE is not of type TLV (Type, Length, Value), but of type TV (Type, Value) and according to all releases of GSM 09.60 (section 10.1.9) / 3GPP TS 29.060 (renumbered to section 11.1.9):

An information element with an unknown Type value shall be ignored by the receiver of the message. If this is a TLV element, this information element shall be skipped using its Length value. If this is a TV element, the receiver shall discard the rest of the message. 
If the receiving GSN cannot interpret the rest of the message because of the ignored information element, the receiving GSN shall discard the message and should log the error. If the message was a Request, it shall, in addition, return a response with Cause set to 'Invalid message format'.

The text of most relevance here is highlighted in red. However, particular attention should also be paid to the second paragraph too. Taking this into consideration, this brings about two problems with interworking between an SGSN and a GGSN that do and do not support this later addition to the standards, respectively.
3.1 Problem with PDP Context activation
Criteria:

· UE that supports GPRS ("2G" or "3G").

· SGSN that supports the later addition to GTPv0/1.

· GGSN that does not support the later addition to GTPv0/1.
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Figure 1: Figure to show highlighted problem for PDP Context creations.
When the UE activates a PDP Context, it is rejected and the subscriber's data session fails indefinitely.
3.2 Problem with PDP Context updating
Criteria:

· UE that supports GPRS ("2G" or "3G").

· SGSN that does not support the later addition to GTPv0/1 but where a PDP Context has already successfully been created already.

· SGSN that supports the later addition to GTPv0/1 of which the UE moves into one of its RAs.

· GGSN that does not support the later addition to GTPv0/1.
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Figure 2: Figure to show highlighted problem for inter‑SGSN PDP Context updates.
When the UE moves from a Routing Area served by one SGSN to a Routing Area served by another SGSN, where the SGSNs are compliant to different versions of GSM 09.60 / 3GPP TS 29.060, the subscriber's data session(s) is prematurely torn down (see GSM 03.60 / 3GPP TS 23060 for more information on handling of failed Update PDP Context Requests).

4 Solutions
Due to the fact that compatibility between versions in the same release of a specification cannot be accommodated for within 3GPP specifications (3GPP has to do this in order to further develop existing functionality), Vodafone does not believe there is anything that can be done to address this specific problem. At least, not in any 3GPP specifications. If 3GPP was remove the RAI IE from both GTPv0 and GTPv1 this would only create more problems in that those networks who have upgraded, would need to be upgraded again to prevent this issue from re‑occurring; and in turn, these networks would then fall over when receiving the RAI IE too!
However, to prevent similar problems from re‑occurring in the future, Vodafone proposes that the error handling for the receiving of unknown IEs of type TV should be modified in that if the IE is known to the receiving entity, but is just not expected in the message, then that IE should just be skipped (as what happens with IEs of type TLV) by the receiving node rather than discard the whole message. This change is proposed to Rel‑6 in TDoc N4‑050092.
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