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25.5
Authentication macros and processes

The following macros are used in the network in order to enable authentication of a mobile subscriber.

25.5.1
Macro Authenticate_MSC

This macro is used by the MSC to relay a request for authentication transparently from the VLR to the MS, wait for a response from the MS and relay the response from the MS back to the VLR. 

25.5.2
Macro Authenticate_VLR

This macro is used by the VLR to control the authentication of a subscriber.

Sheet 1: The test "Received SRES=Expected SRES" indicates:

-
a comparison of the Signed RESult received from the MS with the Signed RESult received from the HLR, if GSM authentication is used (see 3GPP TS 43.020 [24]), or

-
a comparison of the RESult received from the MS with the expected RESult received from the HLR, if UMTS authentication is used (see 3GPP TS 33.102).

25.5.3
Macro Obtain_Authent_Params_VLR

This macro is used by the VLR to request authentication vectors from the HLR.

Sheet 1, sheet 2, sheet 3: It is an operator option whether to allow the re-use of old authentication triplets.

Sheet 2, sheet 3: Old UMTS quintuplets shall not be re-used.

Sheet 2: if the VLR requests more authentication vectors in the same dialogue, the subsequent MAP_SEND_AUTHENTIFICATION_INFO request has no parameters.

25.5.4
Process Obtain_Authentication_Sets_VLR

This process is initiated by the VLR to fetch authentication vectors from a subscriber's HLR independently of any other processing. 

25.5.6
Process Obtain_Authent_Sets_SGSN

The procedure for authentication when the serving node is an SGSN is described in 3GPP TS 23.060 [104] and 3GPP TS 24.008 [35].

This Process is used by the SGSN to request authentication vectors from the HLR.

Sheet 1, sheet 2: It is an operator option whether to allow the re-use of old authentication triplets.

Sheet 2: Old UMTS quintuplets shall not be re-used.

25.5.6
Process Obtain_Authent_Sets_HLR

This process is used to provide authentication vectors (triplets or quintuplets) in response to a request from a VLR or an SGSN. 
Upon receipt of an authentication information request for a UMTS subscriber, the HLR shall return authentication quintuplets, or triplets if version dialogue takes place. If the user is a GSM subscriber, the HLR shall return authentication triplets.
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