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1. Overall Description:

SA2 has discussed information storage for Interworking WLAN. Extensive work was done in order to analyse which information is needed in which nodes, based on the current stage 2 procedures defined in TS 23.234. However, due to the level of details, and to avoid having the same information in different specifications it was noted that this information might be better suited for a stage 3 specification. 

Chapter 2 includes the understanding of SA2 about I-WLAN parameters and nodes where it is stored.

2.  WLAN Information storage

This section describes information storage structures required for I-WLAN.

2.1
HSS
The WLAN user profile shall reside in HSS (if the operator is using a legacy HLR, the WLAN user profile may reside in the 3GPP AAA Server) and be retrieved from 3GPP AAA server via Wx reference point. The profile shall contain the following data items.
1.
IMSI

2.
MSISDN 

3.
Operator determined barring of 3GPP-WLAN interworking subscription 

4.
Operator determined barring of 3GPP WLAN tunneling 


This allows operator to disable all W-APNs at one time. If there is a conflict between this item and the "operator determined barring" of any W-APN, the most restrictive will prevail.

5.
Maximum session duration (optional)

Used for re-authentication purposes. If this field is not used, the WLAN AN will apply default time intervals. 

6.
Subscribed Charging Characteristics and accounting server identifier(s) 

The Subscribed Charging Characteristics will implicitly define the charging mode to be applied and, for every case, the charging node where the accounting information is to be reported.
7.
List of authorized W-APNs (optional)


List of W-APNs for which the user will have services available. These W-APNs may correspond to services in the home network or in the visited network. 
For each W-APN it shall be possible to define:

· W-APN Charging Characteristics and Accounting Server Identifier (optional)

If these parameters are not present, the W-APN Charging Characteristics and accounting server identifier defined in item 6 must be considered.

· W-APN remote IP address (optional)
 Indication of the static remote IP address. If this parameter is present, the 3GPP AAA Server shall download it to the PDG in the W-APN authorization procedure, so the PDG shall use this static IP address. Otherwise, the remote IP address shall be allocated dynamically.

· W-APN Subscribed remote IP address 

· Operator determined barring for W-APN. As the service requirements defined in TS 22.234 Those W-APNs which have a complete barring, shall not be sent to the 3GPP AAA Server
8.
WLAN Direct IP access allowed

 Indication if the user is allowed to use WLAN Direct IP access.
9.
Roaming allowed

 Indication if the user is allowed to use VPLMN.
When the WLAN UE is connected to I-WLAN, the HSS also store 

· 3GPP AAA Server identifier: the address of the 3GPP AAA Server serving the WLAN UE.

2.2 3GPP AAA Server
The 3GPP AAA Server stores the following information:
· WLAN user profile information: The information downloaded from the HSS

· WLAN-attach status: the status of the user, i.e. if the WLAN UE is attached to a WLAN AN.

· 3GPP AAA proxy identifier: the address of the 3GPP AAA Proxy serving the WLAN UE

· VPLMN identifier: the identifier of the serving VPLMN used to verify if the WLAN UE has been authenticated by an other VPLMN

· WLAN Session identifier: the information needed to identify a WLAN session

· Authentication triplets: the GSM authentication and ciphering parameters used in Access Authentication and Authorisation procedure, if EAP-SIM is used. 

· Authentication quintuplets: the UMTS authentication and ciphering parameters used in Access Authentication and Authorisation procedure, if EAP-AKA is used. 

· Quota expressed in Time or Volume: the amount of credits (in time or volume) available for the UE for the present session (optional).

· Serving PDG list: the addresses of the PDGs to which the WLAN UE is connected.

· Serving WAG: the address of the WAG through which the tunnel is established, in case services are provided by HPLMN.

2.3 3GPP AAA Proxy
The 3GPP AAA Proxy stores the following information:
· IMSI

· MSISDN

· WLAN session identifier: the information needed to identify a WLAN Session.

· Serving Visited PDG list: the addresses of the Visited PDGs to which the WLAN UE is connected, in case of services provided by VPLMN.

· Serving WAG: the address of the WAG through which the tunnel is established.
· 3GPP AAA Server identifier: the address of the 3GPP AAA Server serving the WLAN UE.

2.4 PDG
The PDG stores the following information:
· WLAN user identity: The user identity used in tunnel establishment procedure and used to verify user credential.

· WLAN UE’s local IP address.

· WLAN UE’s remote IP address.

· WLAN policy enforcement parameters: the parameters related to the policy enforcement rules which WAG should apply after tunnel establishment procedure.

· End-to-end Tunnel parameters: the parameters related to the end-to-end tunnel, for example the identifier of the end-to-end tunnel.

· Authorized W-APN: the W-APN authorized by the 3GPP AAA server for the WLAN UE.

· Serving WAG: the address of the WAG through which the tunnel is established. 

2.5 WAG
The WAG stores the following information:
· WLAN policy enforcement parameters: the parameters related to the policy enforcement rules which WAG should apply after tunnel establishment procedure.
· 3GPP AAA Proxy identifier: the address of the 3GPP AAA proxy serving the WLAN UE, for roaming case.

· Serving PDG list: the addresses of the PDG to which the WLAN UE is connected.

· 3GPP AAA Server identifier: the address of the 3GPP AAA Server serving the WLAN UE.

2.6
WLAN AN (Informative)
The WLAN AN may store following information for interworking purposes:

· WLAN Ciphering key: the ciphering key obtained at the end of WLAN Access Authentication and Authorisation procedure use to ciphering the connection from the WLAN UE to the WLAN AN.

· WLAN Session identifier: the information needed to identify a WLAN session.

· WLAN Access Authorisation information

· Quota expressed in Time or Volume: the amount of credits (in time or volume) available for the UE for the present session.

3. Actions:

To CN4, CN1
ACTION: 
SA2 kindly asks CN1 and CN4 to verify that information storage will be captured in the work with stage 3 for I-WLAN. SA2 would also like to be informed when the information is included in a stage 3 specification. Also, please inform SA2 if any inconsistency with CN4 and CN1 understanding is found in this analysis.
4. Date of Next SA2 Meetings:

SA2 #43
15th – 19th November 2004
Seoul, KOREA

SA2 #44
26th January – 2nd February 2005
EU
