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**** First modified section ****

4.2
Protocols

The Wa reference point inter-works between 3GPP networks and WLAN ANs.  In early deployments of WLAN-3GPP inter-working, a significant amount of WLAN ANs will provide RADIUS-based interfaces. It is expected that WLAN ANs will migrate gradually towards Diameter-based interfaces.

Therefore, in order to inter-work with the two kinds of WLAN ANs, the 3GPP AAA Proxy in the roaming case and the 3GPP AAA Server in the non-roaming case, both have to support Diameter-based and RADIUS-based protocols at the Wa reference point towards WLAN ANs.

Therefore the Wa reference point shall contain the following protocols:

1)
RADIUS, as defined in RFC 2865 [17], including the following extensions:

-
RFC 2869 [9], which provides RADIUS extensions to support the transport of EAP frames over RADIUS. 

-
IETF Draft "Attributes for Access Network Location and Ownership Information" [16], which provides RADIUS Extensions for Public WLAN [16] are also used in order to identify uniquely the owner and location of the WLAN.

-
RFC 3576 [13], which provides RADIUS extensions to supports, amongst other capabilities, the capability to immediately disconnect a user from the WLAN AN.

2)
Diameter Base, as defined in RFC 3588 [7], as well as IETF Draft " Diameter EAP Application", which [8] provides a Diameter application to support the transport of EAP (RFC 2284 [10] and IETF Draft "EAP" [11]) frames over Diameter.

The 3GPP AAA Proxy in the roaming case and 3GPP AAA Server in the non-roaming case shall support both 1) and 2) over Wa reference point.

WLAN ANs, depending on their characteristics, shall use either 1) or 2) over Wa reference point
The Application-Id to be advertised over Wa reference point corresponds to the EAP or Diameter Base Protocol Application-Id, depending on the command sent over Wa.
**** Second modified section ****

4.4.2
Diameter based Information Elements Contents 

Editors Note: operator name, location name and location information AVPs should be included once RADIUS extensions working group have agreed with Diameter working groups how this is done.

4.4.2.1
DER and DEA Commands

ABNF for the DER and DEA messages are given below:

<Diameter-EAP-Request> ::= < Diameter Header: 268, REQ, PXY >


< Session-Id >


{ Auth-Application-Id }


{ Origin-Host }


{ Origin-Realm }


{ Destination-Realm }


{ Auth-Request-Type }


{ EAP-Payload }


[ Destination-Host ]


[User-Name ]

[ NAS-IP-Address ]


[ NAS-IPv6-Address ]


[Calling Station-ID]


* [ Proxy-Info ]


* [ Route-Record ]


* [ AVP ]

For the DEA, the following are necessary:

<Diameter-EAP-Answer> ::= < Diameter Header: 268, PXY >


< Session-Id >


{ Auth-Application-Id }


{ Result-Code }


{ Origin-Host }


{ Origin-Realm }


{ Auth-Request-Type }


[ EAP-Payload ]


{User-Name}

* [ Proxy-Info ]


* [ AVP ]

**** Third modified section ****

4.3
Procedures Description

4.3.1
WLAN Access Authentication and Authorization

This procedure is used to transport over RADIUS or Diameter, the WLAN Access Authentication and Authorization between the WLAN AN and the 3GPP AAA Proxy.

Diameter usage in Wa:

-
This procedure is mapped to the Diameter-EAP-Request and Diameter-EAP-Answer command codes specified in [8] The Diameter-EAP-Request Message shall contain the following information elements.


**** Fourth modified section ****

5
Wd Description

The Wd reference point connects the 3GPP AAA Proxy, possibly via intermediate networks, to the 3GPP AAA Server. The prime purpose of the protocols crossing this reference point is to transport WLAN session authentication, authorization and related information from the visited 3GPP network to the home 3GPP network in a secure manner. Therefore, this reference point is used in the roaming case only.

5.1
Functionality

The functionality of the reference point is to transport:

-
data for WLAN session authentication signalling between 3GPP AAA Proxy and 3GPP AAA Server;

-
data for WLAN session authorization signalling between 3GPP AAA Proxy and 3GPP AAA server;

-
keying data for the purpose of radio interface integrity protection and encryption;

-
data used for purging a user from the WLAN access for immediate service termination;

-
data to enable the identification of the operator networks within which roaming occurs;

-
carrying accounting signalling per WLAN user.
5.2
Protocols

The Wd reference point shall use only  a single AAA protocol per WLAN session. RADIUS or Diameter based protocols shall be used, respective of which protocol the WLAN AN is using.

The Wd protocol reference point shall contain the following protocols:

1)
RADIUS, as defined in RFC 2865 [17], including the following extensions:

-
RFC 2869 [9], which provides RADIUS extensions to support the transport of EAP frames over RADIUS.

-
IETF Draft "Attributes for Access Network Location and Ownership Information" [16], which provides RADIUS Extensions for Public WLAN are to identify uniquely the owner and location of the WLAN.

-
RFC 3576 [13], which provides RADIUS extensions to supports, amongst other capabilities, the capability to immediately disconnect a user from the WLAN AN.

2)
Diameter Base, as defined in RFC 3588 [7], as well as IETF Draft "Diameter EAP Application" [8], which provides a Diameter application to support the transport of EAP (RFC 2284 [10] and IETF Draft "EAP" [11]) frames over Diameter. In addition, Diameter Base (RFC 3588 [7]) and NASREQ [12] specify the accounting messaging to be exchanged.

The 3GPP AAA Proxy and the 3GPP AAA Server shall support both 1) and 2) over the Wd reference point. The 3GPP AAA Proxy, depending on the WLAN ANs characteristics, shall use either 1) or 2) over the Wd reference point. See subclause 5.3 for more information of when either 1) or 2) is used. 

The Application-Id to be advertised over Wd reference point corresponds to the EAP or Diameter Base Protocol Application-Id, depending on the command sent over Wd.
**** Fifth modified section ****

5.4
Procedures description

5.4.1
WLAN Access Authentication and Authorization

This procedure is used to transport the WLAN Access Authentication and Authorization information between the 3GPP AAA Proxy and the 3GPP AAA Server over Diameter.

This procedure is mapped to the Diameter-EAP-Request and Diameter-EAP-Answer command codes specified in [8] tables 5.4.1.1 and 5.4.1.2 show the information elements that should be exchanged across Wd.


**** Sixth modified section ****

8
Wm Description

8.1
Functionality

This clause specifies a Diameter application that allows the following messaging to take place between the 3GPP AAA Server and the PDG:

-
The 3GPP AAA Server/Proxy retrieves tunnelling attributes and WLAN UE's IP configuration parameters from the  Packet Data Gateway.

-
Messaging for service authentication between WLAN UE and 3GPP AAA Server/Proxy.

-
Messaging for service authorization between PDG and 3GPP AAA Server/Proxy.

-
Messaging for carrying authentication data for the purpose of tunnel establishment, tunnel data authentication and encryption.
In the roaming case, the 3GPP AAA Proxy shall act as a stateful proxy between the PDG and 3GPP AAA Server.

8.2
Protocols

Diameter EAP application is used for authentication of the user. In this case, the PDG shall act as the NAS, as described in 3GPP TS 33.234 [18].For authorization and other Wm functionalities, NASREQ  and base protocol procedures are used.

The Application-Id to be advertised over Wm reference point corresponds to the EAP or Diameter Base Protocol Application-Id, depending on the command sent over Wm.

**** Fifth modified section ****

9
Wg Description

Wg is the reference point that connects the 3GPP AAA Server/Proxy to the WAG. The prime purpose of this reference point is to transfer Policy Enforcement rules to the WAG, which would enable WAG to allow only authorized packets to/from the WLAN AN. This interface is applicable only when a WLAN UE is allowed to access the 3GPP PS services from the 3G-WLAN interworking network.

9.1
Functionality

This clause specifies a Diameter application that allows the following messaging to take place between the 3GPP AAA Server and the WAG for the case where the PDG is in the HPLMN, and between the 3GPP AAA Proxy and the WAG for the case where the PDG is in the VPLMN:

-
data carrying policy Enforcement rules to be applied to packets to/from WLAN AN.

-
transport per-tunnel based charging information from the WAG to the AAA Proxy/Server.

Editor's Note: Remaining functionalities on this interface e.g. the charging rules to be applied, sending of MSISDN to WAG, that are necessary for scenario 3 are not stable yet.

9.2
Protocols

Diameter NASREQ is used for the policy download to the WAG. In this case, the 3GPP AAA Server shall act as the NAS client and the WAG as the Diameter Server
The Application-Id to be advertised over Wg reference point corresponds to the EAP or Diameter Base Protocol Application-Id, depending on the command sent over Wg.
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