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**** BEGIN CHANGE ****
6.3.1.4
GAA-Service-Identifier AVP

The GAA-Service-identifier AVP (AVP code 403) is of type OctedString. This AVP informs a BSF which NAF operator specific instance of the GAA application sends the request message. According this AVP the BSF can select the right application’s user security settings.

For 3GPP standardized services (e.g., PKI portal), the GAA-Service-Identifier (GSID) shall be in the range 0 to 999999, and the currently standardized values for GSID shall be the GAA-Application-Type-Code of the particular service. The GAA-Application-Type-Codes for 3GPP standardized services are defined in Annex B.

NOTE:
In the future, standardized GSID values that are different than the GAA-Application-Type-Code may be  standardised (e.g. to differentiate between the services "MBMS streaming" and "MBMS download").

Examples:
The GSID is "1" for all PKI-portals, and "4" for all MBMS services.
***** BEGIN NEXT CHANGE *****

Annex A (normative):
GAA-UserSecSettings XML definition

This annex contains the XML schema definition for an XML document carrying the GAA User Security Settings inside GAA-UserSecSettings AVP in Zh interface.

<?xml version="1.0" encoding="UTF-8"?>

<xs:schema targetNamespace="guss-schema-of-3gpp-gaa"

    xmlns:tns="guss-schema-of-3gpp-gaa"

    xmlns:xs="http://www.w3.org/2001/XMLSchema"

    elementFormDefault="qualified"

    attributeFormDefault="unqualified">

  <!-- This import brings in the XML language attribute xml:lang-->

  <xs:import namespace="http://www.w3.org/XML/1998/namespace"

      schemaLocation="http://www.w3.org/2001/xml.xsd"/>

  <!—- The whole user’s GAA spcific data set  -->

  <xs:complexType name=“guss”>

    <xs:sequence>

       <xs:element ref=“ussList”/>

    </xs:sequence>

    <xs:attribute name=“id” type=“xs:string”/>

  </xs:complexType>

  <!—-List of all users individual User Security Settings -->

  <xs:complexType name=“ussList”>

    <xs:sequence minOccurs=“0” maxOccurs=“unbounded”>

       <xs:element ref=“uss”/>

    </xs:sequence>

  </xs:complexType>

  <!—- User Security Setting data -->

  <xs:complexType name=“uss”>

    <xs:sequence>

      <xs:element ref=“uids”/>

      <xs:element name=“flags”/>

    </xs:sequence>

    <xs:attribute name=“id”   use=“required” type=“xs:string”/>
    <xs:attribute name=“type” use=“required” type=“xs:int”/>

  </xs:complexType>

  <!—- User Public Identities for authentication -->

  <xs:complexType name=“uids”>

    <xs:sequence minOccurs=“1” maxOccurs=“unbounded”>

      <xs:element name=“uid”  type=“xs:string”/>

    </xs:sequence>

  </xs:complexType>

  <!—- GAA Application type specific Authorization flag codes -->

  <xs:complexType name=“flags”>

    <xs:sequence minOccurs=“0” maxOccurs=“unbounded”>

      <xs:element name=“flag”  type=“xs:int”/>

    </xs:sequence>

  </xs:complexType>

</xs:schema>
The values are:

· The value of the attribute “id” in the element “guss” is the the same as user’s IM Private Identity (IMPI) used in User-Name AVP. 

· The value of the attribute “id” in the element “uss” is the same as service identifier (GSID) used in GAA-Service-Identifier AVP. 

· The value of attribute “type” in the element “uss” is GAA application type code defined in annex B.

· Values of the element “uid” are user’s public authentication identities from the HSS.

· Values of element “flag” are user’s authorization flag codes from the HSS for GAA application type indicated in the type attribute in the parent uss element. If an authorization flag exist the NAF have permission to give the corresponding service, otherwise not

In the following illustrative example the values are italised and underlined.  The content of one User Security Setting tag is boxed. 

<guss id=“358500004836551@ims.mnc050.mcc358.3gppnetwork.org”>


<ussList>

<uss id=“1” type=“1”>


<uids>



<uid>tel:358504836551</uid>


<uid>lauri.laitinen@nokia.com</uid>


…


<uids>

<flags>



<flag>1</flag>



…


<flags>

</uss>



…


</ussList>

</guss>

The above GAA User Security Settings example for user “358500004836551@ ims.mnc050.mcc358.3gppnetwork.org” defines that for PKI-Portal (GAA application type code is 1) services are allowed for user identities “tel:358504836551” and “lauri.laitinen@nokia.com” and authentication is allowed (flag 1 exists) but non-repudiation is not allowed (flag 2 is missing) to NAFs that provide the GAA service identified by “1” GAA Service Identifier. 

**** END CHANGE ****
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