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*** First modified section ***

4.3.1
WLAN Access Authentication and Authorization

This procedure is used to transport over RADIUS or Diameter, the WLAN Access Authentication and Authorization between the WLAN AN and the 3GPP AAA Proxy.

Diameter usage in Wa:

-
This procedure is mapped to the Diameter-EAP-Request and Diameter-EAP-Answer command codes specified in [8] The Diameter-EAP-Request Message shall contain the following information elements.
Editors Note: AVPs such as User Name defined on the Wa interface and are parameters additional to those carried by the Diameter_EAP application. As defined below there parameters are defined as mandatory on the interface. It is an open point whether this implies that a new Diameter application is required, or whether these AVPs should be defined as conditional in order that the use of the Diameter_EAP application can be preserved.

Table 4.3.1.1: Authentication request

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Username NAI
	User-Name
	M
	This information element contains the identity of the user.

	EAP payload
	EAP payload
	M
	Encapsulated EAP payload used for UE-3GPP AAA Server mutual authentication

	Authentication Request Type
	Auth Req Type
	M
	Defines whether authentication is required or authorization. AUTHENTICATE_ONLY is required in this case.

	NAS-IP address
	NAS-IP Address
	C
	IP address of the hot-spot

	NAS-Ipv6 address
	NAS-Ipv6 address
	C
	Ipv6 address of the hot-spot

	WLAN UE MAC address
	Calling Station-ID
	M
	Carries the MAC address of the WLAN-UE.


*** Next modified section ***

5.4
Procedures description

5.4.1
WLAN Access Authentication and Authorization

This procedure is used to transport the WLAN Access Authentication and Authorization information between the 3GPP AAA Proxy and the 3GPP AAA Server over Diameter.

This procedure is mapped to the Diameter-EAP-Request and Diameter-EAP-Answer command codes specified in [8] tables 5.4.1.1 and 5.4.1.2 show the information elements that should be exchanged across Wd.
Editors Note: AVPs such as User Name defined on the Wa interface are parameters additional to those carried by the Diameter_EAP application. As defined below there parameters are defined as mandatory on the interface. It is an open point whether this implies that a new Diameter application is required, or whether these AVPs should be defined as conditional in order that the use of the Diameter_EAP application can be preserved.

Table 5.4.1.1: Diameter EAP Request

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Username NAI
	User Name
	M
	This information element shall contain the identity of the user 

	EAP payload
	EAP payload
	M
	Encapsulated EAP payload used for UE-3GPP AAA Server mutual authentication

	Authentication Request Type
	Auth Req Type
	M
	Defines whether authentication or authentication procedure is requested. AUTHENTICATE_ONLY is required in this case.

	NAS-IP address
	NAS-IP Address
	C
	IP address of the hot-spot

	NAS-Ipv6 address
	NAS-Ipv6 address
	C
	Ipv6 address of the hot-spot

	Visited-Network-Identifier
	Visited-Network-Identifier
	C
	Identifies the VPLMN and shall be present during the first message of either authentication or reauthentication sent by the AAA proxy to AAA server.


*** End of document ***
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