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6
Wx Description

Wx is the reference point between 3GPP AAA Server and HSS. The prime purpose of the protocols crossing this reference point to communicate 3GPP AAA Server and HSS

6.1
Functionality

The functionality of the reference point is to enable:

-
Retrieval of authentication vectors (triplets and quintuplets) from HSS

-
Retrieval of WLAN subscriber profile retrieval from HSS

-
Indication to 3GPP AAA Server of change of WLAN subscriber profile within HSS

-
Registration of the 3GPP AAA Server of an authorised WLAN user in the HSS

-
Purge procedure between the 3GPP AAA server and the HSS 

-
Retrieval of online charging / offline charging function addresses from HSS
· Fault recovery procedure between the HSS and the 3GPP AAA server
· authorization of a WLAN user via checking of user subscription information at the HSS
6.2
Protocols

The Wx reference point shall be Diameter based and shall have an application ID defined for it. It is defined as an IETF vendor specific Diameter application, where the vendor is 3GPP. The application identifier is to TBA. It is to be assigned by IANA (http://www.iana.org/assignments/enterprise-numbers). 

Editors note: Wx has been specified to reuse Cx as much as possible. However, changes to the mandatory AVPs in the procedure definitions require that a new Diameter application ID is needed for Wx interface.

6.3
Procedures Description

6.3.1
Authentication Procedures

According to the requirements described in chapter 6.1, Wx reference point shall enable:

· Retrieval of authentication vectors (triplets and quintuplets) from HSS.
· checking of user subscription information at the HSS
This procedure is used between the 3GPP AAA Server and the HSS. The procedure is invoked by the 3GPP AAA Server when a new set of authentication information for a given subscriber is to be retrieved from an HSS. This can happen for example, when a new 3GPP subscriber has accessed 3GPP AAA Server for authentication or when a new set of authentication information is required for one of the 3GPP subscribers already registered in the 3GPP AAA server. A further possibility is for WLAN 3GPP IP access only i.e. where the UE is setting up a tunnel to the PDG without previously being authenticated for WLAN direct access 3GPP AAA Server. 
The Wx reference point performs the authentication data download based on the reuse of the existing Cx authentication command code set (MAR/MAA), see 3GPP TS 29.228 [5] and 3GPP TS 29.229 [6]. It corresponds to the combination of the operations Auth-Info-Request and Auth-Info-Response (see 3GPP TS 23.234 [4]) and is used:

- To retrieve authentication vectors from the HSS.

- To resolve synchronization failures between the sequence numbers in the WLAN-UE and the HSS.

Table 6.3.1.1: Authentication request

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Permanent User Identity
	 User-Name
	M
	This information element contains the permanent identity of the user, i.e., the IMSI.

	Visited Network Identifier
	Visited-Network-Identifier
	M
	Identifier that allows the home network to identify the Visited Network.

Editor’s note: See 3GPP TS 29.229 [6] for a description of this parameter

	
	
	
	

	Number Authentication Items
	SIP-Number-Auth-Items
	M
	This information element indicates the number of authentication vectors requested

	Authentication Data
	SIP-Auth-Data-Item
	C
	See Tables 6.3.1.2 and 6.3.1.3 for the contents of this information element. The content shown in table 6.3.1.2 shall be used for a normal authentication request; the content shown in table 6.3.1.3 shall be used for an authentication request after synchronization failure.

	Routing Information
	Destination-Host
	C
	If the 3GPP AAA Server knows the HSS name, this AVP shall be present. 

This information is available if the 3GPP AAA Server already has the HSS name stored. The HSS name is obtained from the Origin-Host AVP, which is received from the HSS, e.g. included in the MAA command.

Otherwise only the Destination-Realm is included so that it is resolved to an HSS address in an SLF-like function. Once resolved the Destination-Host AVP is included with the suitable HSS address and it is stored in the 3GPP AAA Server for further usage.

	EAP Lower Layer

	EAP Lower Layer

	M
	This AVP shall contain the value "2" to indicate the user accessed the I-WLAN network by WLAN 3GPP Direct access and shall contain value “3” to indicate the user accessed the I-WLAN network by WLAN 3GPP IP access, according to [XX]




Table 6.3.1.2: Authentication Data content – request

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Authentication Method
	Authentication Method
	M
	This information element indicates the authentication method compatible with the smart card (SIM or USIM). 

It shall contain EAP/SIM or EAP/AKA values.


Table 6.3.1.3: Authentication Data content – request, synchronization failure
	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Authentication Method
	Authentication Method
	M
	This information element indicates the authentication method compatible with the smart card (SIM or USIM). 

It shall contain EAP/SIM or EAP/AKA values.

	Authorization Information
	SIP-Authorization
	M
	It shall contain the concatenation of nonce, as sent to the terminal, and auts, as received from the terminal. Nonce and auts shall both be binary encoded.




Table 6.3.1.4: Authentication answer

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Private User Identity
	User-Name
	M
	This information element contains the permanent identity of the user, i.e., the IMSI.

	Number Authentication Items
	SIP-Number-Auth-Items
	C
	This AVP indicates the number of authentication vectors delivered in the Authentication Data information element.

It shall be present when the result is DIAMETER_SUCCESS.

	Authentication Data
	SIP-Auth-Data-Item
	C
	If the SIP-Number-Auth-Items AVP is equal to zero or it is not present, then this AVP shall not be present.

See Table 6.3.1.5 for the contents of this information element.

	Result
	Result-Code / Experimental-Result
	M
	Result of the operation. 

Result-Code AVP shall be used for errors defined in the Diameter Base Protocol.

Experimental-Result AVP shall be used for Wx errors. This is a grouped AVP which contains the 3GPP Vendor ID in the Vendor-Id AVP, and the error code in the Experimental-Result-Code AVP.


Table 6.3.1.5: Authentication Data content – response
	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Item Number


	SIP-Item-Number
	C
	This information element shall be present in a SIP-Auth-Data-Item grouped AVP in circumstances where there are multiple occurrences of SIP-Auth-Data-Item AVPs, and the order in which they should be processed is significant.

In this scenario, SIP-Auth-Data-Item AVPs with a low SIP-Item-Number value should be processed before SIP-Auth-Data-Items AVPs with a high SIP-Item-Number value.

	Authentication Method
	Authentication Method
	M
	This information element indicates the authentication method compatible with the smart card (SIM or USIM). 

It shall contain EAP/SIM or EAP/AKA values.

	Authentication Information 

AKA


	SIP-Authenticate
	C
	It shall contain, binary encoded, the concatenation of the authentication challenge RAND and the token AUTN. See 3GPP TS 33.203 [3] for further details about RAND and AUTN.

It shall be present when SIP_Authentication_Scheme AVP is set to EAP/AKA

	Authorization Information

AKA
	SIP-Authorization
	C
	It shall contain binary encoded, the expected response XRES. See 3GPP TS 33.203 [3] for further details about XRES.

It shall be present when SIP_Authentication_Scheme AVP is set to EAP/AKA

	Confidentiality Key

AKA
	Confidentiality-Key
	C
	This information element, if present, shall contain the confidentiality key. It shall be binary encoded.

It shall be present when SIP_Authentication_Scheme AVP is set to EAP/AKA

	Integrity Key

AKA
	Integrity-Key
	C
	This information element shall contain the integrity key. It shall be binary encoded.

It shall be present when SIP_Authentication_Scheme AVP is set to EAP/AKA

	Authentication Information SIM
	Authentication_Information_SIM
	C
	This information element shall contain the concatenation of authentication challenge RAND and the ciphering key Kc. It shall be binary encoded.

It shall be present when SIP_Authentication_Scheme AVP is set to EAP/SIM

	Authotization Information
	Authorization_Information_SIM
	C
	This information element shall contain the response SRES. It shall be binary encoded.

It shall be present when SIP_Authentication_Scheme AVP is set to EAP/SIM


6.3.1.1
Detailed behaviour

The HSS shall, in the following order (if there is an error in any of the steps, the HSS shall stop processing and return the corresponding error code):

1.
Check that the user exists in the HSS. If not Experimental-Result-Code shall be set to DIAMETER_ERROR_USER_UNKNOWN.

2.
Check that the user has 3GPP-WLAN subscription. If not Experimental-Result-Code shall be set to DIAMETER_ERROR_USER_NO_WLAN_SUBSCRIPTON.

3
Check that the user is allowed to roam in the visited network. If not, Experimental-Result-Code shall be set to DIAMETER_ERROR _ROAMING_NOT_ALLOWED. 
4
Check WLAN-3GPP-Access-Type AVP. If the access type indicates WLAN 3GPP Direct access, the process continues as stated in step 5. If the access type indicates WLAN 3GPP IP access, the HSS shall check whether the user has dependence permissions that the user has with regard to the access type.

· If the Access_Dependence flag of the user is set and the user has been already authenticated by WLAN 3GPP Direct access, the process continues as stated in step 5.

· If the Access_Dependence flag of the user is set and the user has not been already authenticated by WLAN 3GPP Direct access, the authentication shall be denied by sending to the 3GPP AAA Server an answer message with Experimental-Result-Code set to DIAMETER_ERROR_NO_ACCESS_INDEPENDENT_SUBSCRIPTION.
· If the Access_Dependence flag of the user is cleared, the user is allowed to request WLAN 3GPP IP access authentication with no regard to any other previous authentication, so the process continues as stated in step 5.
5.
Check that the authentication method indicated in the request is supported. If not, Experimental-Result-Code shall be set to DIAMETER_ERROR_AUTH_METHOD_UNSUPPORTED.

6.
If the request indicates there is a synchronization failure, the HSS shall compare the 3GPP AAA Server name received in the request to the 3GPP AAA Server name stored in the HSS:

-
If they are identical, the HSS shall process AUTS as described in 3GPP TS 33.203 [3] and return the requested authentication information. The Result-Code shall be set to DIAMETER_SUCCESS.

7.   The HSS shall store the 3GPP AAA Server name. The HSS shall download Authentication-Data-Item stored up to a maximum specified in SIP-Number-Auth-Items received in the command Multimedia-Auth-Request. The Result-Code shall be set to DIAMETER_SUCCESS. 

Exceptions to the cases specified here shall be treated by HSS as error situations, the Result-Code shall be set to DIAMETER_UNABLE_TO_COMPLY. No authentication information shall be returned.

 Note: Origin-Host AVP shall contain the 3GPP AAA Server identity.

**** Second modified section ****


6.4
Information Elements Contents

6.4.1 
Authentication Procedures

The Multimedia-Authentication-Request (MAR) command, indicated by the Command-Code field set to 303 and the ‘R’ bit set in the Command Flags field, is sent by the 3GPP AAA Server to the HSS in order to request security information. 

Message Format
< Multimedia-Authentication-Request > ::= < Diameter Header: 303, YYYY, REQ >

< Session-Id >

{ Vendor-Specific-Application-Id }

{ Auth-Session-State }

{ Origin-Host }

{ Origin-Realm }

{ Destination-Realm }

[ Destination-Host ]
{EAP Lower Layer}
{ User-Name}

{ Visited-Network-Identifier}

[ SIP-Auth-Data-Item ]

[ SIP-Number-Auth-Items ] 

* [ AVP ]

* [ Proxy-Info ]

* [ Route-Record ]
The Multimedia-Authentication-Answer (MAA) command, indicated by the Command-Code field set to 303 and the ‘R’ bit cleared in the Command Flags field, is sent by a server in response to the Multimedia-Authentication-Request command. The Result-Code or Experimental-Result AVP may contain one of the values defined in section x.x in addition to the values defined in IETF RFC 3588 [7].
Message Format

< Multimedia-Authentication-Answer > ::=  < Diameter Header: 303, YYYY >

< Session-Id >

{ Vendor-Specific-Application-Id }

[ Result-Code ]

[ Experimental-Result ]

{ Auth-Session-State }

{ Origin-Host }

{ Origin-Realm }

{ User-Name}

[ SIP-Number-Auth-Items ]

[SIP-Auth-Data-Item ]

[ AVP ]

[ Proxy-Info ]

[ Route-Record ]


6.5
Result-Code AVP values

This section defines new result code values that shall be supported by all Diameter implementations that conform to this specification. When one of the result codes defined here is included in a response, it shall be inside an Experimental-Result AVP and Result-Code AVP shall be absent.

6.5.1 
Permanent Failures
Errors that fall within the Permanent Failures category are used to inform the peer that the request failed, and should not be attempted again.

6.5.1.1
DIAMETER_ERROR_USER_NO_SERVICE_SUBSCRIPTON (500x)

A message was received for a user with no WLAN-subscription.

6.5.1.2
DIAMETER_ERROR_AUTH_METHOD_UNSUPPORTED (500x)

The authentication method indicated in an authentication request (Authentication-Method AVP) is not supported.

Editor’s Note: It is FFS whether this Error Code can be replaced by the general DIAMETER_ERROR_AUTH_SCHEME_NOT_SUPPORTED (5006) error code defined in 3GPP TS 29.229 [6].

6.5.1.3
DIAMETER_ERROR_W-APN_UNUSED_BY_USER

A message was received for a user who has no subscription for a specified W-APN.
6.5.1.4 6.5.1.4
DIAMETER_ERROR_NO_ACCESS_INDEPENDENT_SUBSCRIPTION 
A message was received requesting WLAN 3GPP IP access for a user whose subscription does not allow it if it was not previously authenticated by WLAN 3GPP direct access.
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8
Wm Description

8.1 Functionality

This clause specifies a Diameter application that allows the following messaging to take place between the 3GPP AAA Server and the PDG :


The 3GPP AAA Server/Proxy retrieves tunneling attributes and WLAN UE's IP configuration parameters from the  Packet Data Gateway.

-
Messaging for service authentication between WLAN UE and 3GPP AAA Server/Proxy.

-
Messaging for service authorization between PDG and 3GPP AAA Server/Proxy.

-

Messaging for carrying authentication data for the purpose of tunnel establishment, tunnel data authentication and encryption.
In the roaming case, the 3GPP AAA Proxy shall act as a stateful proxy between the PDG and 3GPP AAA Server.

8.2 Protocols

Diameter EAP application is used for authentication of the user. In this case, the PDG shall act as the NAS, as described in [18].For authorization and other Wm functionalities, NASREQ  and base protocol
 procedures are used.

8.3 Procedures Description

8.3.1 Authentication Procedures

According to the requirements specified in chapter 10.1, Wm reference point shall enable 



-Messaging for service authentication between WLAN UE and 3GPP AAA Server/Proxy

The authentication procedure is used between the PDG and 3GPP AAA Server/Proxy.  It is invoked by the PDG, on receipt from the WLAN-UE of a “tunnel establishment request” message. This takes the form of forwarding an IKE v2 [18] exchange with the purpose of authenticating in order to set up a Security Association (SA) between the UE and the PDG. Once the SA has been authenticated, more than one tunnel SA can be negotiated inside the IKE v2 SA. Hence additional tunnels between the UE and PDG do not need to trigger further Diameter_EAP authentication messaging to the 3GPP AAA Server. 

The Wm reference point performs authentication based on the reuse of the DER/DEA command set defined in  Diameter_EAP[18].

Table 8.3.1.1 Authentication Request

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Permanent User Identity
	 User-Name
	M
	This information element contains the permanent identity of the user, i.e., the IMSI.

	EAP payload
	EAP payload
	M
	Encapsulated EAP payload used for UE – 3GPP AAA Server mutual authentication

	Authentication Request Type
	Auth Req Type
	M
	Defines whether authentication only or authentication and authorization are required.  AUTHENTICATION_ONLY is required in this case

	Visited Network Identifier
	Visited-Network-Identifier
	C
	Identifier that allows the home network to identify the Visited Network.

This AVP shall be present if the PDG is not in the WLAN-UE’s home network i.e. the WLAN-UE is roaming. 

	EAP Lower Layer
	EAP Lower Layer
	M
	This AVP shall contain the value “3” to indicate IKE_v2 has been used to carry EAP messages to the PDG, according to [XX]


Table 8.3.1.2 Authentication Answer

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	EAP payload
	EAP payload
	M
	Encapsulated EAP payload used for UE – 3GPP AAA Server mutual authentication

	Master-Session-Key
	Master-Session-Key
	C
	contains keying material for protecting the communication between the user and the NAS. Present when Result Code is set to “Success”.

	Result code
	Result Code / Experimental-Result-Code
	M
	Result of the operation. 

Result-Code AVP shall be used for errors defined in the Diameter Base Protocol or as per in NASREQ . 1xxx should be used for multi-round, 2xxx for success.

Experimental-Result AVP shall be used for Wm errors. This is a grouped AVP which contains the 3GPP Vendor ID in the Vendor-Id AVP, and the error code in the Experimental-Result-Code AVP


8.3.1.1 3GPP AAA Server Detailed Behaviour

On receipt of the DER message, the 3GPP AAA Server shall check if the Session-ID corresponds to an ongoing session. If it corresponds to an on-going session, the 3GPP AAA Server shall process the DER message according to [18] and no Diameter EAP authentication shall be triggered over the Wm interface. 

If the Session-ID does not correspond to an on-going session, the 3GPP AAA Server shall:

1. Check that the user exists in the 3GPP AAA Server. If not, the 3GPP AAA Server shall use the procedures defined for the Wx interface to authenticate the user.

2. Check that the user has 3GPP-WLAN subscription. If not Experimental-Result-Code shall be set to DIAMETER_ERROR_USER_NO_WLAN_SUBSCRIPTON. 

Otherwise, DIAMETER_SUCCESS shall be returned to indicate successful authentication procedure and authentication information shall be returned

Exceptions to the cases specified here shall be treated by 3GPP AAA Server as error situations, the Result-Code shall be set to DIAMETER_UNABLE_TO_COMPLY. No authentication information shall be returned.

8.3.1.2 3GPP AAA Proxy Detailed Behaviour 

The 3GPP AAA Proxy is required to handle roaming cases in which the PDG is in the VPLMN. The 3GPP AAA Proxy shall act as a stateful proxy.

On receipt of the DEA message, the AAA Proxy shall record the state of the connection (i.e. Authentication Successful). 
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10.� Information Elements Contents

10.1 AVPs

The following table describes the Diameter AVPs defined for the WLAN reference point, their AVP Code values, types, possible flag values and whether or not the AVP may be encrypted. The Vendor-Id header of all AVPs defined in this specification shall be set to 3GPP (10415).

Only those AVPs defined by 3GPP TS 29.234 reference point are listed here.

Table 10.1.1: Diameter Multimedia Application AVPs

	
	AVP Flag rules
	

	Attribute Name
	AVP Code
	Section defined
	Value Type
	Shall
	May
	Should not
	Must not
	May Encr.

	Authentication-Method
	X
	10.1.5
	UTF8String
	M, V
	
	
	
	No

	Authentication-Information-SIM
	X
	10.1.6
	OctetString
	M, V
	
	
	
	No

	Authorization –Information-SIM
	X
	
10.1.7
	OctetString
	M,V
	
	
	
	No

	WLAN-User-Data
	X
	10.1.8
	Grouped
	M, V
	
	
	
	No

	WLAN-Access
	X
	10.1.11
	Enumerated
	M, V
	
	
	
	No

	WLAN-Tunneling
	X
	10.1.12
	Enumerated
	M, V
	
	
	
	No

	APN-Authorised
	X
	10.1.14
	Grouped
	M, V
	
	
	
	No

	APN-Id
	X
	10.1.15
	OctetString
	M, V
	
	
	
	No

	APN-Authorisation
	X
	
10.1.16
	Enumerated
	M, V
	
	
	
	No

	Local-Access
	X
	10.1.17
	Enumerated
	M, V
	
	
	
	No

	EAP payload
	X
	10.1.20
	OctetString
	M, V
	
	
	
	No

	Auth Req Type
	X
	10.1.21
	Enumerated
	M,V
	
	
	
	No

	EAP-Master-Session-Key
	X
	10.1.22
	OctetString
	M, V
	
	
	
	No

	Session-Request –Type
	X
	10.1.23
	Enumerated
	M, V
	
	
	
	No

	Routing-Policy
	X
	10.1.24
	OctetString
	M, V
	
	
	
	No

	Max-Requested-Bandwidth
	X
	10.1.26
	Enumerated
	M, V
	
	
	
	No

	NOTE 1:
The AVP header bit denoted as ‘M’, indicates whether support of the AVP is required. The AVP header bit denoted as ‘V’, indicates whether the optional Vendor-ID field is present in the AVP header. For further details, see IETF RFC 3588 [7].




10.1.1 
Auth-Session-State

Between the 3GPP AAA server and the HSS, Diameter sessions are implicitly terminated. An implicitly terminated session is one for which the server does not maintain state information. The client does not need to send any re-authorization or session termination requests to the server.

The Diameter base protocol includes the Auth-Session-State AVP as the mechanism for the implementation of implicitly terminated sessions.

The client (server) shall include in its requests (responses) the Auth-Session-State AVP set to the value NO_STATE_MAINTAINED (1), as described in IETF RFC 3588 [7]. As a consequence, the server does not maintain any state information about this session and the client does not need to send any session termination request. Neither the Authorization-Lifetime AVP nor the Session-Timeout AVP shall be present in requests or responses.

10.1.2 
User-Name

The User-Name AVP is defined in the IETF RFC 3588 [7] and contains the user identity.

For the WLAN Wx referende point, the User-Name AVP contains the IMSI of the subscriber.

10.1.3 
Visited-Network-Identifier

The Visited-Network-Identifier AVP is defined in 3GPP TS 29.229[6] and indicates the 3GPP VPLMN where the user is roaming.

10.1.4 
SIP-Auth-Data-Item

The SIP-Auth-Data-Item AVP is defined in 3GPP TS 29.229[6]. However three new more conditional AVPs are needed for WLAN Wx reference point.

AVP format

SIP-Auth-Data-Item :: = < AVP Header : TBD >

[ SIP-Item-Number ]

[ SIP-Authentication-Scheme ]

[ SIP-Authenticate ]

[ SIP-Authorization ]

[ SIP-Authentication-Context ]

[Confidentiality-Key]

[Integrity-Key]

[Authentication-Method]

[Authentication-Information-SIM]

[Authorization-Information-SIM]

  * [AVP]
10.1.5 
Authentication-Method

The Authentication-Method AVP (AVP code X) is of type UTF8String and indicates the authentication method required for the user. The following values are defined:

WLAN_EAP_SIM (0)

The UE indicates to the HSS that the required authentication method is EAP/SIM. 

WLAN_EAP_AKA (1)

The UE indicates to the HSS that the required authentication method is EAP/AKA. 

10.1.6 
Authentication-Information-SIM

The Authentication-Information-SIM AVP (AVP code X) is of type OctetString and contains the concatenation of authentication challenge RAND and the ciphering key Kc.

10.1.7 
Authorization –Information-SIM

The Authentication-Information-SIM AVP (AVP code X) is of type OctetString and contains the response SRES.

10.1.8 
WLAN-User-Data

The WLAN-User-Data AVP (AVP code X) is of type Grouped. This AVP contains the WLAN User Profile information for the 3GPP AAA Server to authorize the service.

AVP format

WLAN-User-Data::= <AVP header: TBD>

[ MSISDN ]

{ WLAN-Access }

{ WLAN-Tunneling }

[ Session-Timeout ]

1* { Charging-Data  }

*[ APN-Authorised ]

{ Local-Access }

* [AVP]
10.1.9 
MSISDN

The MSISDN AVP (AVP code 101) is defined in 3GPP TS 29.329 [x]. This identification could be used for example used for charging purposes.

Editor’s Note:
 The optionality/presence could be modified by the SA1 and SA5 decision.

10.1.10 
Charging-Information

The Charging-Mode AVP (AVP code 19) is of type is of type Grouped, and contains the addresses of the charging functions. It is defined in 3GPP TS 29.229 [6].

10.1.11 
WLAN-Access

The WLAN-Access AVP (AVP code xx) is of type Enumerated, and allows operators to determine barring of 3GPP -WLAN interworking subscription. The following values are defined:

WLAN_SUBSCRIPTION_ALLOWED (0)


The subscriber has WLAN subscription.

WLAN_SUBSCRIPTION_BARRED (1)


The subscriber has no WLAN subscription.

10.1.12 
WLAN-Tunneling

The WLAN-Tunneling AVP (AVP code xx) is of type Enumerated, and allows operator to disable all W-APNs at one time. If there is a conflict between this item and the “access allowed” flag of any W-APN, the most restrictive will prevail. The following values are defined:

WLAN_ APNS _ENABLE (0)


Enable all APNs.

WLAN_ APNS _DISABLE (1)

Disable all APNs

10.1.13 
Session-Timeout

The Session-TimeOut AVP (AVP code 27) is defined in IETF RFC 3588 [7] and indicates the maximum period for a session measured in seconds.

This AVP is used for re-authentication purposes. If this field is not used, the WLAN AN will apply default time intervals. 

10.1.14 
APN-Authorised

The APN-Authorised AVP (AVP code xx) is of type Grouped and contains authorization information for the APNs. This AVP indicates the list of allowed APNs and the environment where the access is allowed (visited or home PLMN).

AVP format

APN-Authorised::= <AVP header: TBD>

{ APN-Id }

{ APN-Authorisation }

  * [AVP]

10.1.15 
APN-Id

The APN-Id AVP (AVP code xx) is of type OctetString, and contains the W-APN for which the user will have services available. These W-APNs may be mapped to services in the home network or in the visited network. 

10.1.16 
APN-Authorisation

The APN-Authorisation AVP (AVP code xx) is of type Enumerated, and contains a flag indicating whether access is allowed in visited PLMNs or in the home PLMN.

WLAN_ APN_HOME (0)


Access is allowed in home PLMN only.

WLAN_ APN_VISITED (1)

Access is allowed in visited PLMNs and home PLMN.

10.1.17 
Local-Access

The Local-Access AVP (AVP code xx) is of type Enumerated, and indicate whether the user has direct access to external IP networks, e.g. Internet, from the WLAN Access Network or not.

WLAN_ LOCAL_ACCESS (0)


The user is allowed to access directly to external IP networks.

WLAN_ NO_LOCAL_ACCESS (1)


The user is not allowed to access directly to external IP networks.

10.1.18 
Server-Assignment-Type

The Server-Assignment-Type AVP (AVP code 15) is defined in 3GPP TS 29.229 [6] and indicates the type of procedure the 3GPP AAA Server is asking to the HSS.

Wx reference point defines as valid only NO_ASSIGNMENT, REGISTRATION, USER_DEREGISTRATION, ADMINISTRATIVE_DEREGISTRATION and REAUTHENTICATION_FAILURE.

10.1.19 
Deregistration-Reason

The Deregistration-Reason AVP (AVP code 16) is defined in 3GPP TS 29.229 [6] and indicates reason for a de-registration operation.

This grouped AVP contains a Reason-Code AVP to indicate the reason for the de-registration. Reasons are listed in 3GPP TS 29.229 [6]. Wx reference point defines as valid only PERMANENT_TERMINATION value.

10.1.20 
EAP-Payload

The EAP-Payload AVP (AVP code xx) is defined in the IETF draft-ietf-aaa-eap-08.txt [8] and contains the encapsulated EAP packet that is being exchanged between the EAP client and the home Diameter server.

10.1.21 
Auth Req Type

The Auth Req Type AVP (AVP code xx) is of type Enumerated and indicates the action that the PDG is asking to the 3GPP AAA Server to perform (Authentication, authorization or both). Wm interface only makes use of the AUTHENTICATION_ONLY value. It is defined in the IETF draft-ietf-aaa-eap-08.txt [8]

10.1.22 
EAP-Master-Session-Key

The EAP-Master-Session-Key AVP (AVP code xx) is of type OctetString and contains keying material for protecting the communications between the user and the NAS. It is defined in the IETF draft-ietf-aaa-eap-08.txt [8]

10.1.23 
Session-Request -Type

The Session-Request -Type AVP (AVP code xx) is of type Enumerated and indicates the action that the PDG is asking to the 3GPP AAA Server to perform (authorization or routing policy). The following values are defined:

AUTHORIZATION REQUEST (0)

The PDG is requesting authorization for a user for a given W-APN. 

ROUTING POLICY (1)

The PDG is indicating that routing policy information is present. 

10.1.24 
Routing-Policy

The Routing-Policy AVP (AVP code xx) is of type OctetString and indicates routing policies of the tunnel set-up.

Editor’s Note: Its exact format is ffs.

10.1.25 
Subscription-ID

The Subscription-ID AVP (AVP code xx) is of type Enumerated and indicates the user identity to be used for charging purposes. It is defined in the IETF Diameter Credit-Control Application draft [19].

WLAN shall make use only of the value MSISDN.

10.1.26 
Max-Requested-Bandwidth

The Max-Requested-Bandwidth AVP (AVP code xx) is of type OctetString and indicates the Max requested bandwidth. If present, shall be sent from the 3GPP AAA Server to the PDG.

10.1.27
Routing Policy 

The Routing Policy AVP (AVP code tbd) is of type IPFilterRule, and defines a packet filter for an IP flow with the following information:

· Direction (in or out)

· Source and destination IP address (possibly masked)

· Protocol

· Source and destination port (list or ranges)

Where the protocol type shall be set to ESP (50).

The IPFilterRule type shall be used with the following restrictions:

· Only the Action "permit" shall be used.

· No "options" shall be used.

· The invert modifier "!" for addresses shall not be used.

· The keyword "assigned" shall not be used.

· For direction "out", an IPv4 destination IP address shall not be wildcarded. For direction "out", the 64 bits network prefix of an IPv6 destination IP address shall not be wildcarded.

The Flow description AVP shall be used to describe a single IP flow.

The direction "in" refers to uplink IP flows, and the direction "out" refers to downlink IP flows.

10.1.x EAP-Lower-Layer AVP

The EAP-Lower-Layer AVP indicates the layer 2 protocol which has been used to carry EAP messages. It is defined in the IETFdraft-mariblanca-aaa-eap-lla-01[xx].
For I-WLAN, only 802.1X value for WLAN 3GPP Direct access and IKEv2 value for WLAN 3GPP IP access are valid.
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