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8
Wm Description

8.1
Functionality

This clause specifies a Diameter application that allows the following messaging to take place between the 3GPP AAA Server and the PDG:

-
The 3GPP AAA Server/Proxy retrieves tunnelling attributes and WLAN UE's IP configuration parameters from the  Packet Data Gateway.

-
Messaging for service authentication between WLAN UE and 3GPP AAA Server/Proxy.

-
Messaging for service authorization between PDG and 3GPP AAA Server/Proxy.

-
Messaging for carrying authentication data for the purpose of tunnel establishment, tunnel data authentication and encryption.
In the roaming case, the 3GPP AAA Proxy shall act as a stateful proxy between the PDG and 3GPP AAA Server.

8.2
Protocols

Diameter EAP application is used for authentication of the user. In this case, the PDG shall act as the NAS, as described in 3GPP TS 33.234 [18].For authorization and other Wm functionalities, NASREQ  and base protocol procedures are used.

8.3
Procedures Description

8.3.1
Authentication Procedures

According to the requirements specified in chapter 10.1, Wm reference point shall enable:

-
Messaging for service authentication between WLAN UE and 3GPP AAA Server/Proxy.

The authentication procedure is used between the PDG and 3GPP AAA Server/Proxy.  It is invoked by the PDG, on receipt from the WLAN-UE of a "tunnel establishment request" message. This takes the form of forwarding an IKE v2 (3GPP TS 33.234 [18]) exchange with the purpose of authenticating in order to set up a Security Association (SA) between the UE and the PDG. PDG shall infer the 3GPP AAA Server from the realm part of the enclosed username NAI. Once the SA has been authenticated, more than one tunnel SA can be negotiated inside the IKE v2 SA. Hence additional tunnels between the UE and PDG do not need to trigger further Diameter_EAP authentication messaging to the 3GPP AAA Server.

The Wm reference point performs authentication based on the reuse of the DER/DEA command set defined in Diameter_EAP (3GPP TS 33.234 [18]).
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