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1. Introduction

This contribution suggests adding missing Diameter information to TS 29.234 for the Wg interface. 

2. Discussion

The Wg reference point is between the 3GPP AAA Server and the WAG in the case where the PDG is in the HPLMN and between the 3GPP AAA Proxy and the WAG in the case where the PDG is in the VPLMN (see attached slides for a pictoral respresentation of the possible use cases here). 
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To quote 23.234

The Wg reference point applies to WLAN 3GPP IP Access.

This is an AAA interface between the 3GPP AAA Server/Proxy and the WAG. It is used to 
-
Provide information needed by the WAG to perform policy enforcement functions for authorised users.
-
Transport per-tunnel based charging information from the WAG to the AAA Proxy.
It is proposed in this CR to use the NASREQ AA-R and AA-A commands in order to download policy information from the 3GPP AAA Server/Proxy to the WAG. In addition, STR/STA and ASR/ASA messages are proposed to implement the tear down notifications from either end of the signalling channel.

1 Proposal
The text modifications related Wg reference point are proposed to the TS29.234.

################Modification Part 1 Beginning##########################
9 Wg Description

Wg is the reference point that connects the 3GPP AAA Server/Proxy to the WAG. The prime purpose of this reference point is to transfer Policy Enforcement rules to the WAG, which would enable WAG to allow only authorized packets to/from the WLAN AN. This interface is applicable only when a WLAN UE is allowed to access the 3GPP PS services from the 3G-WLAN interworking network.

9.1
Functionality

This clause specifies a Diameter application that allows the following messaging to take place between the 3GPP AAA Server and the WAG for the case where the PDG is in the HPLMN, and between the 3GPP AAA Proxy and the WAG for the case where the PDG is in the VPLMN:

· data carrying policy Enforcement rules to be applied to packets to/from WLAN AN.
· transport per-tunnel based charging information from the WAG to the AAA Proxy/Server.
Editor’s Note: Remaining functionalities on this interface e.g. the charging rules to be applied, sending of MSISDN to WAG, that are necessary for scenario 3 are not stable yet.

9.2
Protocols


Diameter NASREQ is used for the policy download to the WAG. In this case, the 3GPP AAA Server shall act as the NAS client and the WAG as the Diameter Server
9.3 Procedures Description
9.3.1 Policy Download Procedures

The policy download procedure is used between the 3GPP AAA Server and the WAG in the case where the PDG is in the HPLMN and between the 3GPP AAA Proxy and the WAG in the case where the PDG is in the VPLMN
The Wg reference point performs routing policy download based on the reuse of the NASREQ [12] AAR-AAA command set.

Table 9.3.1.1 Wg Policy Download Request

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Permanent User Identity
	 User-Name
	M
	This information element contains the permanent identity of the user, i.e., the IMSI.

	Routing Policy
	Routing-Policy
	M
	This AVP includes the routing policy to apply for the user received in the User-Name AVP.

	Routing Information
	Destination-Host
	C


	This information element contains the WAG



	Subscription-ID AVP
	Subscription-ID AVP
	M
	This AVP shall contain the MSISDN of the user. 




Table 9.3.1.2: Wg Policy Download Response
	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Registration Result
	Result Code/ Experimental Result Code
	M
	Result of the operation. 

Result-Code AVP shall be used for errors defined in the Diameter Base Protocol.

Experimental-Result AVP shall be used for Wg errors. This is a grouped AVP which contains the 3GPP Vendor ID in the Vendor-Id AVP, and the error code in the Experimental-Result-Code AVP


9.3.1.
 WAG Detailed Behaviour

On receipt of the Policy Download Request, the WAG shall check whether or not the user has already routing policies stored:
1. If it has, the WAG shall modify the routing policy accordingly

2. Otherwise, the WAG shall take necessary steps to provision the new routing policy indicated in the routing policy AVP for the user in order to allow data plane packet flows across the Wn interface.
The Result-Code shall be set to DIAMETER_SUCCESS and the WAG shall reply with the Policy Download Response message

Exceptions to the cases specified here shall be treated by WAG 
as error situations, the Result-Code shall be set to DIAMETER_UNABLE_TO_COMPLY. 

################ Modification Part 1 End##########################
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Case 1: Non-roaming
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Case 2: Roaming, PDG in HPLMN
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Case 3: Roaming, PDG in VPLMN
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Cases 1 & 2 are functionally similar: AAA-Server initiates the communication. 

In case 2, messaging must be forwarded by the AAA-Proxy to the WAG

Case 3 is functionally distinct: here the AAA-Server is not involved at all!








