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1 
Introduction
This document analyze how RADIUS can fulfill the requirements defined in the 3GPP-WLAN interworking architecture and the analysis focuses on the following two aspects: 

·  Analysis on how RADIUS can meet the requirements of the AAA related reference points defined in the WLAN-3GPP interworking system
·  Comparison between RADIUS and DIAMETER to find whether there are some features that are really necessary and essential for the 3GPP-WLAN interworking which can only be fulfilled by Diameter, and can not be achieved by RADIUS and its extension. 

2 Discussion

2.1 RADIUS capability evaluation for the related reference points in 3GPP-WLAN interworking architecture

The comment text of the requirements of the reference points is based on the latest stage2 TS 23.234ver6.1.0, the current Wr in the TS29.234 is referred as new name of Wa, and Ws is referred as Wd. In the current 3GPP-WLAN interworking architecture, AAA functionality is related to several reference points specified in TS23.234; Wa, the previous Wr and Wb, is already defined in the current TS with the support of RADIUS. There are still the other 3 reference points need to be considered. They areWd, Wm and Wg.
2.1.1 Wd reference point (3GPP AAA Proxy- 3GPP AAA Server):
6.3.11
Wd reference point

6.3.11.1
General description

The Wd reference point connects the 3GPP AAA Proxy, possibly via intermediate networks, to the 3GPP AAA Server.  The prime purpose of the protocols crossing this reference point is to transport authentication, authorization and related information in a secure manner.
EAP authentication shall be transported over the Wd reference point.
Point1: EAP can be conveyed over Radius, and IPsec can act together with Radius to provide stronger protection to user information, as defined in: IETF RFC 3579(2002): "RADIUS (Remote Authentication Dial In User Service) Support For Extensible Authentication Protocol (EAP)"

All these features are same as Wa reference point, which are widely implemented, and specified in the TS29.234 (ver1.1.0), section 6

6.3.11.2
Functionality

The functionality of the reference point is to transport AAA messages including:

-
Carrying data for authentication signalling between 3GPP AAA Proxy and 3GPP AAA Server

-
Carrying data for authorization signalling between 3GPP AAA Proxy and 3GPP AAA Server

-
Carrying charging signalling per WLAN user

Point2:  the above bullets1, 3 are basic RADIUS capabilities for authentication can be easily transported by RADIUS. The same functions are requested for Wa, can be fulfil as in the section 6 of the current TS29.234

For the authorization signalling in the bullet 2, it may be conveyed in the authentication signalling, or AAA server initiated signalling. If the later is necessary, then refer point 7 bellow, it can be fulfilled with necessary extension, remind this is the same for Wa, not newly requested by Wd.

· Carrying keying data for the purpose of radio interface integrity protection and encryption

Point3: Radius could act together with IPsec to provide the secure way to protect these information, same function is requested in Wa. There is no new feature requested here.

-
Carrying authentication data for the purpose of tunnel establishment, tunnel data authentication and encryption for the case in which the PDG is in the VPLMN..

Refer point 2, authentication related signal request no new feature from the RADIUS.
-
Carrying mapping of a user identifier and a tunnel identifier sent from the PDG to the AAA Proxy through the AAA Server.
-
Used for purging a user from the WLAN access for immediate service termination

Point4:  this bullet requests the extension of RADIUS for "Disconnect Message" which has already standardized in the IEFT RFC 3576: "Dynamic Authorization Extensions to RADIUS".
-
Enabling the identification of the operator networks amongst which the roaming occurs
Point 5: the identification of operator networks can be conveyed in some specific attribute.
2.1.2  The Wm reference point (PDG- 3GPP AAA Server):
6.3.10
Wm reference point

The Wm reference point applies to WLAN 3GPP IP Access.

This reference point is located between 3GPP AAA Server and Packet Data Gateway respectively between 3GPP AAA Proxy and Packet Data Gateway. The functionality of this reference point is to enable:

-
The 3GPP AAA Server/Proxy to retrieve tunneling attributes and WLAN UE's IP configuration parameters from/via Packet Data Gateway.

-
Carrying messages between PDG and AAA Server in support of the user authentication exchange which takes place between WLAN UE and 3GPP AAA server/proxy.

-
Carrying messages for user authorization between PDG and 3GPP AAA server/proxy.

-
Carrying authentication data for the purpose of tunnel establishment, tunnel data authentication and encryption.
-
Carrying mapping of a user identifier and a tunnel identifier sent from the PDG to the AAA Proxy through the AAA Server.
Point6: bullet 2, 4 is similar with point2, request the basic authentication feature as in Wa, 
The bullets 1 and 3 could be support by the feature: "CoA", which defined in RFC 3576: "Dynamic Authorization Extensions to RADIUS.
2.1.3 The Wg reference point(WAG- 3GPP AAA Proxy):
6.3.6
Wg reference point
The Wg reference point applies to WLAN 3GPP IP Access.

This is an AAA interface between the 3GPP AAA Server/Proxy and the WAG. It is used to 
-
Provide information needed by the WAG to perform policy enforcement functions for authorised users.
-
Transport per-tunnel based charging information from the WAG to the AAA Proxy.
Point7 similar with the point6 bullet 3, this function also needs the feature of "CoA Message"defined in RFC 3576 to provide the policy information from AAA server/proxy to the WAG.
2.2 Comparison between RADIUS and Diameter:
According to RFC 3588, the following technical features are not supported by DIAMETER:

-Failover

-Transmission-level security

-Reliable transport

-Agent support

-Server-initiated messages

-Auditability

-Transition support

-Capability negotiation

-Peer discovery and configuration

-Roaming support

Thesefeatures are useful for some case, but some of them will increase the complexity to the implementations of the WLAN interworking system. According to the requirements of WLAN-3GPP system interworking model, some properties are not necessary. According to the RADIUS RFCs and its extension, most of these features can be supported; of course the way of supporting may be different.

1) Failover: RADIUS does not support Failover by additional message and state machine, when user packets were lost (or other circs that the receiver could not receive the sender initiated packets), the user could be notified only after the waiting response timer was time out; however, this is not proved to be a strong evidence to throw away the current RADIUS based systems. No evident advantages.
2) Transmission level security: RADIUS could convey EAP and act with IPsec to protect the user information, the detail is described in RFC 3579; No evident advantages.

3) Reliable transport: RADIUS runs over UDP, as defined in RFC 2865, UDP was chosen for strictly technical reasons, and retransmission could be support by application level(by the waiting response timer time out); No evident advantages.

4) Agent support: RADIUS could support proxy and relay functions as defined in RFC 2865, but RADIUS could not support redirects and relays;[there are no requirement in 3GPP-WLAN for the features for redirection, no strong necessity for this optimization  ]   *****
5) Server-initiate messages: RADIUS could support server-initiate messages as defined in RFC 3576;
6) Auditability: RADIUS do not support auditability by protocol itself, but RADIUS could co act with IPsec to provide similarity function as defined in RFC 3579;

7) Transition support: Diameter is enabling backward compatibility with RADIUS as defined in RFC 3588, so that these two protocols could be deployed in the same network;[In an All-RADIUS system, the transition support function may not be necessary at the AAA proxy, this can be an advantage of adopting RADIUS for Wd, Wm and Wg; ]

8) Capability negotiation: RADIUS could not support error message and capability negotiation, it could be solved by static configuration to related peers, this result in more administration burden, but it simplified the peer’s function complexity and definitions of the message, and reduce the data burst in the  network; No evident advantages.

9) Peer discovery and configuration: RADIUS could not support peer discovery, peer address (or other attributions ) and shared secret should be static configured to related peers, this result in more administration burden, but it simplified the peer’s function complexity and definitions of the message, and reduce the data burst in the  network; No evident advantages.

10) Roaming support: RADIUS support proxy function, RADIUS should use shared secret, so it may add the administration burden, and may add the feasibility of being attacked. When use IPsec, the security could be enhanced. No evident advantages.
3 Conclusion

According to the analysis, it shows that RADIUS based protocol can fulfil the requirement for the current AAA related reference points in the 3GPP-WLAN interworking system.
Through the careful comparison between RADIUS and DIAMETER, there is no points that show some features are really necessary and essential for the 3GPP-WLAN interworking which can only be fulfilled by Diameter, and can not be achieved by RADIUS and its extension. It seems that RADIUS can also fulfil the requirements defined in the WLAN-3GPP system interworking if DIAMETER can. But RADIUS is widely used and has been proven in the current network deployment and should be allowed as a standard protocol for Wd.

So we think it is reasonable to support either RADIUS or DIAMETER based Wd reference point. 
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